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The Alexandrians knew of course,

that this was all mere words, all theatre.
But the day was warm and poetic,

the sky a pale blue.

— C. P Cavafy
Alexandrian Kings




Abstract

Verification of distributed systems is a challenging problem, especially if the distributed system allows
entities to interact in multiple ways. The complexity of the task is mirrored in the complexity of the
verification system. The design of such verification systems itself is a challenge on the theoretical level.
The main engineering tool to handle complex systems is modularization. While modularity in the target
system is exploited by verification systems, it is rarely applied to their theory.

This thesis is a study of modularity in deductive verification with program logics and the main tool we
introduce is the Behavioral Program Logic (BPL). As concurrency model we use Active Objects, because,
for one, they allow multiple ways for entities to interact, for another, because their strong encapsulation
enables modularization on the semantic level. Modularity is applied on multiple layers:

* We present a modular, new Locally Abstract, Globally Concrete semantics for Active Objects, that
allows us to sharply distinguish between local and global behavior.

* We introduce a modular specification principle with object invariants, asynchronous method con-
tracts, Effect Types and Session Types. Each of these specifications itself is modular and describes
the behavior of an encapsulated entity. E.g., object invariants describe single objects, method
contracts describe single methods, Session Types describe single methods in a protocol context.

* We design a modular verification system with BPL. BPL allows one to design one logic per ver-
ification aspect, such as presence of object invariants, as well as interfacing with external static
analyses, such as pointer analyses. BPL enables us not only the simple design of new program
logics, it also allows reuse on the rule level: The calculi of all aspects are composed before being
applied. For composition, we give a mostly automatic soundness argument for the composed rule.

BPL has structural similarities with behavioral types, which simplify calculus design — the most
prominent is that the calculus modifies program and specification in one step, after syntactically
matching them. This is uncommon in other dynamic logics.

The lack of modularity in verification of distributed systems and the need for a more structural ap-
proach in the design of program logics are identified as shortcomings of state-of-the-art approaches by
applying existing tools to the FormbaR model of railway operations, the biggest verification study with
Active Objects to date. This thesis concludes with a discussion that exemplifies how our approach can
express and verify properties that were not possible before.




Zusammenfassung

Verifikation verteilter Systeme birgt viele Herausforderungen, insbesondere wenn das verteilte System
mehrere Moglichkeiten der Interaktion zwischen Entitdten ermoglicht. Die Komplexitit dieser Aufgabe
spiegelt sich in der Komplexitat des Verifikationssystems wider; der Entwurf solcher Verifikationssysteme
ist selbst ein nicht minder herausforderndes Problem aus theoretischer Sicht. Das Hauptwerkzeug des
Ingenieurwesens zum Entwurf komplexer Systeme ist Modularisierung. Modularitédt im Zielsystem wird
von Verifikationssystemen zwar ausgenutzt, die Theorie der Verifikation ist aber selten selbst modular.

Diese Dissertation ist eine Studie {iber Modularitédt in deduktiver Verifikation mit Programmlogiken.
Der Hauptbeitrag zu diesem Zwecke ist die Behavioral Program Logic (BPL). Als Nebenldufigkeitsmodell
verwenden wir Active Objects, die auf der einen Seite mehrere Moglichkeiten der Interaktion zwischen
Entitdten zuldsst und auf der anderen Seite durch ihre strikte Kapselung bereits auf Semantikebene
Modularitat ermoglichen. Modularitat wird auf mehreren Ebenen benutzt:

* Wir entwerfen eine modulare, neue Locally Abstract, Globally Concrete Semantik fiir Active Ob-
jects, welche lokales Verhalten von globalem Verhalten abkapselt.

* Wir entwerfen ein modulares Spezifikationsprinzip mit Objektinvarianten, asynchronen Method-
vertrdgen, Effect Types und Session Types. Jede dieser Spezifikationen ist selbst modular und
beschreibt das Verhalten einer abgekapselten Entitdt. Beispielsweise beschreiben Objektinvarian-
ten einzelne Objekte, Methodvertrage einzelne Methoden und Session Types einzelne Methoden
im Kontext eines Protokolls.

* Wir entwerfen ein modulares Verifikationssystem mit BPL. BPL erlaubt es eine Programmlogik pro
Verifikationsaspekt, zum Beispiel Objektinvarianten, zu entwerfen. BPL ermoglicht auch die In-
teraktion mit externen, statischen Analysen, z.B., Zeigeranalysen. BPL ermoglicht nicht nur den
einfachen Entwurf neuer Programmlogiken, sondert erlaubt es Teile von Regeln wiederzuverwen-
den: die Kalkiile aller Aspekte werden vor ihrer Anwendung zusammengesetzt. Basierend auf den
Teilregeln konstruieren wir ein Korrektheitsargument fiir die zusammengesetzte Regel.

BPL hat strukturelle Ahnlichkeiten zu Behavioral Types, was den Entwurf von Kalkiilen erleichtern.
Im Gegensatz zu anderen Dynamischen Logiken werden Programm und Spezifikation in einem
Schritt manipuliert und syntaktisch verglichen.

Der Mangel an Modularitét in Verifikationssystemen fiir verteile Systeme und die Notwendigkeit ei-
nes sturkturierteren Ansatzes im Entwurf von Programmlogiken sind als Defizite existierender Ansatze
durch die Anwendung dieser Ansétze auf das FormbaR Modell fiir Eisenbahnbetrieb, der momentan
groRten Verifikationsstudie mit Active Objects, ermittelt worden. Diese Thesis schlief3t mit einer Diskus-
sion die exemplarisch zeigt, dass BPL Eigenschaften spezifizieren und verifizieren kann, die iiber die
Moglichkeiten bisheriger Ansitze hinausgehen.
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1 Introduction

Reasoning about distributed programs and models for distributed systems is notoriously hard. Direly
needed formal support requires more elaborate theories, techniques and tools than formal reasoning for
sequential programs.

Under reasoning we understand three aspects: Specification, analysis and verification. Specification
provides a way to describe possible properties of a program, analysis derives some property of a program
and verification checks whether a program satisfies a given property [29]. A formal system implementing
specification and either the analysis or verification aspect is a reasoning system.

The properties in question can be informally grouped into functional properties, non-functional prop-
erties! and generic properties [7]. A functional property states that the program implements the correct
computational behavior, described by some specification in terms of the program. A functional property
states what the program is computing in terms of the program itself, e.g., that it computes the correct
result or implements the correct protocol. In contrast, a non-functional property is a statement about how
a program realizes its behavior in term of the program [118]. An example for a non-functional property
is the time complexity of a program, which is stated in terms of its input parameters. A generic property
can be stated with a specification that is independent of the program, e.g., deadlock freedom.

In the following, we state two challenges for formal reasoning for distributed programming: Interde-
pendence of properties and specification of heterogeneous structure.

Interdependence of Properties.

The increased complexity of concurrent systems is due to their inherent non-determinism. Non-
determinism has the effect that for concurrent systems, non-functional/generic properties, in particular
the order of events is more important than for sequential systems, when verifying functional properties.
Functional and non-functional/generic properties already interact for sequential programs (for example,
termination must be proven for total correctness), but their interactions are amplified in a concurrent
setting.

Example 1.1. Consider the following code snippet with two method calls that initialize and use some service
at location 0 with the (functional) specification that the value at res at the end of the execution is positive:

0.init(); res = 0O.service(5);

In a sequential program, to establish (partial) functional correctness it may suffice to (1) check whether
service returns a positive value for input 5 if some predicate holds in its prestate and (2) whether init es-
tablishes this predicate. In a distributed setting complications may occur that require additional information,
depending on the concurrency model.

1. Endpoint 0 may start both method calls in parallel, causing a data race — now it is necessary to check
that method init always establishes the prestate predicate before method service relies on it.

2. If the methods are atomic themselves, the calls may be still be reordered at callee-side — now it is
additionally necessary to check that method init is always executed first.

There is no formal definition to distinguish functional and non-functional properties, for the problems defining such
a classification we refer to Glinz [60]. Glinz’ discussion is from the related field of requirements engineering, but the
general arguments are applicable, e.g., time complexity is a (non-functional) performance requirement. We do not
distinguish them by deciding whether a property describes behavior or not, as put forward by, e.g., Eckhardt et al. [47].




The above example shows how functional properties rely on non-functional properties. However,
non-functional properties may also rely on functional ones.

Example 1.2. Following Ex. 1.1, consider the prestate predicate j > 0 and the following method body for
0.service(Int i). The await j > 0 statement waits until field j is positive and then continues execution:

await j > 0; return i*j
To verify the non-functional property that the return statement of 0.service is executed after 0.init, one

must, among other things [78], check the functional property that 0.init indeed finishes its computation
correctly and establishes j > 0. Another example of a non-functional property is non-interference [61].

Reasoning systems for distributed programs mirror the structure of interactions between multiple prop-
erties and are complex programs themselves, which are hard to understand, develop and communicate.
As an example, the original formalization of Session Types [71, 72] verifies a generic property (deadlock
freedom) by using a functional specification (some global protocol) and applies a non-functional analysis
(linear usage of channels) in the process. This interdependence of properties forces reasoning systems to
combine multiple analyses and verification techniques to verify one property.

It is in particular challenging to design reasoning systems for functional behavior, if the targeted con-
currency model allows multiple ways for parts of the system or program to interact. Using multiple ways
of interaction is observed widely in current programs, which mix multiple communication paradigms
provided by multiple libraries [122]. Each communication paradigm may require to use its own analyses
expressed in its own formalism. Reasoning about the whole system requires to combine results in an
appropriate way by an overarching, more general formalism. Alternatively, only one formalism is used
and all analyses must comply to it. In any case, encoding or combination of results adds complexity to
the overall reasoning system.

Specifying Heterogeneous Structure.

The above issues, multiple analyses for one property and different formalisms for different analyses,
are raised for the verification and analysis of properties — a similar issue however, arises for specifica-
tion: To define the functional behavior of a program, one may first define the functional behavior of its
subprograms — however, the concurrency model may have a heterogeneous structure and have different
kinds of subprograms, all requiring a different way of specification. E.g., in an object oriented model,
the specification for a single method differs from the specification for an object. Both differ from the
specification of the whole program.

Example 1.3. Consider the pseudo-code below that defines an object 0 as the endpoint of Ex. 1.1 and wraps
the caller in an object C. We can provide specifications for several parts of the code. First, we can specify for
service that if the input parameter i and field j are both positive, then so is the return value. Second, we
can define an object invariant for 0 stating that the field j is always positive or zero. Lastly, we may specify
the protocol realized by this system when C.run is called from the outside: First C calls init, then it calls
service. Object 0 respects this order of calls in its scheduler and the final return value of C.run is positive.

1 object 0 { 8 object C {

2 Int j = 0; 9 Int run(){

3 Int service(Int i){ 10 await 0.init(Q;

4 return i*j 11 Int res = O.service(5);
5 } 12 return res;

6 Unit initQ{ j =3 +1; } 13 }

7} 14 }

The specifications in the above example are heterogeneous, following the heterogeneous structure of
the program. They differ not only in their scope, but also in further details: Object invariants express a
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constraint at every point in time? over all fields of an object — the precondition of a method additionally
ranges over the input parameters of the method, the postcondition over a special symbol for the return
value. Finally, the protocol adherence is a more complex temporal property.

Relevance and Active Obijects.

The challenges are not merely of theoretical nature, but hamper verification for complex concurrency
models. We performed a large industrial case study with available tools on a model of railway operations
and the lack of a theory to deal with interdependency of properties and lack of heterogeneous specifi-
cation is identified as a major issue in the verification studies and the development of new reasoning
systems. The study was performed with an Active Object language. The Active Object [37] concur-
rency model for distributed programs exhibits both challenges, i.e., multiple ways to interact and a
heterogeneous structure. An Active Object program is hierarchical and contains as subprograms objects
communicating with each other, methods within the objects and statements within the methods. To in-
teract, objects may use asynchronous method calls and futures [65]. Methods communicate within their
object via the heap memory and cooperative scheduling, and with methods within other objects also via
futures. Active Objects are, thus, suitable for the study of reasoning systems for complex concurrency
models.

1.1 Approach

In this work, we present a reasoning system for functional behavior of Active Objects which addresses
all of the above points. We are able to specify and verify functional properties beyond the state of the
art of reasoning for Active Objects, by an emphasis on modularity in the design of the reasoning system.
Modularity is used threefold to address the above issues.

Modular Specification We use four different specification languages to specify the behavior of different
parts of the program in different situations. The four specification languages are hierarchical in
the sense that each language is specifying a more narrow context than the language below it in the
hierarchy. A narrower context allows more precision, but at the cost of a less general specification.

* Session Types specify the behavior of the whole system.
* Object Invariants are properties of the state of an object, that every method must preserve.

* Method Contracts specify the required input and the guaranteed output of a single method, its
anticipated concurrency context (i.e., a certain constraint on scheduling required in addition
to the precondition) and its suspension points.

* Postcondition reasoning is used to specify the postcondition of a statement in isolation.

Fig. 1.1 gives an overview. This addresses the problem of specifying heterogeneous structure.

Modular Verification Calculi Instead of developing a calculus that aims to verify all these functional spec-
ifications of a program, each specification is verified by its own calculus. These calculi, however,
are calculi for the same program logic: The Behavioral Program Logic (BPL).

BPL is a dynamic logic with behavioral modalities [sIF 7], where the behavioral specification
specifies trace properties of the statement s. Each specification aspect above introduces its own
behavioral specification and a calculus for it. When verifying a method, we do, however, not use
the single calculi directly. Instead, they are composed before verification — each aspect can use
the context derived by the calculus of another aspect to increase its precision. The composition
of calculi is defined on the rule level to avoid the notoriously complex rules used for systems

2 Or more precisely: At every point in time where the memory is read by anybody but the currently active process (that is

aware that it possibly broke the invariant itself temporarily).
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Figure 1.1: Hierarchy of Specifications

with multiple possibilities of interaction. This addresses the problem of interdependent functional
properties.

Modular Integration of Analyses As discussed, verification of functional specifications may require the
analysis of non-functional properties. We use the modality of BPL not only to express the four
functional properties mentioned above, but any property of traces of single methods. To verify
these properties, an external system can be used, that needs not to be based on a program logic.
As we only specify the result of the analysis, its implementation is treated as a blackbox but its
result can be used inside the program logic. In particular, this allows deductive reasoning about
the results of static analyses. This addresses the problem of interdependency of functional and
non-functional/generic properties.

BPL specifies statements, i.e., the method bodies in a program — specifications thus require com-
position principles to combine the local properties of the methods to a global property of the whole
program. This holds also for seemingly non-global method contracts — however, they require the global
property that every method call in the whole program observes the given contracts. Furthermore, Session
Types require a decomposition principle to generate the specifications for methods, which matches the
composition principle.

Some of such (de-)composition principles have been developed for a different verification technique,
behavioral types. Behavioral types are defined as descriptions of programs, “in terms of the sequences of
operations that allow for a correct interaction among the involved entities” [1]. Similar to BPLs, behavioral
types are reasoning systems that verify programs by giving a calculus to verify methods®, such that the
results of the verification are compositional. Indeed, we demonstrate that the type systems of some
behavioral types can be interpreted as a sequent calculus for dynamic logic and, thus, a behavioral type
can be interpreted as a program logic.

Summary of Main Contributions.
The reasoning system we present is for the Core Active Object language (CAQ), a language similar to
ABS [75] and, to a lesser degree, Rebeca [117]. The main contributions of this thesis are the following:

* Behavioral Program Logic is a dynamic trace logic that (1) allows us to verify properties of active
object traces by deductive reasoning about multiple behavioral specifications by enclosing them in
behavioral modalities (2), has a compositional calculus that allows us to compose multiple calculi
(for different behavioral modalities and behavioral specifications) on the rule level, and (3) allows
us to interpret behavioral types as program logics.

* Cooperative Method Contracts generalize rely-guarantee reasoning for methods to a setting with
asynchronous method calls and cooperative scheduling. This is achieved by (1) specifying the

3 Or other subprograms, in non-object-oriented concurrency models.




non-functional concurrency context in addition to the pre-/postcondition of the method, (2) anal-
ogously, specifying suspension points with pre-/postconditions and non-functional concurrency
context and (3) making use of a propagation mechanism to ensure coherent specification.

* Hierarchical Specification for Active Objects that allows us to reason about the behavior of a method
in multiple contexts: (1) in isolation, by postcondition reasoning, (2) in a consistent object, by
invariant reasoning, (3) in a specific concurrency context, by cooperative method contracts and
(4) in a protocol, by Session Types. All these specifications have their own BPL calculus and
(de-)composition principle. The compositionality of BPL allows us to compose their calculi to use
information derived by one calculus in another one to increase precision.

* We furthermore give a new formalization of dynamic frames, a new Session Type system for Active
Objects and a new Locally Abstract, Globally Concrete semantics without continuation-markers.

1.2 Structure and Publications

This work is organized as follows. The remainder of this chapter describes the publications this work is
based on and fixes basic notation used in it. Chapter 2 describes our work on FormbaR and analyzes the
discovered shortcomings of state-of-the-art approaches in deductive verification of Active Objects. The
following chapters introduce the technical contribution of this thesis.

e Chapter 3 introduces CAQ, an Active Object language.

* Chapter 4 introduces BPL and gives the calculi for postconditions and object invariants.

Chapter 5 introduces effect types in BPL, which we use to formalize dynamic frames.

Chapter 6 presents Cooperative Method Contracts.
* Chapter 7 presents the Session Types for CAQ.

In chapter 8 we illustrate how the challenges identified in chapter 2 have been overcome and conclude
with discussion, related and future work in chapter 9. Each chapter contains first the technical contents
and then a discussion on limitations and design decisions. These design decisions require forward refer-
ences, as the preliminaries are designed to stress the novel points of the contribution. The discussions
do not discuss possible extensions to overcome the limitations, this is done in chapter 9.

Included Publications.
The results of the following publications are part of the contributions of this work.

* [79] KamBurJaN, E. Behavioral program logic. In Automated Reasoning with Analytic Tableaux
and Related Methods - 28th International Conference, TABLEAUX 2019, London, UK, September 3-5,
2019, Proceedings (2019), S. Cerrito and A. Popescu, Eds., vol. 11714 of Lecture Notes in Computer
Science, Springer, pp. 391-408

This article [79] and the technical report [80] introduce BPL and LAGC semantics without continu-
ation markers. I am the sole author of these papers. These publications are the basis for chapters 3
and 4.

» [82] KamBURJAN, E., aAND CHEN, T. Stateful behavioral types for active objects. In Integrated Formal
Methods - 14th International Conference, IFM 2018, Proceedings (2018), C. A. Furia and K. Winter,
Eds., vol. 11023 of Lecture Notes in Computer Science, Springet, pp. 214-235

This publication [82] and the technical report [81] extend Session Types for Active Objects by (1)
the ability to handle state and specification of communicated data by logical predicates (2) the
integration of static analyses into the calculus and (3) denotational semantics for Session Types.
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I am the main author of this paper, all the above ideas are mine. The Session Types in chapter 7
are based on this publication and [79]. BPL is a generalization of the calculus given in [82].

* [84] KamBURJAN, E., DiN, C. C., HAHNLE, R., AND JOHNSEN, E. B. Asynchronous cooperative contracts
for cooperative scheduling. In Software Engineering and Formal Methods - 17th International Con-
ference, SEFM 2019, Oslo, Norway, September 18-20, 2019, Proceedings (2019), B C. Olveczky and
G. Salaiin, Eds., vol. 11724 of Lecture Notes in Computer Science, Springer, pp. 48—-66

This paper extends method contracts to the model of Active Objects.

I am the main author of this paper, the main ideas (suspension and resolving contracts, context
sets and integration of static analyses) are mine. This publication is the basis for chapter 6.

* [85] KamBURJAN, E., DiN, C. C., HAHNLE, R., AND JOHNSEN, E. B. Behavioral contracts for cooperative
scheduling. In Deductive Verification: The Next 70 Years (2020). To appear in LNCS

This paper is an extended version of [84].

» [78] KamBURJAN, E. Detecting deadlocks in formal system models with condition synchronization.
ECEASST 76 (2018)

This publication presents a deadlock checker that can deal with condition synchronization and is
the first deadlock checker which is sound for whole CoreABS. I am the sole author of this paper.
This publication forms the basis for Example 4.7 in chapter 4. The deadlock checker itself is not
part of this work.

* The following publications describe the FormbaR model, an ABS model of railway operations based
on the rulebooks of DB Netz AG and the application of state-of-the-art approaches to this model.
We use the FormbaR model for analyses of these approaches.

— [87] KamBURJAN, E., AND HAHNLE, R. Deductive verification of railway operations. In Reliability,
Safety, and Security of Railway Systems. Modelling, Analysis, Verification, and Certification, RSS-
Rail 2017, Proceedings (2017), A. Fantechi, T. Lecomte, and A. B. Romanovsky, Eds., vol. 10598
of Lecture Notes in Computer Science, Springer, pp. 131-147

- [86] KamBurJaN, E., AND HAHNLE, R. Uniform modeling of railway operations. In Formal Tech-
niques for Safety-Critical Systems - 5th International Workshop, FTSCS 2016, Revised Selected
Papers (2016), C. Artho and P C. Olveczky, Eds., vol. 694 of Communications in Computer and
Information Science, pp. 55-71

— [90] KamBurJaN, E., HAHNLE, R., AND ScHON, S. Formal modeling and analysis of railway
operations with active objects. Sci. Comput. Program. 166 (2018), 167-193

[86, 90] describe the modeling itself and one verification study, [87] two further verification results
for it, all proven in ABSDL, I am the main author of these papers. The verification studies in these
publications are done by me, the modeling in ABS is done by me.

Further Publications.
The following publications were published during the writing of this thesis, but are not directly part
of the contributions.

* The following publications describe further aspects of FormbaR which are not relevant for this
thesis. [91] describes the visualization and integration into the workflow of rulebooks authors.
[88] is a summary of [86, 90] in German, [116] describes possible uses cases for the prototype
developed in [86, 90, 91], also in German.

— [91] KamBURJAN, E., AND STROMBERG, J. Tool support for validation of formal system models:
Interactive visualization and requirements traceability. In Proceedings Fifth Workshop on For-
mal Integrated Development Environment, F-IDE 2019 (2019), R. Monahan, V. Prevosto, and
J. Proenca, Eds., vol. 310 of EPTCS
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— [88] KamBuURrJAN, E., AND HAHNLE, R. Formalisierung von betrieblichen und anderen Regelw-
erken - Das FormbaR Projekt. In Scientific Railway Signalling Symposium (2017)

— [116] ScHON, S., aND KamBURJAN, E. The future use cases of formal methods in railways. In
Scientific Railway Signalling Symposium (2018)

* The following publications describe the use of software product lines for interproduct code reuse.
[31] describes the integration of traits with deltas and [32, 33] the extension of delta-oriented
software product lines to handle multiple products in one code base.

— [31] Dawmiani, E, HAuNLE, R., KaAMBURJAN, E., AND LIENHARDT, M. A unified and formal pro-
gramming model for deltas and traits. In Fundamental Approaches to Software Engineering -
20th International Conference, FASE 2017, Proceedings (2017), M. Huisman and J. Rubin, Eds.,
vol. 10202 of Lecture Notes in Computer Science, Springer, pp. 424-441

— [32] Dawmiani, E, HAHNLE, R., KaAMBURJAN, E., AND LIENHARDT, M. Interoperability of software
product line variants. In Proceeedings of the 22nd International Systems and Software Product
Line Conference, SPLC 2018 (2018), T. Berger, P Borba, G. Botterweck, T. Mannisto, D. Bena-
vides, S. Nadi, T. Kehrer, R. Rabiser, C. Elsner, and M. Mukelabai, Eds., ACM, pp. 264-268

— [33] Damiani, E, HAuNLE, R., KAMBURJAN, E., AND LIENHARDT, M. Same same but different:
Interoperability of software product line variants. In Principled Software Development - Essays
Dedicated to Arnd Poetzsch-Heffter on the Occasion of his 60th Birthday (2018), P Miiller and
L. Schaefer, Eds., Springer, pp. 99-117

* [89] KamBURJAN, E., AND HAHNLE, R. Prototyping formal system models with active objects. In Pro-
ceedings 11th Interaction and Concurrency Experience, ICE 2018 (2018), M. Bartoletti and S. Knight,
Eds., vol. 279 of EPTCS, pp. 52-67

This publication proposes Active Objects as a tool for prototyping of formal models and presents a
weak memory model in ABS.

A Note on Session Types for ABS.
Session Types for ABS have been developed by the author in the following two publications:

* [77] KamBURJAN, E. Session Types for ABS. Tech. rep., TU Darmstadt, 2016

* [83] KamBURJAN, E., DN, C. C., anD CHEN, T. Session-based compositional analysis for actor-based
languages using futures. In Formal Methods and Software Engineering - 18th International Confer-
ence on Formal Engineering Methods, ICFEM 2016, Proceedings (2016), K. Ogata, M. Lawford, and
S. Liu, Eds., vol. 10009 of Lecture Notes in Computer Science, pp. 296-312

These publications are not part of the contributions of this work and the presented Session Type system
differs from the one in [77, 83] by a new projection mechanism, a different passive choice operator,
the ability to handle state and specification of communicated data by logical predicates, a different se-
mantics/translation, a different verification system ([77] does not have a type system, only a translation
into dynamic logic, the type system of [83] does not form the base for the type system shown here) and
multiple smaller changes following from the above points. We do, however, extend their syntax and the
general ideas of translation into logic, twofold projection and causality graphs.
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1.3 Notation

We use the notation (a;,a,,ds, ...) for finite sequences and ¢ for the empty sequence. Concatenation of
two sequences A,A’ is denoted by Ao A’. The ith element of a sequence A is A[i]. The first element of
a sequence has index 1. The subsequence from (including) index i to (including) index j is denoted by
A[i..j] and the length of a sequence with |A|. The subsequence from (including) index i to the end is
denoted by A[i..]. Given a finite index set I = {i;,i,,...,1,} with I C N we also use the notation (a;);c; =
(ail, Qiys Ajgs -+ 5 ain>. In this case a; = (a;);¢;[j] if j € I. Given a sequence of sets (S;);e; = (S1,S2,--+,Sp)
we use the shorthand notation | _J,(S;);c; =S; US, U---US,, (analogously for ().
We give functions explicitly by {a — b, ...} (if f (a) = b). Function update is denoted by

b ifx=a
fla—bl0x) = { f(x) otherwise

We denote the substitution of t by t’ in e with e[t \ t’], where e is a program (or a part, such as
a statement or an expression), a logical formula or term and t and t’ are from the same syntactical

category.
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2 State of the Art and Overview

In this chapter we describe the state of the art in verification and specification of Active Objects and the
shortcomings that motivate our approach. To do so, we (1) describe the verification of safety properties
in the FormbaR model, the currently biggest case study for verification of functional properties with
Active Objects, (2) analyze which of the encountered problems are structural shortcomings of the theory
and (3) derive properties that solve these problems.

2.1 Active Objects in a Nutshell

We introduce Active Objects in chapter 3, but to illustrate FormbaR we give an informal account here.

The Abstract Behavioral Specification (ABS) language used for FormbaR is an object-oriented language
where all fields of the classes are object-private, i.e., only the object itself can access its own fields. Two
objects may communicate via asynchronous method calls, where the caller continues execution after
the call and does not wait for the callee to process the call when continuing execution. Instead, the
caller generates a future, which identifies the process started by the call. The caller may pass the future
around. Two synchronization operations can be performed on a future: (1) reading synchronization,
which blocks the reading process until the process identified by the future terminates and then reads
the result and (2) suspension, which deschedules the reading process until the process identified by the
future terminates. An alternative form of suspension® is condition synchronization, where a process is
descheduled until a boolean guard-expression evaluates to true. A process can only be descheduled if it
suspends itself or terminates.

Example 2.1. Consider the class in Fig. 2.1, whose run method synchronizes on the condition
this.counter >= 0 in line 7. Afterwards, it calls the J-object other repeatedly (line 9) and suspends us-
ing the resulting future (line 11). As the field lock is set to true before suspension, it is ensured that the
counter field is not modified by the setCounter method, because it can only be scheduled if lock is set to
False. However; the current counter can still be read via getCounter, as the process of run is suspended.
Once the called 1.call process has terminated, the object reads its return value (line 13) and subtracts it
from the counter.

Note that to enter the loop, the setCounter method must have been called before. The run process
terminates, if J.call always returns a strictly positive number (and always terminates). We verify a
similar pattern in FormbaR to formally show that during the execution of the loop in run, the counter
field is not written to by any other process.

2.2 The FormbaR Case Study

We describe the FormbaR model, the verified safety properties and the application of deadlock checking.
The modeling is only introduced as far as needed to establish our conclusion about the shortcomings of
current approaches to deductive verification. This section summarizes [90].

FormbaR models the railway operations as described by the technical documents of DB Netz AG. These
documents describe how train stations communicate with each other and with trains (in case of faults),
how trains interact with the track-side infrastructure (e.g., signals or magnets) and the inner-workings

! In coreABS, i.e., without time. Timed ABS was used in FormbaR, but time plays no role in the verification study so we

refrain from introducing it.
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1 class C(J other) implements I {

2 Int counter = -1;

3 Bool lock = False;

4 Unit setCounter(Int c) { await !this.lock; this.counter = c; }
5 Int getCounter{ return this.counter;}

6 Unit run(){

7 await this.counter >= 0 && !this.lock;

8 while (this.counter >= 0){

9 Fut<Int> f = other!call();

10 this.lock = True;

11 await £7;

12 this.lock = False;

13 Int i = f.get;

14 this.counter = this.counter - i;
15 }

16}

17 }

Figure 2.1: Example for an Active Object in ABS.

of the train stations that coordinate the track-side infrastructure. The procedures are not described in a
uniform way, instead each party involved has a local description of the global procedure.? One of the
aims of FormbaR is to verify that the local descriptions suffice to establish safety of the global procedures.

The technical documents consist of legal regulations, the Eisenbahn-Bau- und Betriebsordnung (Law
for Operating and Building Railways) [48], (2) public rulebooks managed by Deutsche Bahn (DB), in
particular Ril. 408 [34] and 819 [35], (3) internal rulebooks for operations, (4) requirements specifica-
tion for technical elements, (5) training documentation and (6) internal announcements. Most of the
documents describe the behavior of humans, so it is not possible to use the model to generate prov-
ably correct controllers. The model can only be used to reason about an idealized world where humans
make no mistakes. A rulebook assumes some conditions on the infrastructure: for one realistic physical
behavior, e.g., that train do not skip over parts of the track they are driving on, and for another, restric-
tions from other rulebooks, e.g., that there is a certain minimal distance between two signals. Thus, the
verification must hold for any infrastructure according to these conditions and not only for some fixed
scenarios. In particular, we assume no bound on the (finite) size of the network.

Railway operations fit the Active Object concurrency model well: stations, track-side infrastructure and
trains share no state and only interact with asynchronous messages. Messages may be acknowledged
and we model this as synchronization on futures. Internally, entities (e.g., stations) wait on conditions
before continuing with procedures. We model this as condition synchronization.

2.2.1 Formal Modeling of Railway Operations

The FormbaR model consists of infrastructure, communicating stations and trains. The stations issue
commands to both infrastructure and trains. We first describe the infrastructure.

Layered Infrastructure

The infrastructure is modeled as a graph based on the concept of a point of information flow (PIF).

2 Explaining material, e.g., the introduction of Pachl [110] to railway operations, contain a global description, but these

documents only serve illustratory purposes.
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Definition 2.1 (Point of Information Flow). A point of information flow (PIF) is an object at a fixed
position on a track that participates in the information flow, if one of the following criteria applies:

e It is a structural element allowing a train to receive information, for example, a signal or a data
transmission point of a train protection system.

* It has a critical distance before another PIF, where its information is transmitted at the latest. E.g., at
the point where a signal is seen at the latest. We call points where this criteria applies, but no device is
placed virtual.

* It is a structural element allowing a train to send information, for example, a track clearance detection
device, such as axle counters or endpoints of switches.

A PIF is a position at a track and an object that describes the information to be transmitted or relayed.
Instead of modeling all features of a PIF in one object, we use a model of four layers to organize and
separate its structure:

Topology Layer. The lowest layer is the Topology Layer, which consists of nodes and edges. Each node
corresponds to the position of some PIE, the edge between two nodes models a track. Edges are
undirected and have a length.

Physical Element Layer. The next layer is the Physical Element Layer. Its elements correspond to physical
devices on the infrastructure, or virtual points with a certain distance (i.e., virtual points of infor-
mation flow) to physical devices. Each element of this layer is assigned a node in the topological
layer. Nodes can have multiple physical elements assigned, if several devices share one location,
e.g., a presignal and a main signal,

Logical Element Layer. The next layer is the Logical Element Layer. Its elements group multiple physical
elements from the lower layer. For instance, a presignal, a main signal, the visibility point of the
presignal and the magnet in between form together one logical signal. Logical elements are the
train dispatchers view on the infrastructure, as he cannot control its physical elements individually,
while physical elements are the train driver’s perspective, as he reacts to the physical elements he
sees (or which are detected in another way by train-side components).

Each physical element can be assigned to one logical element. A physical element can be shared
between multiple logical elements, e.g., a presignal can be used for two main signals. Physi-
cal elements can not be assigned to a logical element if their state never changes, e.g., gradient
changes.

Interlocking Layer. Logical elements are summarized in the Interlocking Layer. Each element corresponds
to one station. Each logical element is assigned to exactly one station, the one that controls it.

Fig. 2.2 shows the entry to a simple station in the layer model. The logical switch is assigned three
physical elements, which correspond to the outermost points of the physical switch. The logical entry
signal has a physical presignal, main signal, three magnets and two points of danger which are covered
by the signal. These points of danger are physical devices: at this position some train detection device,
such as axle counters, is placed. One of the magnets shares its position with the main signal.

Communication

Stations only communicate with their logical element and with the adjacent station. Logical elements
do not communicate with each other. Only one physical element communicates with other physical
elements: points of visibility read the state of the physical device whose visibility they model. Trains
interact with the topological layer. Thus, communication goes either up or down through the layers,
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Figure 2.2: Illustration of the lower three layers of a station entry in the four-layer model. [87]
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Figure 2.3: Communication in the four-layer model. The blue arrows show the standard information flow
direction if no fault occurs.

as illustrated in Fig. 2.3. In the following we assume that no faults occur, which require additional
communication.

The rulebooks differentiate between two kinds of stations: Blockstellen divide a track line into two
parts to increase the possible number of trains on the line; and Zugmeldestellen (Zmst), which are able
to “store” trains and rearrange their sequence. The generalization of both is Zugfolgestelle (Zfst). In the
following, we use the term station for Zmst.

A Blockstelle is only responsible for the safety on the next section of a line behind one of its signals,
while a Zmst is responsible for the safety of the whole line up to the next Zmst. To depart a train on
a line L from A to B with the first section S several conditions have to hold®: (1) the station A has the
permit to use the line, (2) the signal in A covering S can be set to “Go” and (3) the target station B is
notified about departure and accepted the train. Condition (3) is, strictly spoken, not for safety, because
trains cannot collide if this protocol is not observed, but it is used to ensure deadlock freedom.

Definition 2.2. There are three protocols that ensure safe operations:

Locking sections. Each Zfst is responsible for several logical elements, but has its own state that depends on
the neighboring Zfst: Each section has an additional Boolean state locked.

This state is managed as follows: After a signal is set to “Go” and a train passes it, the covered section
is automatically locked and the message “preblock” is sent to the signal at the end of the section. A
signal cannot be set to “Go” again, as long as the section it covers is locked. It must be unlocked by
receiving the “backlock” message from the signal at the end of the section. The backlock message is
sent whenever a signal is passed by the train.

Permit token. For each line there is exactly one token that allows a station to depart trains on this line.
Without the token the signal that covers the track cannot be set to ”Go”.

3 These conditions are for safety, obviously there are additional conditions concerning the time table.
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Accepting and reporting back trains. (Zugmeldegesprach) Before a train leaves a station A with destina-
tion B, A offers the train and waits for B to accept. This ensures that B has (or will have) a track to
park the train. Before the train departs, the departure is announced to B. The offering, announcement
and acceptance of trains are modeled as methods—the current state of a Zmst is not only encoded in
its fields, but also in the currently active (but possibly suspended) processes.

2.2.2 Verifying Railway Operations

This section summarizes [87]. The following safety property is shown to hold for FormbaR:

For all stations A and B sharing a line between them, every train run from station A to station B
is safe: during the run, no train will enter the line in the direction of A and whenever a signal is
set to “Go”, the next section is free.

This is split into two properties: (1) When a train goes from A to B, no train enters the line towards A and
(2) whenever a signal is set to “Go”, the section it is covering is free. A general methodology developed
in [87] is to split and formalize such properties.

First, the property is expressed as an informal statement over states. The second step is to reformulate
the property as an informal statement of global traces. An informal global trace is the sequence of
visible actions the system is performing. Afterwards, the property is expressed as a formal statement of
global traces. Global traces consist of events and states. An event corresponds to some communication
action, e.g., an invocation event models that an object called a method on another object with some
call parameters and some future. An invocation reaction event with the same future then models the
scheduling of this call.

Reasoning about such traces is possible by well-formedness axioms. E.g., if the ith event in the trace is
an invocation reaction event with future f, then there is a j < i such that the jth event is an invocation
event with the same future. This means that a method is only started after being called. Finally, the
global trace property is projected onto local endpoints. For each involved object, a local object invariant
is generated. These invariants specify the events visible to the given object. A program logic (ABSDL) is
available for such properties.

We give two examples of these invariants which imply the above safety property, but we stress that
additionally to general axioms which hold for all ABS programs, such as the one sketched above, we can
assume axioms specific to FormbaR. There are three classes of such axioms.

Program Structure. One can derive axioms from a given program, in our case the classes of the FormbaR
model. E.g., if a method m is only called from a method n, then we can derive the axiom that if the
ith event in the trace is an invocation event on method m, then there is a j < i such that the j event
is an invocation reaction event of n.

Well-Formed Infrastructure. In FormbaR the input infrastructure is encoded in the main block. We can
assume that the input to the model is well-formed as well. E.g., if a section S ends at signal Sg then
the handling Zfst Z has set its field next correctly: Z.next(S) = Sg. The signal Sg’ that covers S has
its covers field set correctly: Sg’.covers =S.

Abstraction of Layers. The safety properties we show are on the interlocking layers. To avoid reasoning
about the whole stack beneath, its properties are expressed as additional axioms. E.g., that a train
only passes a signal after the signal was set to “Go” # can be modeled as as axiom that expresses
that before every invocation reaction event of the method modeling the arrival of the front of the
train at the signal, there is a future event of the method which sets the very same signal to “Go”
(and there are no actions on the signal in between).

4 This is a valid assumption, because we assume train drivers who correctly follow their rules. The verification goal is to

show that the protocols on the interlocking level ensure that this indeed avoids crashes.
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Permit Token.

This section summarizes section 5.2 from [87]. Each line L has an associated token which gives the
permission to dispatch trains on this line. In FormbaR, the token is implemented as a field permit in the
Zmst class that maps the first section of the line to a Boolean value modeling the token. A Zmst has the
token for a section S if permit[S] is set to True. Before a station dispatches a train, it must first acquire
the token for line L. This requires cooperation between the requesting station and the station having
the token: The requesting station knows which trains are on the line in its direction, as all the trains are
announced and saved as expected. It only requests the token if no trains are on the line in its direction.
The station having the token only checks that the token is not locked, i.e., it is not in the process of
dispatching a train using this token®. The informal state property is as follows:

“If station A acquires the permit token for line L from station B, then there is no train on L with
arrival station A.”

Station A acquires the permit token when the call on B.rgPerm from method setPreconditions termi-
nates. If we assume that all stations are connected correctly, the condition that there are no trains on L
with arrival station A can be expressed as A.expectIn[S] == Nil, where S is the first section of L from A.
The field expectIn is a map from sections to the list of trains that have been accepted on the line ending
at this section that have not arrived yet. We can rewrite the above property into the following property
over the history.

“If station A reads from the future for B.rqPerm, then at this moment the following holds:
A.expectIn/[S] == Nil.”

Finally, we can now formalize the property into the following:

The following formula holds for all histories generated by the FormbaR model. Let A be a Zmst
and L a line bordering A with S being the first section of L from A and A.other(S) the last.

01(A,S) =Vi, f. h[i] = futREv(A, rqperm, f,[True,S]) —
o[i](A) = expectIn(A.other(S)) = Nil

Here, h[i] refers to the ith event in history h and o[i](A) to the state of A in the ith global state.

In the four-layer model, this property specifies the interlocking layer. The lower layers, which are
needed to register that a train arrived and is, thus, not expected anymore are abstracted into addi-
tional well-formed axioms. We refrain from giving the full decomposition into local invariants and the
proof of the above statements. We give only the three object invariants of ABSDL proven in KeY-ABS
mechanically:

1, =V Train T. V Section S.last(h) = futEv(self, offer, f,[T,S]) — self.allowed[S] = True
Yo =V Train T. V Section S. V Station B.

last(h) = invEv(self, B, offer, f,[ T, S, self]) — self.unlocked[S] = False
13 =V Section S. last(h) = futEv(self, rqperm, f, [True, S]) — self.unlocked[S] = True

Formula 1), expresses that an offer process only terminates for a given section in states where the station
is allowed to dispatch trains on it. Termination of offer models that the other station has accepted the
train. Formula 1), expresses that the offer method is only called, for a given section, in states where
this section is locked, i.e., no other protocol on the exchange of the permit token is active. Formula 14
expresses that the rqPerm method, which requests the token, unlocks the section. This is the same pattern
as in example 2.1. All three invariants have been proven mechanically, but their derivation is manual.

5 We verified a conservative fallback mechanism, where only the station having the token secures it, in [86] before.
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Train Involvement and Safety

This section rephrases sections 5.3 and 5.4 from [87].

>} =< -‘~9-~~-/Y,/o% 3

Figure 2.4: Zugmitwirkung (“Train Involvement”): The train has to trigger the second signal before the
first can be set to “Go"” again.

Railway signals are managed by interlocking systems, but are not detached from the actual move-
ment of the trains: Zugmitwirkung (“Train Involvement”) is an established concept in German railway
operations and states that certain actions of the dispatcher are linked to actions of the train and their
detection by the infrastructure. We show the following property, taken from [110]: A signal can only
be set to “Go”, if the train that passed it the last time has left the covered track. To ensure this, when
a signal is set to “Halt”, after a train passed it, the used line is locked. A signal can no longer be set to
“Go” when the route is set to the line while the signal is locked. A signal can only be unlocked when the
signal at the end of the covered section sends a backlock message. Fig. 2.4 illustrates the situation. The
desired property, expressed as an informal statement over states is as follows:

“If an exit signal Sg is set to “Go”, then the covered section is free of trains going away from it.”

Given the procedure described above, we can again rephrase this into a trace-based version. For
presentation’s sake, we do not consider the case that a signal may cover multiple sections.

“If a signal Sg is set to “Go” twice, then a train triggered the point of danger of the next signal at
some time in between.”

Which is equivalent to the following, informally expressed in terms of methods and events.

“If there are two position i, j with j < i, such that h[i] and h[j] are invocation reaction events
on setGo on some Signal Sg covering section S’, then there is a k with j < k < i such that h[k]
is an invocation reaction event on trigger on next(S’).”

And, finally, the formal global property:

The following formula holds for all histories generated by the FormbaR model. Let A be a Zmst
and Sg a signal.

©5(A,S) = Vi. (h[i] = invREV(A, Sg, setGo, f,[1) >
Vj. (j <iAh[j]=invREV(A,Sg, setGo, f',[]) —
d pangerPt P3k. j < k < i Ah[k] = invREv(P, next(Sg.covers), trigger, f”, [])))

The above statement does not rely on object invariants: well-formedness axioms suffice to prove it.
The following property was additionally proven.

If a station A accepts a train t, then there is a track reserved for t. This means that the following
is an ABSDL invariant for the ZugMelde class:

VY Train T. V¥ Section S. V Station B.(

(last(h) = futEv(self, B, offer, f, [T,S,B])) — JSignal Sg. self.reserved[Sg] = T)
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1 class SignalImpl implements Signal{ 13 {

2  Bool x = False; 14 Signal sl = new SignalImpl();
3 Unit waitFree(){ await x; } 15 Signal s2 = new SignalImpl();
4 Unit unlock({ x = True; } 16 Zug z1 = new ZugImpl(sl,s2);
5} 17 Zug z2 = new ZugImpl(s2,sl);
6 18 z1!go(); z2'go();

7 class ZugImpl(Sig o, Sig o02) implements Zug { 19 }

g Unit go(Q{

9

Fut<Unit> f = o!waitFree(); await £7; Q@ [
10 02!unlock(); A[é "o
113
. e 4

Figure 2.5: A deadlocked situation with condition synchronization. The code is a simple model of locked
signals, the image is an illustration of the situation modeled by the main block. Interfaces in
the code are omitted.

The general property shown is, thus, the following. We stress that this result holds for any well-formed
infrastructure, without any limitation on the size.

For any well-formed infrastructure, every train departure is safe: when the exit signal Sg in
station A is set to “Go” for train T on a line L to station B, then the first section of L is free, no
train is on L in direction of A and a track is reserved for T in B.

Deadlock Freedom.

Additionally to the above safety property, deadlock freedom of FormbaR is investigated. To do so, the
DECO tool [51] is extended to deal with condition synchronization. We sketch the extension and exper-
iment here, because the extension integrates a program logic, specifically designed for this application.

Example 2.2. Consider Fig. 2.5. The code shown is a vastly simplified railway operations model. A signal
has a state, x, which models whether it is set to “Go” or not. A signal can be observed from the outside until
it is set to “Go” with the waitFree method. The unlock method sets the signal to “Go”, i.e., the next section
is free.

A train waits for a given signal to show “Go” (line 9) and then unlocks the signal of the section it left
(line 10). The main block shown sets up the situation pictured on the left of Fig. 2.5: both trains are waiting
for a signal to signal “Go”, and both signals are in turn waiting for the trains to unlock them.

Such a situation can occur if trains are accepted in the wrong order at the wrong time.

The original DECO tool cannot detect the deadlock in the given example, because it cannot handle
condition synchronization, i.e., awaits with a boolean expression as their guard (in contrast to a future
access). Instead, it returns that the program is deadlock-free. Thus, DECO was extended by me.

Dependency Graphs.

DECO is based on a dependency graph analyses. A concrete dependency graph can be derived from a
concrete program state: its nodes are the tasks (i.e., processes) and objects in a program. We give an
informal account here.

Let t,t’ be tasks and o an object. A node (t,t’) models that task t depends on task t’, i.e., t cannot
continue execution before t’ has performed some action. In the non-extended DECO tool, the action in
question is termination. An edge (t,t’) models that a task t synchronizes on the future resolved by t’
with an await statement of the form await e? or get statement. Additionally, edges (t, 0) model that task
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t is suspended and awaits to be scheduled on o. Edges (o, t) express that object o is currently blocked
by a task t that is blocking at a get statement. A program state (a set of tasks and objects) is deadlocked
iff its dependency graph contains a cycle.

The above definition does not handle await statements with boolean guards. To do so, we require an
additional dependency.

Definition 2.3. Let s,, s, be two statements of tasks t,, t,, with s; = await e;; s5 for some s;. We say that
t; O-depends on t, in some state, if e; does not hold in the state and the execution of s, results in a state
where e, holds. If s, has the form await e,; sy, i.e., it cannot be executed, then we say that t,; n-depends
on t, in state o (where ey, e, do not hold) if

* there is some state o’ which differs from o only in the fields occurring in e,, such that e, holds in o’

* executing s, results in a state " where no further execution is possible or either e; holds or t,
(n—1)-depends on t, in o” for some task t,.

Intuitively, a task t; depends on another task ¢, if from some state which would make the guard of t,
true, a state is reachable which also makes the guard of t; true. This is not decidable even for a given
state, as it requires to reason about arbitrary Turing-complete statements.

E.g., a task executing await this.i > 0; return 1-depends on a task executing await this.i < 0; this.
i = 1; return in a state with i = 0. For a full formal definition, we refer to [78].

Analysis and Dispensable Dependencies.

To approximate the concrete dependency graphs of all reachable states of a program, abstract depen-
dency graphs are generated. The nodes of the abstract dependency graph are object creation sites ¢ and
pairs of object creation sites and method names c,m. An edge from a pair (c,m) to a pair (¢’,m’) models
that there is some reachable state with a dependency from a task t running on an object created at ¢
executing m to a task t’ running on an object created at ¢’ executing m’. Analogously for objects and
object creation sites.

An edge for boolean guards is added between (c,m) and (c,n’) if m contains a statement await e which
contains some field f that is written by m’.

A program has a deadlock risk if its abstract dependency graph contains cycle. The analysis is shown
sound, i.e., if there is a reachable state with a cycle in its concrete dependency graph, then its abstract
dependency graph contains a cycle. Fig. 2.6 shows the abstract dependency graph of Fig. 2.5, which
reveals the deadlock. Each edge (v, v’) denotes that entity (guard or object) v waits for entity v’ to
finish, before it can continue.

The analysis is imprecise: there may be abstract edges which correspond to no concrete edges in any
reachable state. E.g., consider a method read with the method body await this.i > 0; return; and a
method write with method body this.i = 1; await this.b; this.i = -1; return;. An edge is added, but
read does not depend on write: a deadlock occurs in a state where both tasks cannot continue execution.
I.e., the tasks execute

await this.i > 0; return; and await this.b; this.i = -1; return;

in some state with i < 0. Obviously, the second task can not result in a state where this.i > 0 holds. To
detect such dispensable edges we use a variant of the ABSDL logic. It has to be proven that i > 0 is never
established after a suspension.

This can not be modeled by using this.i <= 0 as an invariant: (1) it does not have to be established
at the first suspension point, or a termination before previous suspension and (2) it cannot be assumed
at the method start. Thus, we developed a special modality {s)¢ which models that ¢ is established
by termination and suspension after the first suspension. This is encoded in the calculus by the following
rule, which reduces it to reasoning about invariants. The update U_ removes information from the
heap [8].

22



await x

Os

———

Figure 2.6: Abstract Dependency Graph of Fig. 2.5.
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For each edge (stemming from a guard g) a proof obligation { sy )g is generated, where sy, is the method
body of the reading method. If the proof obligation can be proven, then the edge is removed from the
abstract dependency graph.

Conclusion.

The extended version of DECO can detect the deadlock in Fig. 2.5 and analyzes all industrial case
studies available publicly with sufficient precision — except FormbaR. Applying the deadlock checker to
FormbaR results in a memory error because too many potential deadlock cycles are found. Some reasons
why FormbaR scales so badly is that it is (1) bigger than other models, using far more objects, (2) uses far
more condition synchronization, with most guards containing multiple fields and (3) that the (modified)
KeY-ABS tool cannot handle non-trivial proof obligations required to discharge the proof obligations
stemming from such guards. The last point is due to the modification required for the program logic:
It now models only the property required to detect dispensable edge and cannot use established object
invariants anymore.

2.3 Analysis of Problems

We can observe the following problems with the above case study.

Homogeneous Specification and Homogeneous Verification. Even though the final proof obligations of
safety are specifications of single methods, they are encoded as object invariants. Indeed, a gen-
eral problem is that ABSDL requires that all specification aspects (contracts, invariants, protocols,
frames, etc.) are uniformly described as object invariants — even if they are specific to a single
method. This raises the question how to split specification into multiple aspects, how to design
program logics for single aspects and how to combine these program logics.

This is not merely an inconvenience — specification has been identified as one of the main bottle-
necks and challenges for formal methods [4, 64] and forcing the user to use a single paradigm
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for any property hampers the usability and acceptance of the language. For example, the second
property of the permit token study is a simple postcondition (in the sense of method contracts):

JSection st. result = (True,st) — unlocked[st] = True

This does not require the notion of an event or history at all; domain experts can assess the ade-
quacy of this postcondition with less knowledge about the underlying verification mechanism.

In previous work [77], stateless session types for ABS were also translated into object invariants. In
both cases, the translation not only hampers automation by requiring a high number of quantifiers
(and, thus, required instantiantions by the prover) but was also hard to understand — which makes
it hard to understand for the user of an interactive theorem prover, such as KeY-ABS, to understand
why a proof fails and to assess the quality of his specification. This homogeneous verification
(only a calculus for object invariants) is a consequence of the homogeneous specification (only one
specification language).

Projection and Handling State. There is no theory of automatically decomposing global specifications
referring to state or method parameters, e.g., the formulas in the verification of the permit token:
the only available decomposition is the limited Session Type system [83] that cannot specify passed
data or heap memory.

This forces to project global properties manually.

Another problem with the history-based specification in ABSDL is that only events are recorded
and the object invariant has to hold only at suspension points. This makes it impossible to express
a property connecting a method call with the state of the caller. E.g., “Whenever 0.m(i) is called,
then this.f == i holds” or “Whenever a method reads from a future, a flag in its memory is set.”.
Similarly, it is not possible to express properties of the state which are not connected to properties
of the history. E.g., that a field is not changed during the execution of a method.®

In summary: stateful global properties cannot be decomposed automatically, many stateful local
properties cannot be expressed as object invariants.

Integration of Static Analyses and Deduction. The integration of KeY-ABS into the deadlock checker to
detect dispensable edges required to modify the program logic to the specifics of the analyzed
situation. There is no theory of developing, extending or combining program logics to verify new
properties, thus, the extension for DECO is an ad-hoc extension that cannot use established object
invariants. This is also a consequence of the homogeneous verification mechanism.

Conclusion of Analysis.

ABSDL lacks a theory of method contracts, as well as an integration of static analyses for global prop-
erties. Similarly, it lacks a theory of projection to derive local specifications from global specifications.
While Session Types for ABS [83] have such a theory of projection, they are only able to specify commu-
nication patterns, not state. Thus, they could not be applied to FormbaR. The deadlock example shows
that deductive verification may be integrated into static analyses, with a specific pattern (based on the
static analysis in question) to analyze. Specification of distributed object-oriented programs is an open
question and ABS lacks a theory how to handle new specification paradigms.

To overcome these problems we give a notion of contracts for Active Objects and integrate (and extend)
Session Types for ABS into a multi-layer specification language. Under multi-layer specification we
understand that method contracts, object invariants and session types are specified separately (instead

6 We stress that this is not merely a question of saving the heap in the prestate and referring to it in the poststate (as it

is done in JavaDL), because extra rules are required to keep track of the heap at all suspension points: the value of the
field must be equal to the one in the state of the last activation, not necessarily the prestate. Such a mechanism is not
available for ABSDL.
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of specified homogeneously, by e.g., encoding them into object invariants as in ABSDL). They are also
verified homogeneously, i.e., they are not encoded into object invariants for verification either.”
Furthermore, we give a new program logic that allows to use multiple specifications. This logic can
(1) specify an interface to a used static analysis, (2) simplifies the design of projection mechanisms
and (3) allows the design of new local specifications of trace properties of methods. Finally, we give a
mechanism to compose multiple specifications into one overarching specification. This allows an aspect-
oriented design of dynamic program logics: Instead of giving a modality that expresses all possible
properties, each specification has its own modality. These modalities can be composed to express multiple
specifications, but composition vastly simplifies design and soundness arguments. In particular, the
program logic is easy to extend for new specifications, as we show with dynamic frames and effect

types.

2.4 Overview over Approach

In this section we describe our approach in more detail.

Behavioral Program Logic

To enable us to tackle the problems describes in chapter 1, we introduce a new program logic: Behavioral
Program Logic (BPL), an extension of first-order dynamic logic and related program logics, such as
ABSDL and JavaDL. BPL allows for design and composition of multiple specification paradigms, as well
as integration of static analyses into deduction.

The core of BPL is the behavioral modality [ st T ] which expresses that every trace of s is a model for 7.
The type 7 is not a trace formula, but a representation of a trace formula. It can be used as an interface
to static analyses (i.e., there are no rules to handle 7, or very few rules to reason about results). Then a
proof of formulas containing such modalities must be closed by calling the static analysis corresponding
toT.

Alternatively, a calculus for all possible forms of the statement s can be given. In this case we show
that many specification patterns are easily encodable: object invariants, postcondition reasoning, method
contracts (see below), Session Types, effect types, dynamic frames. If multiple specification patterns are
used, BPL allows reuse of the sound calculi of the used patterns to automatically generate a sound
calculus that uses both patterns.

The separation of the representation of trace properties in the dynamic logic and their semantics
allows us to design calculi that incorporate ideas from behavioral types. In particular, the calculi for
symbolic execution (i.e., the rules concerned with reducing the statement of one modality) reduce both
type and statement. This allows us to formulate all of the above patterns with explicit tracking of the
trace. Furthermore, it simplifies the formulation of composition and decomposition patterns.

As a basis for BPL, we use a modified locally abstract, globally concrete (LAGC) semantics [43], which
simplifies the existing semantics, yet allows to precisely analyze local traces of methods in isolation from
the global system (or object).

BPL is the main tool to address the problem of integration of static analyses and deduction and homo-
geneous verification. It also allows the following contributions, which address homogeneous specifica-
tion.

Cooperative Method Contracts

To enable local reasoning and exemplify the design of BPL we generalize bottom-up specification with
method contracts to Active Objects. The main ideas are as follows:

7 They are translated into trace formulas, but (1) not in the program logic used for verification and (2) these formulas are

not object invariants over histories.
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Preconditions. The precondition is split into two parts: a parameter precondition which has to be guar-
anteed by the caller of the method and a heap precondition which has to be guaranteed by the
previously active process.

Context Sets. To specify the previously active processes responsible for the heap precondition, a method
may specify context sets. These sets specify which methods may run before the specified one. This
specification is not verified in BPL, but by a global causality analysis. Context sets are, however,
encoded in the same formalism as the trace properties to allow us to use them for composition of
method contracts.

Suspension Contracts. Each await statement is specified by a suspension contract that resembles a
method contract. A suspension contract contains a suspension assertion (that has to hold be-
fore suspension), a suspension assumption (that has to hold before reactivation) and context sets
(describing the method responsible for the suspension assumption). Again, only the suspension as-
sertion and suspension assumption are used in BPL, the context sets are verified in a static analysis.

Postconditions. Each get statement is specified by a resolving contract: a set of methods. It models that
the read future is resolved by a process executing one of these methods. This is specified as a
behavioral modality, and either verified by an external points-to analysis or by some special rules
that allow us to reason about the results of such analyses. In any case, this enables us to use the
postcondition of the methods for the read value.

Additionally, Cooperative Method Contracts have an intuitive, JML-style syntax [96] and allow us to
specify dynamic frames.

Cooperative Method Contracts address the problem of homogeneous specification by an intuitive way
to specify local information. It also addresses the problem of unsatisfying handling of state in ABSDL.

Multi-Layer Specification

As hinted above and described in the introduction, we use multiple specification paradigms and reuse
parts of their results (and rules from their calculi). The main ones are the following four: Postcondition
reasoning, as it is standard in dynamic logic, is used for reasoning about the result of method without
any specific context. If the object and its invariant is known, we include object invariants to reason about
suspension contracts and more precise pre- and postcondition. If a method contract is given, we can use
it to reason in an even more specific situation, if the object invariant is also given. If not, we can still
use the method contract. Finally, Session Types for Active Objects are used for top-down specification of
even more restricted situations.

This multi-layer specification addresses the problem of homogeneous specification and the extended
Session Types additionally address the problem of projection and handling of state.
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3 CAQ: An Active Object Language with Locally
Abstract, Globally Concrete Semantics

We use the Active Object concurrency model, an extension of the Actor [70] concurrency model. Ac-
tors are endpoints which communicate solely via asynchronous message-passing. An actor may receive
messages at any time and each message is handled preemption-free: once the handler for a message has
started, it may not be interrupted by any other handler. Messages arriving during execution of a handler
are stored in a bag data structure.

As Actors do not share memory and handlers cannot be interrupted, reasoning about concurrent behav-
ior in Actor-based systems is simpler than for C-style concurrency models with shared memory, where two
process may interfere at any point, except when explicitly forbidden to do so. Indeed, compared to cloud
systems based on other paradigms, real-world systems build upon pure actors sustain less coordination-
based bugs [67]. Erlang [2] and the Akka [97] framework are some mainstream implementations of
Actors, with library-support for further languages being available.

In an object-oriented setting, message sending can be encoded by asynchronous method calls and the
handlers as the corresponding methods. Object-orientation also adds a further possibility for interaction:
processes within one Actor may communicate by storing and reading data in the objects heap memory.
However, there is still no preemption, so the points where interactions happen are clear, as they are
explicit in the syntax.

Active Object languages are object-oriented languages that enforce the Actor concurrency model. Ad-
ditionally, modern Active Object languages such as ABS [75], Encore [15] or ProActive [25] use fu-
tures [3, 65, 125, 99]. A future is an identifier for a method call that allows a process to synchronize on
the called process and read its return value. Futures simplify the sending of a result back to the caller
Actor. Instead of sending it to a second method via a callback, a downside of the pure Actor model, the
result may now be handled in the same method by synchronizing on the called process. However, futures
can cause Active Objects to deadlock by circular synchronization on futures.

Finally, Creol [76] and ABS introduced cooperative scheduling: a process may be descheduled, but only
at a special await statement. The statements between two such suspension points still have exclusive
access to the objects heap memory, data races may only occur at method start and await statements.
The await statement has a guard that describes when the process may be rescheduled: the future guard
suspends until a future is resolved, the condition guards suspends until a boolean expression evaluates
to true.

We define the Core Active Object language (CAQ) in this chapter, an Active Object language with futures,
consequent strong encapsulation (i.e., all fields are object-private) and cooperative scheduling. For a
further discussion of Active Object languages we refer to the survey of de Boer et al. [37].

3.1 Syntax

Definition 3.1 (Syntax). Let v range over program variables, f over field names, I over interface names, C
over class names, m over method names, p over the set of program-point identifiers P and n over N and ~
range over &&, | |,+,-,%,/. The syntax of CAQ is defined by the grammar in Fig. 3.1. We use ~ to denote
(possibly empty) lists.

A CAQ program consists of a set of interfaces, set of classes and a main block. The main block is
a list of object instantiations and one final method call to one of the instantiations to initialize the
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— > — = T
Prgm ::= Inter Class Main Class ::= class C [implements I T |(I £){Field Meth}

Inter ::= interface T [extends T T]{MSig}  MSig::= pm(dv)  Meth ::= MSig{s}
Main ::= main{si} Field ::= D f = e; D::= Rat | Unit | Int | Bool | List<D> | Fut<D>
sin=Iv=c(¥); si|vim(e)
s :=[D]1 = e|[D]v = e.gety | await g, | [D] v = fim(e) | skip | return e
| while(e){s} | if(e){s}else{s} | s;s
e::=1|n|unit | Never |Nil | True | False | len(e) | hd(e) | t1(e) | Cons(e,e) |e~e| le| -e
1::=this.f|v gu= e|e?

Figure 3.1: Syntax of CAQ.

communication. The object instantiations bind the created object to a name and take as parameters
references to other objects. All objects are created at once and thus the order of object creations is not
important. E.g., the following initializes a and b with references to each other.

main{ I a=C(); Ib==C); almQ; }?}

An interface consists of a set of method signatures and may extend a set of interfaces. A class has (1)
parameters, a list of references to other objects, (2) a list of fields which are initialized upon creation
and (3) a list of methods. The references are regarded as fields that cannot be reassigned. Additionally,
a class may implement a set of interfaces. Only the methods in the implemented interface may be called
from other objects, other methods are internal and may only be called from the same object. CAO does
not support inheritance. There are six kinds of data types: Rationals, the Unit type, Integers, Booleans,
parametric lists and parametric futures. The expressions for Booleans and Integers are straightforward.
Never is a unique future that is never resolved, Nil is the empty list, hd returns the first element of a list
and t1 the remainder. Cons is the list constructor and len returns the length of a list. The constant unit
is the sole value of type Unit.

The statements for assignment, branching, repetition and the empty statement are standard. The
statement v = fIm("e) is an asynchronous method call on method m on object £ with parameters e. A
fresh future is generated and stored in program variable v. This future identifies the called process. We
say that the called process will resolve this future. The statement return e terminates the process and
stores the value of the expression e in the future it is resolving. The statement v = e.get synchronizes on
the future in e. Once this future is resolved, the result stored in it is written into v. Until the future is re-
solved, the process blocks the object. The statement await g suspends the current process until the guard
is resolved. A future guard e? becomes active, once the future stored in e becomes active. A boolean
guard e becomes active once the boolean expression e evaluates to true. Once the guard is active, the
process may be rescheduled, but if several process may be scheduled, one is chosen non-deterministically.
The await and get statements have a program-point identifier p. This identifier is used later by the spec-
ification to distinguish multiple suspension and synchronization points. Synchronizations and method
calls are only allowed to write into variables to keep the number of semantic rules low.

The treatment of methods is standard, e.g., as in Java, but parameters cannot be reassigned. We only
consider CAQ programs which fulfill the following constraints:

* They are data type checked. In particular, the expression in field initialization is not allowed to
contain other fields.!

1 We give no data type system: the system from [75] can be applied to the classes and checking the main block is trivial.

We use the term “data type checking” to distinguish it from checking behavioral types.
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1 interface IClient { 17 interface IServer {

2 Unit compute(List<Int> values); 18 Int cmp(Int next);

3} 19 }

4 class Client implements 20

5 IClient(IServer server){ 21 class Server implements IServer{

6 Int res = 0; 22 Rat intVal = 0;

7 Unit compute(List<Int> values){ 23 Rat cmp(Int next){

8 List<Int> val = values; 24 this.intVal = this.intVal + next;
9 while(val != Nil){ 25 return this.intVal;

10 Int v = hd(val); 26}

11 Fut<Int> f = server!cmp(v); 27 }

12 await f7; 28

13 res = f.get; 29 main{

14 val = tl(val); 30 IServer sum = new Server();

15 } 31 IClient c = new Client(sum);
16} 32 cl!compute(Cons(1,Cons(2,Cons(3,Nil))));
17 } 33 }

Figure 3.2: Distributed sum in CAQ.

* Each method has exactly one return statement, which is the very last statement of the method body.
* Each branch of the if statement and the loop body of while end in a skip statement.
* Variable, parameter and field names, as well as program-point identifiers are program-wide unique.

We use skip to (1) mark the end of branches and loop bodies and (2) have empty computations. Marking
the end of loop bodies allows us to have less rules in later program logic calculi: we do not need to
distinguish the cases where a statement is the final statement or not.

Convention 1. We drop the final skip statement, empty else branches and (if not needed) the program-point
identifiers in examples.

Example 3.1. Fig. 3.2 sets up a server sum that computes the sum of the parameters passed to cmp, and a
client ¢ sending a list of values to it. After termination, the value of c.res is the sum of the input list.

3.2 Locally Abstract Semantics

We use a locally abstract, globally concrete (LAGC) semantics [43] for CAQ. A LAGC semantics consists of
two layers: A locally abstract (LA) layer for expressions, statements and methods, and a globally concrete
(GQ) layer for objects and systems. The LA layer is a denotational semantics that abstractly describes
the behavior of a method in every possible context, while the GC layer is an operational semantics that
concretizes the abstract behavior of the processes to a concrete context. LAGC semantics allows us to
analyze a method in isolation and to precisely express possible context by concretizing the most abstract
behavior bit by bit.

The semantics of a method is a set of symbolic traces, which all together describe the behavior of
the method in every possible context, i.e., for every possible object heap, call parameters and accessed
futures. Symbolic traces contain symbolic values and symbolic expressions, additionally to semantic
values (a semantic value is e.g., an integer stored in a variable of Int type). Symbolic values have no
operations defined on them, instead they act as placeholders. They are replaced by semantic values once
the method is running and the object heap, call parameters etc. are known.

We first define the semantic values, i.e., the values occurring in a concrete run of a method. Addition-
ally to method names, values of the data types etc., semantic values can be semantic effects.

29



In general, a semantic effect is some identifier of some action of the program, which may not be
visible in the semantics otherwise. In this work, we use effects which are pairs of fields or program point
identifiers, and effect (R for read access, W for write access, S for synchronization and E for execution).
Given a program Prgm with n object creations in its main block, the set = {Xi,...,X,} is the set of
object names. X; is the object name of the ith object creation. P is the set of all program-point identifiers
(PPI).

Definition 3.2 (Semantic Values). The set of semantic effects is defined as
{lop | I is a field or variable ,op € {R,W}} U {pE |pe P} U {ps | p € P}

The set of semantic values contains all semantic effects, the unit value unit, the boolean values True,
False, the natural numbers n, all object names, all method names, all program-point identifiers and all
future identities, including never. Additionally, sequences and sets of semantic values are also semantic
values.

Futures are only identities, not containers. We say that a future contains a value, but this relation is
established by the traces, not by some explicit state of the future. We distinguish between four semantic
effects: pg models that the synchronization point p was executed and pg that the suspension point p was
executed. [,, models the read (or write) of a location. A statement may have multiple effects, e.g., the
statement v = head(this.list).get; has the effects {listg, 15}.

Effects may not be derivable from the semantics when considering only the stores, e.g., the assignment
this. £ = this. f has no effect on the memory yet still accesses memory. Similarly, the effects may not be
precisely derivable syntactically. Consider the following statement.

Int i = 0; if(i>0){this.f = 0}else{this.g = 0}skip

Its effects are {gr}, but in more complex situations it may not be statically decidable whether the effects
are {gg} or {fg}.

3.2.1 Semantics of Expressions

Symbolic expressions contain symbolic values and semantic values, but while their structure mirrors
the syntax of CAQ-expressions, they do not contain any reference to state, i.e., no variables, fields or
constants. Instead, they contain symbolic values and symbolic fields. Symbolic fields act like symbolic
values, but contain the name of the field they are abstracting and a counter. This is needed to later
substitute a concrete value in a trace up to the next point where the heap may change.

Definition 3.3 (Symbolic Values and Expressions). Let i range over N. A symbolic expression e is defined
by the grammar below, analogously to the grammar of Def. 3.1, with semantic values v, symbolic values s
and symbolic fields this. £, instead of variables, fields or constants.

e::=1len(e) | hd(e) | t1(e) | Cons(e,e) [e~e|le|-e|s| v |this.f

To clearly separate symbolic values and fields from other expressions, we always denote them un-
derlined, e.g., s is a symbolic value and s + 1 is a symbolic expression. In contrast, 1+1 is a syntactic
expression and 2 a semantic value. We stress that semantic values are a subset of symbolic expressions.
Syntactic expressions and symbolic expressions share only their operators.

The local state of a method and the heap of an object are functions from variable names (or field
names) to symbolic expressions.
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[[this. f]](g) = p(£) [[v]] <) =o(v)
[p]@@y=n [ir]oy =)

[True] (7) = True

]] if [e] () is a semantic value

[[len(e)]](g) = { ‘[[e]](g)

en( [[e]](g)) if [[e]](g) is symbolic

—

- [e] (g)ﬂ if [e] ©) is a semantic value

[-e] @)= { L . _ - [[False]](g) = False
[[e]] (Z) if [[e]] (Z) 18 SymbOhC [[Never]] (g) = never

| le] (Z)ﬂ if [e] () Is @ semantic value

[re] ()~ { !'[[e]](g) if [[e]](g) is symbolic

[unit] )= unit

[cons (e, e)] 2 = <ﬂe]](g)> ° [T

[hdce)] oy = _[[e]](g) [1]]] if [e] ) is a semantic value and not empty
@I = d( [[e]](g)) if [[e]](g) is symbolic

[l = {

=3

_[[e]] ©) [2..]ﬂ if [e] (7) is a semantic value and not empty
1([e] @) if [e] () is symbolic

+

_[[e]] @)~ [e'] (g)]] if [[e]](Z) and [[e']](g) are semantic values
[e ~ €] 6= - and no division by zero occurs
le] @)~ le'] ©) if either [[e]](g) or [[e’]](g) are symbolic

Figure 3.3: Locally Abstract Semantics of Expressions. [-] without state denotes natural evaluation.

Definition 3.4 (Local State and Heap). Given a class C, a heap p is a partial function from the fields and
parameters of C to symbolic expressions. Given a method C.m, a local state o is a partial function from the
variables of C.m to symbolic expressions. A local state or heap is concrete if all elements of its image are
semantic values. We call a pair of a local state o and a heap p an object state and write (g) If the local

state is empty, we write (p)

We denote the heap that maps every field f to the symbolic expression this. f; and every object param-
eter according to p with p@i. This is used to model a heap that has unknown ,possibly new values.

We are now able to give a semantics to syntactic expressions, by evaluating them under a given local
state and a heap to a symbolic expression. The evaluation [e] on semantic values (and operations on
them) has its natural definition and we identify the operators of ~ with their natural counterpart.

Definition 3.5 (Semantics of Expressions). Let e be an expression and (g) an object state. The evaluation

function [e] ©) is defined in Fig. 3.3. The evaluation function is not defined if division by zero occurs or the
P

head or tail of an empty list is accessed.

The semantics of expressions is well-defined, i.e., given a syntactic expression the semantics produce
a symbolic expression. Additionally, the semantics ensures that if a symbolic expression contains no
symbolic value, then it is fully evaluated to a semantic value.

Lemma 3.1. Let e be an expression, o a local state and p a heap, such that e = [e] ©) is defined. If o and
P
p contain no symbolic values, then e is a semantic value.

Proof. See p. 166.
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Example 3.2. Consider the expression this.f+i+hd(Cons(2,Nil)), and the following states and heap for a
class with no parameters and a field f of Int data type:

o={i—1} o'={i—i} p={£—-2}
Evaluation with a concrete object state results in a semantic value:
[[this.f+i+hd(Cons(2,Nil))]](g) = [[this.f]](g) + [[i]](g) + [[hd(Cons(Z,Nil))]](g) =2+1+((2)o())[1]=5
Evaluation with concrete local state and symbolic heap results in a partially evaluated symbolic expression.
[this.f+i+hd(cOns(2,Nil))]](pa@l) = [[this.fﬂ(pél) + [[i]](pa@l) +[hd(Cons (2 ,Nil))ﬂ(pél) = this. £, +1+((2) 0 ()) [1] = this. £ +3

Evaluation with a fully symbolic object state results also in a partially evaluated symbolic expression.

[[this.f+i+hd(Cons(2,Nil))]](pg@/l) = [[this.fﬂ(pgl) + [[i]](p%;l) +[hd (Cons (2 ,Nil))ﬂ(pgl) = this. £, +i+({2) o ()) [1] = this. £, +i+2

3.2.2 Semantics of Statements and Methods

evii= InVEV(LY, f,m, @, eff) [ InVREV(X, f,m, €, eff) | fUtEv(x, f,m e, eff) | UtREV(L, e,m, e, &)

condEv(x, £, eff) | condREV(X, £, eff) | suspEV(X, £, e, eff) | suspREV(Y, £ , e, eff) | noEv(eff)

Figure 3.4: Syntax of Events.

The traces in the semantics of a method contain not only states, but also events: markers for visible
communication (and the event noEv for uniformity). In the globally concrete semantics, the events are
used to merge the local traces of a method first into the local trace of an object and then into a global
trace of the whole system.

Definition 3.6 (Events). Let eff range over semantic effects, f over symbolic futures, X over symbolic object
names and m over symbolic method names. Each type of event is paired with a reaction event, which either
models that the communication has had its effect on the other party, or that the process has regained control.
Fig. 3.4 shows the syntax of events.

Every event has a sequence of effects as a parameter. These are the effects recorded during the execution of
the statement that caused the event. We ignore the order of this sequence and consider it a set.

ﬁ
* The invocation event invEv(X, X/, f,m, ¢, eff) models a call from X to X' on method m. The future f

is used and & are the call parameters. The future and the objects may be symbolic, because without
global information it is not possible to know what future will be used, what object will be called and
what object the local semantics are generated for.

ﬁ
* The invocation reaction event invREv(X, f,m, e, eff) is the callee view on the method call. The object
X here is the callee, the caller is not visible to the callee.

H
* The resolving event futEv(X, f,m, e, eff) models the termination of a process for future f that computes
method m in object X and returns e.
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ﬁ
* The resolving reaction event futREv(X, e,m, e’, eff) models the read of a get statement in object X on
the future e, reading value e’. The future was originally resolved by a process computing m.

.)
e The condition synchronization event condEv(X, f,eff) models that the process computing the future
- —>
f in object X suspends. The condition synchronization reaction event condREv(X, f, eff) is analogous

for continuing execution.

ﬁ
* The suspension event suspEv(X, f, e, eff) models that the process computing the future f in object X
suspends and e is the future which is read. B

* The suspension reaction event is analogous to the condition synchronization reaction event.
. ﬁ . . . . .
* Finally, noEv(eff) models a step without visible communication.

— —
We say that invEv(X, X/, f,m, e, eff) introduces f and that futREv(X, e,m, ¢’, eff) introduces ¢’ and m.
Convention 2. We omit the effect set parameter of events in examples where it is not relevant.
Convention 3. We omit all parameters of events in examples, if they are not relevant.

In the globally concrete semantics of a program, the object parameters of the events, as well as the
computed future, are not symbolic. They are, however, symbolic when we analyze a method in isolation.

Local traces consist of two parts. (1) A selection condition?, a set of symbolic expressions that expresses
when a trace can be selected to execute the next step and (2) a history, a sequence of events and object
states.

Definition 3.7 (Local Traces). A local trace 6 has the form sc>hs, where sc is a set of symbolic expressions,
called selection condition, and hs is a non-empty sequence, called history.

The history has odd length starts with a state and alternates between object states at odd positions and
events (and the special symbol ¢) at even positions.

The marker ¢ models that at this point in the trace another process may run, but it is no event and has
no semantic effects. We use two chopping operators to connect histories and traces.

Definition 3.8 (Chops). The standard xx merges two histories if they share the last and first object state [27,
106]. The extended chop *x*x* operates like *x if the standard chop is defined. If only the heaps are equal, it
concatenates the histories with a marker ¢. Neither is defined if the heaps are different. Both chops are lifted
to traces by chopping the histories and joining the selection conditions.

/

) ) e

o 4) o o N
undefined otherwise

((sc1> hs) #x(sc’ > hs')) = (scusc’) > (hsxxhs”)
((sc > hs) sxx(sc’ > hs/)) = (scusc’) > (hsxxxhs)

Before defining the semantics of statements and methods, we require some technical definitions.

2 In a symbolic execution context this is called the path condition, but as we use it for selection and do not use paths, we

adopt a slightly different terminology here.
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Definition 3.9 (Freshness and Symbolic State). A symbolic value s is fresh, if it occurs nowhere else®> A
heap counter i is fresh, if no symbolic field with index i occurs anywhere else. A heap (or local state) is
symbolic if it maps some field (or variable) to a symbolic expression that is not a semantic value. A heap (or
local state) is fully symbolic if it maps every field (or variable) to a symbolic expression that is not a semantic
value.

To define the effects, we use the auxiliary function loc(e) which returns the set of all fields within e.
The set locg(e) is defined as the read effects of all fields and variables within e:

locg(e) = {ZR [le Ioc(e)}

We add two additional local variables to the local variables of all methods: old and last are variables
of Heap type (which is not declarable otherwise) which are not accessible by syntactic means. Instead,
they keep track of the heap when the process starts (old) or when it was scheduled the last time (last).
A variable of Heap type maps field names to symbolic expressions. Keeping track of old heap states in
implicit program variables has proven useful for specification in JavaDL and ABSDL, for CAQ we must
handle them explicitly when giving the semantics of the language.

Definition 3.10 (Local Semantics for Methods). The semantics of a method m with method body s is
defined by a function [[m]])? dest.1p where X is the object name, dest the future the method is resolving, m the

method name, p the current object heap and € the call parameters. .Everything but the method name may
be symbolic.

[[m]]gz;}fg)} = {(Z) > <(Z ), invREv(X, dest,m, (eq,...,e,),0), (Z )> xx0 |0 € [[S]]x,dest,m,(‘;')}

The method parameters are extracted from the parameter names into o, e.g., if the signature of a method is
Int m(Int a, Rat b) and the parameters are (1,2) then

c={a—1,b—2}

The local state o’ is defined as o’ = o[old — p][last — p].

Definition 3.11 (Local Semantics for Statements). The semantics of statements is defined by a function
[H]X, destm (%) where X is the object name, dest the future the method is resolving, m the method name and

(Z) the current object state. Fig. 3.5 shows the rules for statements. If the semantics of an expression is not
defined, then neither is the semantics of a statement.

* The rule for assignment of variables updates the local state, adds a noEv event and is followed by the
traces of the following statement, generated with the updated store.

* The rule for variable declaration just skips over the declaration and only evaluates the initialization.
The local state has all local variables in its domain, the type system ensures that the variables are not
used before the declaration.

* The rule for assignment of fields is analogous, but updates the heap instead of the local state.

* The rule for branching adds the guard to the selection condition of the first branch and its negation to
the selection condition of the second branch.

To be more precise: nowhere in the state of the system, which we define in the next section. We refrain from introducing
local and global freshness, as it offers no insights.
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[v= e]]x,des:,m,(g) = {0 > <(Z), noEv({vW} u IOCR(e)), (G[V Hp[[e]](/g)])>}

[P v = elxaesem(s) =V = elxaesem(9)

[this.£ = e]]x’dest)m,(g) = {(0 > <(Z), HOEV({fW} ) IOCR(e))’ (p[f ._,a[[e]](g)])>}

rewm elxangs) = {05 ( (7 )t (x s ey docsta). (7))
lif¢e> {selses" iy gom(7) = {{[[e]](z)} > <(g) noEv(loca(e)), (Z»**e 10e [[s]]x,dest,m,(g)}

U {{[[!e]](g)} > <(Z) noEv(locg(e)), (Z» w0 |0€ [[s’]]x,dest,m,(g)}

[v = e.getiﬂx,dest,m,(g) -

{w > <(Z),futREv (x, [el 50, v, {ig, vw} U |OCR(e))’(O'[v: z])>}

where n, v are fresh

[v = f!n(el,...,en)]]x,dest,m,(g) =

{0><(Z)"”VEV (X’ [y £ ([l gy [enl) ) fow, fR}uglocR(ei)),((’[“: ﬂ)>}

where f is fresh
[await e7p]]x,dest,m,(g) = {V) > <(Z), suspEv (x, dest, [e] ©)> {petu |ocR(e)) , (Z), <>>

o <(o[las:)gf @j]), suspREv (x, dest, [e] ©)> 0) , (U[Iasltogf @j])> }

where j is fresh
B O. O.
[await eyl ceem(2) = {0 > <(p)’ condEv (x, dest, {pg} Ulocg(e)), (p)’°>

° <(U[Ia5t - P@j]), condREv (%, dest, 0), (U[IaSt - P@j])> }
p@j p@j

where j is fresh

welaseay = (02 (()))

[[S;S’]]X,dest,m,(g) = {9 w0’ | 0 € [[S]]X,dest,m,(g) NS HS’]]X,dest,m,last(m}
[white (> {s} ] gesem () =[if e {s; while (e) {s} ; skip}else{skip} |x sesem,(7)

Figure 3.5: Locally Abstract Semantics of Statements. The rules for variable initialization are always anal-
ogous to the rule for variable assignment.
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* The rule for get is similar to the variable assignment, but gets a fresh symbolic value and stores it in
the local state. As the event, a resolving reaction event is added, which stores the accessed future and
the fresh symbolic value. Note that the accessed future may also be symbolic.

* The rule for method calls is analogous, but uses a fresh future for the call instead of a fresh read value.
The added event is an invocation event with the evaluated parameters.

* The two rules for await are the only ones that add a marker ¢. In both rules, the next statement is
evaluated with a fresh symbolic heap. I.e., all fields map to fresh symbolic fields. Additionally, the last
variable is update and has the value of the heap before the suspension.

* The rule for skip generates a trace that can always be selected and consists solely of the current state.
* The rule for sequential composition composes the traces of its substatements with the chop operator.

* Finally, while is defined recursively.

The rule for while turns the used equations into a fixpoint definition, but we refrain from formally
introducing fix points, because we only analyze terminating systems with finite traces which can be
obtained by an unbounded, but finite number of applications of the while rule. The formalism needed
behind infinite traces can be found in [17].

Example 3.3. Consider the following method

1 Int m(Int p){ 7 if (this.f < p){
2 this.f = this.f + 1; 8 this.f = 0;
3 Fut<Int> fut = o!nQ); 9 }

4 Int i = fut.get;; 10 }

5 if(this.f > i){ 11 return this. f;

6 await this.f < 0,; 12 }

The semantics for a call with parameter 5 and resolving future dest in a class that has object X’ stored in
its parameter o are three traces, shown in Fig. 3.6. For readability’s sake we omitted the parameters p (for
which we directly substituted 5) and o from the object state and the variable old and last from the local state,
and give the effects only for 6.

Definition 3.12 (Applying Heaps). Let p be a heap and hs a history. We write hsp for the history that
results from applying p, i.e., replacing all symbolic fields this. £, with p(f) up to the first ¢. Given a trace
0, we apply heaps with 6 p = scp > hsp. The selection condition set scp only substitutes for those symbolic
fields this. £, which were substituted in hsp. The effect set parameters of events are not substituted. We
assume that resulting semantic values are evaluated directly after substitution.

Example 3.4. Consider the trace 0, from Fig. 3.6 and the heap p = {f — 2}.

010 = {2>i,this.f, <5}

i — 0, fut — never . i — 0, fut — never i — 0, fut — never
(1 " ),lanEv(x,dest m, (5)), (1 b ) E ,(1 i
f—2 f—2 f—3

<(1 0. fut Hﬁlt) futREv(x, fut i), (1 ot fUtBHﬁH) condEv(x, dest), ( =L fut Hﬁj),<>>

£ f—3
1*—>lfut>—>fut lfut>—>fut) Ev (1'—>lfut'—>fut
no
£ this. £,

£+ this. £ £f—0

), inva(x,x/,ﬁit,n, ())>

,condREv(x, dest), (

) futEv(x, dest,m, this. £. ) (1 L fut Hfit)>

£f—0

3.3 Globally Concrete Semantics

This section gives the globally concrete semantics of CAD. While the locally abstract semantics are
a denotational semantics, the GC semantics are operational semantics, where a reduction function is
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0, = {this.f, > i,this.f, < 5}>

< ) invREv(X, dest,m, (5), 0),(

i — 0, fut — never
f— this. f £,

i — 0, fut — never
,noEv({fg, £
£ this. £, ) (e W})>

i— 0, fut — fut
£ this.f, +1

i — 0, fut — never
f>—>this.f +1

( ) futREV(X, fut,n, i, {i, futg, 1 E})>
(IHI f“tHf”t) noEv({ig, £}), (
(

ir—>i,futr—>fut) >
e N

), invEv(x, X’,fit, n, (), {og, futy}), (

i1, fut — fut

) condEv(x, dest, {2, fr}), (
fthis.f, +1 fthis.f, +1 f—this.f +1

i i, fut — fut im i, fut — fut i i, fut — fut

) condREv(X, dest, {2, fr}), (

) noEv({£x o)), ( ) noEv({fW}>>

f— this. £, f— this. £, £ — this. f,
i1, fut — fut i— i, fut — fut
o<( fu ) futEv(x, dest,m, 0, {£x}), ( : ﬁi)>
£f—0 £f—0

0, = {this.f, > i,this.f, > 5}>
i+— 0, fut — never) . i — 0, fut — never i — 0, fut — never
(1 " ),lanEv(X,dest,m, (5)), (1 b ) noEv (1 "
f — this. £, £ this.f, +1

H /
f— thiS f )’ |nVEV(X,X ;ﬁ_lt: n, <>)>
< -1 fut»—)fut) (1»—)1 , fut — fut
° no

i— 0, fut — fut i
) futREv(x, fut,n, i), ( ) condEv(x, dest)
f-—>th|sf+1 f-—>th|sf+1 f-—>th|sf+1

. <(1 — i, fut Hfit)’o’ (1 — 1, fut -—>fut) condREV(x, dest), (1 — 1, fut .-»fut) noEV>

f—this.f +1 £+ this. f f — this. f.
o<

i1, fut— fut i»—>i,fut»—>fut)>
0, = {this.f, <i}>

£ — this. f,
i — 0, fut — never . i — 0, fut — never i — 0, fut — never
(1 o ),vaEV(x,dest,m, (5)),(1 o ) E ,(1 "
£ this. f, £+ this. f, fthis.f, +1
i— 0, fut — fut i— 1, fut — fut
o ( —fu ) futREv(x, fut,n, 1), ( - fi),noEv
£ this. £, +1 £ this. £, +1
<(1-—>1fut-—>fut i»—>£,fut»—>fut)>
° d—

f—this.f. +1 f-—>this.f1+1

) futEv(x, dest,m, this. £,), (
f— this. £,

), invEv(x, X’,ﬁ_lt, n, (), >

) futEv(x, dest,m, this. £, + 1),(

Figure 3.6: Example Semantics.
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{e,...,e} >0y, ev,0,)%x0 Stepl {e),....,ep}p »lop,ev,05)p
{el,-...e} » O'll,eV/,O'/2>>1<>I<9/ —_ {el,..eplp v 0’1,ev’,0’2>p
{ef,....el} l>§0’1’,ev”,c7;’>>¢<>x<9” {el,....ell}p » a’l’,ev”,a’z’)p
Stepz {True} D(O-l’eV’O-Z)p[E'_) U]
—_ {True} » U;,ev’,aé>p[2'—> v]

{False} » écri’, ev’, 0/2/>p[£ -] | if 01=0" Aev=ev/Aoy=0",

Step3

P> (o, ev,0,)plv— V]

Figure 3.7: Structure of Agreement.

used to compute the next step in the computation. CAO has a two-layered GC semantics: there is a
global semantics for objects and a global semantics for the whole system. The two semantics are not
independent: the global system-semantics is defined using the object-semantics and ensures that the
communication steps that the object makes are correct with respect to the whole system.

3.3.1 Semantics of Objects

Definition 3.13 (Object). An object O has the form (procpool, 0, proc)x, where X is the object name, proc
is the active process: a set of traces which may continue execution. procpool is the process pool, a set of
processes, i.e., a set of sets of traces. One of the processes may be chosen to continue an execution once no
process is active. Finally, the trace 0 is the object trace. This is a local trace that models the execution of the
object up to this point in time.

The active process contains the traces that are not yet executed. The heap is not explicitly part of an
object, instead the heap of the last object state of 6 is the current heap.

Initially, all objects are initialized with an empty process pool, no active process and an object trace
that has no local state and a heap initializing all fields to (semantic) default values. The object called by
the main block has a non-empty process pool, with a single element: the semantics of the called method
for some concrete future f and an accordingly instantiated local state.

Definition 3.14 (Initial Object). Let vim("e) be the initial call from the main block. The first initial object
below is the initial object for all other objects, the second initial object for the called object.

o {5

1

(1} (2,

Where p; maps all fields to the default value of their data type (unit, 0, False, () , never) and the parameters
according to the parameters of the object creation of X;. The heap p; contains no symbolic expressions. The
local state o of the only process is initialized according to the parameters e of the initial call. The variables
old and last map to p;.

i

The GC semantics of objects is the point where the locally abstract traces are executed and concretized.
This is done by agreement: the traces in a process agree on how to continue execution by generating a
local trace without symbolic values that is appended to the object trace. This is one execution step.
Informally, agreement is established in three steps, which are shown in Fig. 3.7 for an example with
three traces.

1. For each trace in the process, a candidate trace is generated: The history of the candidates are the
first three elements of the history of the trace. The selection condition of the candidate is the set of
all expressions in the selection condition of the trace, which have either no symbolic values or only
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symbolic values introduced by the event in the history of the candidate. Every trace has the same
symbolic values. The heap of the current state is applied on this candidate trace. If a trace cannot
generate a candidate, agreement fails. This is the case if the candidate traces after application of
the heap contain a value that is not introduced by its event.

2. In the next step, the symbolic values are instantiated with some semantic values. The symbolic
values are substituted with the semantic values and every expression is then fully evaluated, The
candidate is then fully concrete.

3. In the final step, agreement is established. A candidate is agreed on, if it is the (concretized)
candidate of all processes whose selection condition holds. I.e., all candidates who may be selected
are identical. Then, the continuation process is computed: it is the suffix of all traces whose
candidate was selected after the symbolic values are substituted.

Fig. 3.7 gives an informal overview how a process agrees on a trace: Step 1 generates the candidates.
The sets {e,,...,e,} are those expressions in the selection conditions, where the only symbolic values
are occurring also in the candidates’ history. Step 2 applies the heap. Step 3 ensures that all selectable
candidates are equal. The continuation process is {6, 68'}. Trace 6" is discarded because its candidate is
not selected. Before we give an example, we first introduce the required technical definitions.

Definition 3.15. Let p be a heap. A trace 8 = sc>hs is selectable if the natural evaluation of all expressions
in the selection condition is True:

Ve € sc. [e] = True
The p-selection candidate of a trace 6 = sc> hs is a trace 6, = sc; > hs. such that
hsp = hs. s« hs’ for some hs’ and |hs| = 3. If hs,. contains symbolic values, then it is introduced within it.
scc = {e € scp | e contains exactly the symbolic values introduced in hs;}
Example 3.5. In Ex. 3.4, 6,, 0,, 05 have the following {f — 2}-selection candidates (ignoring parameter o):

bs (i — 0, fut — never
f—2 0%

(2)[><(i — 0, fut — never

), invREv(X, dest,m, (5) ,0), (i = 0, fur o never)>

f—2 0%
i — 0, fut — never
f—2,0—% )>
i — 0, fut — never
f—20—-% )>

), invREv(xX, dest,m, (5) ,0), (

f—2,0—%
i+~ 0, fut — never) .
]S <( . ’ ) o ), invREv(X, dest,m, (5) ,(Z)),(
— 2,0

Agreement generates not only the agreed upon trace and the continuation process, but also outputs
the event within the candidate. This event is used to communicate the eventual choice for the symbolic
value needed for agreement — the global semantics will not execute a step, if the agreement relies on an
event that is not possible. E.g., if the process agrees to substitute 5 for the read value of a future f, but
the future was resolved with 0.

Definition 3.16 (Agreement). proc p-agrees on a trace 0y with continuation procy if the following holds.
Let sel” be the set of p-selection candidates of the traces in proc.

sel” = {6 | 30’ € proc. 0 is the p-selection candidate of '}
Let v, v’ be the symbolic values in sel®. Let v, v’ be concrete values such that the following set is a singleton
{9 130" €sel’. 0 =0'[v— v][v = V']IAOis selectable}

The trace Oy is the sole element of that set. If the set is not a singleton, agreement fails.

4 There can be at most two symbolic values introduced at the same time, as there is only one event in the selection

candidate and each event introduces 0, 1 or 2 symbolic values.
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0, ={2> i,this.f, < 5}»
(i — 0, fut — never) E (i — 0, fut — never
fo 20X ’ ’

), invEv(x, X’,fit, n, ())>

i— 0, fut — fut i1, fut — fut i— i, fut — fut
o ( fi),futREv(x,fut,n,i),( - fi),suspEv,( - fi)o
f— 30— X — = f—3,0—X f— 30X

i, fut — fut i— i, fut — fut i— i, fut — fut
- — ),suspREv,( - — ),noEv,( - —)

£ this.f,,0—> X

o <futEv(x, dest,m, 0), (

f— 3,0~ X

f this.f,,0 > X f— 0,0~ X

i i, fut »—)fut)>

£f—0,0—%

6, ={2> i,this. £, > 5}»

i — 0, fut — never i — 0, fut — never) .
<( ),noEv,( ),lnva(X,X’,fut,n, ())>
f—20—X f—3,0—X —

i — 0, fut — i— 1, fut — i [, fut —
o<(l >t int),futREv(x,fit,g,g), (l bt fg)suspEv,(l T fit),o>

f—3,0—X f— 30— % f— 30— X

i— 1, fut t i — 1, fut t i— 1, fut t
o<( 1L '_)fi ),suspREv,( to L '_)fi ),futEv(X,dest,m,this.fz),( t— L '_)fi )>

£ this.f,,0 > X f— this.f,,0 > X £ this.f,,0 > X

0, ={2<ip
<(i — 0, fut — never) (i — 0, fut — never
,noEv,
f—20—X
i— 0, fut — fut
<( 20, fotREvn ),

f— 30— X

), invEv(x, X’,fit, n, (), >

i — i, fut — fut
rooH f/i),futEv(X,dest,m,B),(

f—3,0—X

f—3,0—X
i— i, fut -—>fut)>

f—3,0—X

Figure 3.8: First continuation process of Fig. 3.6.

Let proCc be the set of traces, whose p-selection candidates are selected with the substitution
[0 V][ — v'].

procy = {6 | 36" € proc. 0 = (0 +% 0)[v — v[v' — v'])p Al6c| > 1}

The condition on the length of the trace in the last step produces an empty continuation (i.e., an empty
set) upon termination of the execution. To stress the event we say that proc p-agrees on a trace 0 with
continuation procy under event 0y[2]. The trace 6. in the above construction is said to continue the
corresponding 0 € proc. If any of the above steps fails, agreement fails.

Example 3.6. The above three traces {f — 2}-agree on the following trace under invREv(X, dest,m, (5)).
This corresponds to an execution step to schedule the process.

b= 0><(i — 0, fut — never

), invREv(X, dest,m, (5)), (i =0, fut = never)>

f—20—-% f—2 0%

The continuation process {9{, 92’, 9;} consists of three traces, show in Fig. 3.8.
Next, the continuation agrees on the following (for any heap): This corresponds to an execution step to
execute the first statement.

0 — oo <(1 — 0, fut — never) 1oEy (i — 0, fut — never)>

f—2 0% f—3,0—>%
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\ i 0, f i 0, f

0”’:{2>0}><(1H ’ ut'_)f),futREv(x,f,O,n,l),(1'_) Ut'_)f)>
f—3,0—% f—3,0—%

A i 5, f i 5, f

9””:{235}><(1H ’ ut'_)f),futREv(x,f,S,p,l),(l'_) ’ “tHf)>
f—3,0—% f—3,0—%

Figure 3.9: Two possible selected traces in Ex. 3.4.

The next selected candidate is the following, again for any heap and some future f:

i— 0, fut n—>f)>

f— 3,0 X%

6" — gs <(1 — 0, fut — never

), invEv(x, X/, f,n,()), (

f—3,0—>%

They can agree on any future — the global system semantics later forces an agreement on a fresh future.
Finally, there is a split, they can agree on, among others, one of the following two traces, depending on the
value that is instantiated for i and the resolving method name. Two possible traces are shown in Fig. 3.9.
The difference now is that the first trace selects the first branch of the branching (and its continuation set
has two elements), while the second trace selects the empty else branch and has only one element in its
continuation set. Again, the global system semantics ensure later that the values the process agrees on for
substitution are indeed the values the future was resolved with.

. e e . . . . . . € .
Definition 3.17 (Object Semantics). The semantics of an object is a relation =, between objects, where
ev is either an event or a marked event ev. We say that ev is communicated to the outside. The semantics
consists of four rules, given in Fig. 3.10.

* Rule (0-schedule) activates a process in the process pool, if the traces agrees on a trace under the current
heap and no other process is active. This trace is executed by being appended to the object trace and
making the continuation to the active process. The event under which the traces agree is communicated
to the outside. It is not possible to activate a process that immediately suspends — if two await statement
follow each other directly, then there is still a suspension reaction event between their suspension events.

* Rule (o-step) is analogous to (o-schedule), but the process is already active.

* Rule (0-Deschedule) is analogous to (o-step), but if the communicated event is suspending, then the contin-
uation is added to the process pool and no active process exists.

* Rule (0-add) finally adds a called method to the process pool. This rule can always be executed, the
system semantics ensure that every called method is added exactly once. This is, besides the initial state
the only place the GC and LA layers interact. Note that it uses a labeled invocation event and not a
invocation reaction event, because the called method is not scheduled yet.

Only the (o-schedule) rules uses the xx* operator, because this is the only point where the local state of the next
step may not agree with the local state of the last step. There is no rule for process termination. If a process
terminates, then the continuation is the empty set and this falls under the rule (o-step).

Example 3.7. Fig. 3.11 shows how Ex. 3.6 can be formulated with the object semantics. For readability’s
sake we omitted the continuations and the last trace before suspension.

3.3.2 Semantics of Programs

Objects are always reduced in the context of a system, that enforces that the steps a process agrees on to
execute next adheres to the values already used in the system.
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last(6) = (g) © p-agrees on 0’ with continuation ® under ev

((©)ier U{©},60,8)y = ((8))ics, O %55 07,0)y

(O-Schedule)

ev is neither condEv nor suspEv

last(0) = (g) © p-agrees on 6’ with continuation ® under ev

((@i)ieb 9>9)x = ((ei)ieb 6 %0, @/)X

(O-Step)

ev is either condEv or suspEv

last(6) = (Z) © p-agrees on 6’ with continuation ©’ under ev
(O-Deschedule)

((©)icr1>0,0)x = ((©))ie U {07}, 056", 0)y

j is fresh
(0-Add)

inva(X/,X,f,m,E))
- @ -5

((ei)ieh 0 sk <(Z)> ) @)X

Figure 3.10: Globally Concrete Semantics of Objects.
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futREv(X,f,n,0) 0
# 5

s sk 0 5% 0 5% 07 55 0" {. })

X

suspEv
—_—

{.. },( )***é**é’**é”**é’”**.--,@) — - —(0,0,0)
X

Figure 3.11: Ex. 3.6 in the object semantics.
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€ . . . -
0> 0o ev is neither a invEv nor a futREv nor has the form ev
ev
evs » O obs — evso (ev) » O’ obs

(S-Internal)

03 o ev = futREv(X, f,m,v, ) futEv(X/, f,m,v) is in evs for some X’

(S-Get) ov
evs » O obs — evso (ev) » O’ obs
invEv(X,X’,fme) invEv(X,X’,fme) . .
0, ———— 0] 0, ———— >0,  fisfreshinevs
(S-Invoc)

invEv(X,X'.f,10,€)
_—

evs » 0; O, obs evso (inva(X, X, f, m,?)) » O’ O, obs

Figure 3.12: Globally Concrete Semantics of Systems.

Definition 3.18 (Systems). A system S has the form evs » obs, where evs is a sequence of events and obs
consists of objects:

obs ::= O | obs obs

The composition obs obs is commutative and associative: obs obs’ = obs’ obs and obs (obs’ obs”) =

(obs obs”") obs”.

Definition 3.19 (Initial, Terminated and Stuck Systems). A system is terminated if all its objects have (1)
an empty process pool and (2) no active process. A system is stuck if it cannot be reduced further, but is not
terminated. Given a main block

1 main{

2 C; vi = new C;(e);
3 -

4 C, v, = new C,(e);
5 vj!m();

6}

The initial system has the form
(y»O0, ...0,
Where the initial objects are defined in Def. 3.14
Definition 3.20 (System Semantics). Fig. 3.12 shows the rules for system semantics.
* (s-internal) applies one rule to some object and records the event in the global history.

* (s-Get) applies a rule to some object that communicates a resolving reaction event. It is checked that the
read value that the process agreed on is the value that the read future is resolved with.

* Rule (s-invoc) applies a rule for some object that communicates an invocation event. It adds the called
method by applying (o-add) on the called object. Only the communicated invocation event is added to
the global history.

Analogously to local traces, we define global traces. A global trace is a sequence of pairs, where each
pair is the global state at this point of execution, and the last executed event. A global state only records
the current heaps of all objects, not the traces, processes and process pools.
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Definition 3.21 (Global Traces and Big-Step Semantics). A global state gl is a function from object names
to heaps. Given a system

01 On
S = evs » | procpool;, O; s*x , proc, ... | procpool,, 6, **x , proc,
p]. Xl pTl X?’l

The corresponding global state gl(S) is {X; — p1,...,X, = P, }.
A global trace y is a sequence of global states and events, analogous to local histories. Given a run of a

system
€vVy €vp

S]_ —> Sz el T Sn
its global trace is
(gI(Sl), ev,, gl(S,),. ..,evn,gI(Sn)>

Given a program Prgm, we say that Prgm realizes a global trace v, if there is a run from its initial state to
a terminated state, such that vy is the trace of that run. We write this as Prgm | y.

Symbolic values do not escape from locally abstract semantics, neither the object traces nor the global
trace contains symbolic values.

Theorem 1 (Global Symbolic Isolation of Locally Abstract Semantics). Let Prgm be a program and y a
global trace with Prgm | v. y contains no symbolic values.

Proof. See p. 166.

3.4 Selectability

The local semantics of a method can be expressed as [m]y 4o m () where o and p are fully symbolic®.
Pt ittt ] P pu—

The store o also maps all parameters to symbolic object names. This set describes the behavior of a
method in every possible context, but also vastly overapproximates it, especially when some context is
known. Such overapproximation manifests in several ways:

* Some symbolic traces are never selected, because their selection condition can never hold.

* Some symbolic traces are not selected in some context, because in this context their selection
condition can never hold.

* Some concrete instantiantions of symbolic traces are not possible in some or every context.
The first case is dead code. We give an example to illustrate the other cases.

Example 3.8. Consider the following method in some class with a field Int fd = 10.
1 Int m(Int p){

2 if( this.fd < 0 ) {

3 this.fd = -1;

4 } else {

5 if(p >= 0){ this.fd = this.fd + p; }
6 else { this.fd = 10; }

7 }

8 return this. fd;

9}

Strictly spoken, we misuse syntax here as the method is evaluated with a heap p. Here, o just denotes the initial local
store.
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The semantics contains three traces, one for each branch (with simplified events). The field fd is initially
some symbolic field fd and the parameters p is some symbolic value p.

@ <o}» <({fd Hz}) ({i—z Hz}) EV’({z:ﬂ})’f”ta’({f{j:ﬂ}» )
{57: (i)} <({z:z}) VREY, ({{fl: Hz}) oLy, ({fd{iz_)j B})’f”tEV’ ({fd{:;j 1_)})> ®

<0, — — —
p . ({p p}) .\ VREv ({p P}) V’( {o— p} ),futEv,( {o— p} ) ©
fd<0 {£d f—>fd} {£d '—>fd} {fd— 10} {fd— 10}
If some context of the method is known, then we can exclude some concrete traces from being selected. If
there is no further method in this class, then trace A is never selected: this.fd is not negative in the initial

state and so the trace is not selected in the first run of the method — but the field stays non-negative and so
every further run also never selects this trace. The trace B is an abstraction for the following concrete trace:

{True} » < ({{fdzls}})’ InvREv. ({{fpd':15}})’ nokv, ({{;d:16}})’ futBy, ({{;diz}}) >

This concrete trace cannot be selected: the symbolic value fd is never substituted with 5, because the field fd
starts at 10 and then only increases (or is reset to 10). Indeed, none of the traces substitutes fd with a value
below 10. We stress that the above reasoning only requires the class to be known, not the whole program.

Trace C is only selected if the parameter p is strictly negative. If we know that the method is only called
with positive parameters, then we may also say that trace C is never selected.

For precision it is important to ensure that formal verification only considers traces that really corre-
spond to possible runs, otherwise verification may fail with a false negative: verification may fail, but
only for some behavior that does not correspond to a possible run. This is akin to the restriction on
reachable states in, e.g., model checking, instead of checking all possible states of a system. While it is
not possible to exclude all traces that do not correspond to real runs, one can still aim to be as precise
as possible. Before we can formalize the reasoning about the above example, we require some technical
tools to be more precise about substitution.

Concretizers.

The LAGC semantics substitute concrete values for the symbolic values and symbolic fields step-by-
step. This means that a concrete trace is never produced in the semantics. We introduce concretizers to
apply all substitutions during a run at once on a local trace.

Definition 3.22 (Concretizers). A concretizer y is a function from symbolic fields and symbolic values to
semantics value.

Note that neither local states nor heaps are concretizers. A concretizer is a recording of substitutions
during the concretization of local abstract traces.

Definition 3.23 (Used Concretizers). Let o and I be fully symbolic and let 6 € [u] X destm,(2) be a trace of
m. A used concretizer y for trace 0 in a run of Prgm is constructed as follows.
* There is some application of (o-add) with 6’ € [[m]]x’dest’m’(g) such that there are symbolic values {v; —
V,;}ier € 0 and {v; = v;};¢; € O such that
Q[Ei = V)i =0’
Then we set
x()=v foraliel
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* for each agreement where 6’ (or one of its continuations) agrees under some substitution [v — v]:
x@)=v

* for each agreement where 6’ (or one of its continuations) agrees under some heap which substitutes
this. f, by a concrete value v:

x(this.£)=v
We write the application of a concretizer y to a trace 0 (history, etc.) as 0y

Example 3.9. Ex. 3.8 shows fully symbolic traces. In Ex. 3.3, one fully symbolic trace is the following:

i — 0, fut — never i — 0, fut — never
0, = {this.f, > i,this.f, <p}> ( ? ), noEv,( ? ),'nva XX, f,n,
symb {_1 Lthis. 1, E} < £ this. £,,0 - X/ ( _J: )

. <( i— 0, fut — ji ),futREv(X,]:,g, L),( i—1, fut— ]: ),condEv>

fthis.f;, + 1,0 X/ fthis.f; + 1,0 X/

i—i,fut— f i—i,fut— f
o - = o - = ],condREv
fthis.f;, +1,0—> X/ £+ this.f,,0 > X/

° <( il f ), noEv, (i B f), futEv(x, dest,m, 0), (i oL £)>

£ this.f,,0—> X/ £f—0,0—% £f—0,0—%

£ this.f,,0 > X’

A used concretizer for Oy, as outlined by 6, and its continuations in examples 3.3 to 3.6 is the following
(if during the suspension the heap does not change):

x1={X = X,p— 5,this. f, — 2,f = f,i— 0,this. £, — 3,n— n}

Selected Traces.

Using concretizers, we are now able to define selected traces. A selected trace is the result of applying
a concretizer on a fully symbolic trace of a method.
Definition 3.24. Let Prgm be a program, ¢ and p be fully symbolic and let 6 € [[m]]x,dest,m,(%) be a trace of

m. Let X(0) be the set of used concretizers for 6.
The set of selected concrete traces for 0 is defined as follows:

selected(6) = {0’ | Iy €X(0). 6y =0}
This is lifted to method as follows (where the evaluation parameters are as above):

selected(m) = U selected(6)

Oy gesem ()

Selected Traces of Statements.

The above definition does not allow us to reason about the traces from statements inside the method
body. This prevents us from talking about the traces of single statements. To do so, we extend selected
concrete traces to concretized subtraces. We say that a trace 0 is a subtrace of a trace 6’ if 6’ =
0p %% 0 xxx 6,. We write sub(6,6’). We are interested in the traces of a statement, which can be
composed from subtraces of substatements.

Definition 3.25. Let s be a statement. The set of substatements ssub(s) is defined as follows, where the first
two clauses match only on s without loops, branchings or sequential compositions.
ssub(s;s’) = {s;s’} Ussub(s)Ussub(s*)
ssub(s) = {s} if s is not composed
ssub(while(e){s};s’) = {while(e){s};s’} Ussub(s) Ussub(s’)
ssub(if(e) {s;skip; telse{s’ ;skip;}s’’) = {if(e){s;skip; }else{s’ ;skip;}s’’} Ussub(s;s’*)Ussub(s’;s’")
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A statement may occur multiple times in a statement. We refrain from introducing program-point
identifiers for all statements. During verification this is not a problem, because all our verification rules
are given in prefix form, i.e., match on a statement and its suffix in the method. The semantics of all
elements in ssub(s) is defined if the semantics of s is defined. Sub-selection generalizes selection of
traces of methods to selection of subtraces of substatements of the method body.

Definition 3.26. Let Prgm be a program, o and p be fully symbolic and let 6 € [[m]]x,dest,m,(%) be a trace

of m. Let X be the set of all concretizers, m a method and sy, its method body. Let s be a substatement of
the method, s € ssub(sy). A trace of s is sub-selected with respect to some concrete trace 0, if it can be
concretized to some subtrace of 6.

sub —selected(s, 0) = {9’ |3y €x.36" € [[S]]X,@,m,(%) 0"y = Q’Asub(G’,G)}

A trace of a statement s within m is sub-selected if it is sub-selected with respect to some used trace 6 of m.

sub —selected(s,m) = U sub —selected(s, 0)
O eselected(m)

If m is understood, we simply write sub —selected(s). Note that the concretizer of the (symbolic)
subtrace of the substatement s is not necessarily the one used to concretize m, because the two fully
symbolic object states may differ in their symbolic values.

Example 3.10. Consider the method body, for some expression e for a class with some field £.
await e?; while(i > 0){await e; i = i - 1;}return 0;

Consider the situation where both symbolic heaps map £ to this.f, at the beginning and then to this.f,,
this. f.,.. ., In the the LA semantics, the symbolic field after the first iteration of the loop is this. f,. However,
if while(i > 0){await e; i = i - 1;}return 0; is evaluated isolated with the same symbolic index, the
symbolic field after the first iteration of the loop is this. f,.

As the name of the symbolic field has no importance, one may safely rename it to this. £, in the whole
trace. As the exact renaming carries no information either, we may as well use a different fully symbolic
name, which is chosen such that the symbolic fields match the ones used by the method.

We can now also formalize our statements in Ex. 3.8.

Example 3.11. If there is no further method in the class of m, then there is no used concretizer y for any
trace in Ex. 3.8 that has y(fd) = 5. The trace A is never selected.

For the program logic defined in the next chapter it is crucial to discuss selected traces starting in some
fixed state and we define selectability for statements within methods in a given state as follows:

selected (s,m, (Z)) = {9 | 6 € sub—selected(s,m) A@> <(Z)>** 0= 9}

3.5 Semantic Logics

We use several logics to express properties of states and traces. As the semantics consists of local states,
local traces, global states and global traces, we have four logics. The state logics are standard first-order
(FO) logics. The trace logics are monadic second-order (MSO) logics, that embed the state logics by
using them similar to predicates on states. Similarly, they have event terms that allow to specify events.

The models are concrete traces, i.e., traces without symbolic values or fields. Thus, the model theory
is not concerned with symbolic elements. The LA semantics given in the above sections, however, allows
us to precisely define which concrete local traces must be considered to reason about a method.

47



Any Heap Field
N D, v D, /Obj\ S/eq /ut /

standard hierarchy
>< for interfaces and clases
cee C

Bot

Figure 3.13: Type Hierarchy in IFOS. D; range over the non-interface data types.

3.5.1 Local First-Order State Logic (IFOS)

Local First-Order State Logic (IFOS) describes a single, concrete object state. The logic is standard and
we refer to Schmitt’s [115] description of Java First-Order-Logic (JFOL) for omitted technical details.

Definition 3.27 (Syntax). Let p range over predicate symbols, f over function symbols, x over logical
variable names and S over sorts. As sorts we take all data types D, all interfaces, all class names and
additionally Field, Fut, Any, Obj, Top, Bot, N, Heap and Seq. The logical heaps are functions from field
names to semantic values. The type hierarchy is show in Fig. 3.13. Formulas ¢ and terms t are defined by
the following grammar, where v ranges over program variables, consisting of local variables and the special
variable heap, and f ranges over all field names. Let e range over expressions without fields, but with the
extra program variables heap, oldHeap and lastHeap.

eu=p(t)|t=t|oVe|-g|IxeS. ¢ tu=x|v|£|f(t)|elifpthentelset

We use the usual abbreviations (True,V,—,...), the usual constants and that each operator defined
in syntactic expressions e is a function symbol, so one can directly translate a syntactic expression into
a IFOS term. We, thus, assume the existence of the following function symbols (where we write some
binary function symbols in infix-form):

Never | Nil | True | False | len(t) | hd(t) | t1(t) | Cons(t,t) [t ~1t | !t | -t | t[t]
| select(t, t) | store(t,t,t) | anon(t)

Term t[t] is indexed list access, select(h, £) selects the value of field £ from heap h®, store(h, £, t) stores
the value of t in field f of heap h. Finally, anon(h) is a heap that may be different from heap h. This term
is used to remove information when symbolically executing a await statement.

Convention 4. We use expressions directly as terms and assume that field accesses are implicitly translated
to terms over the heap variable. E.g., this. f is translated into select(heap, f). In examples we write terms of
the form select(heap, f) variable in their expression equivalent. Terms select(lastHeap, f) are written last. f
and terms select(oldHeap, f) are written old. £.

6 Technically, there is a set of select functions, one per sort. We simplify the presentation here and assume a single selection

function of Any sort and an appropriate casting mechanism
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Definition 3.28 (Semantics of Terms). Let I be a map from function names to functions and from predicate
names to predicates. Let 3 be a map from logical variables to semantic values. The evaluation of terms in
an object state (g) is as follows

[x(gy1p == BCx)

[if ¢ then t else tlﬂ(g),z,/} = if(g),I,/i = ¢ then M(g),m’ otherwise ﬂt/]](g),f,/s
[ o(v) ifv#heap
[M](g)’l’ﬁ T { P if v=heap

[f (ty,. --:tn)ﬂ(g),z,ﬁ = I(f)([[tﬂ](g),z,/a seees [[tn]](Z),I,/i)

The semantics for the evaluation of the condition of the if term is the semantics of a formula, which
we define next.

Definition 3.29 (Semantics of Formulas). Let (g) be a state without symbolic values. The satisfiability
relation (g), I, B |= ¢ is defined as follows

(Z),z,/ﬁ Pt ents) <= 1) (Tl ey el 1)
TVLBEeve, e () LBEeor (7)1 E
(P) (P) (p)
(0),1,/5 Fop < (0),1,/3 = ¢ does not hold
P p

(0),1,[5 =3dx €8. ¢ < thereissome y in S such that(a),l,[j[x —ylEp
o o

o ) /
(p),z,/& Ft=t" = [tlg)p =[t'](5)p

We use a fixed interpretation I that maps each function symbol to its natural semantic counterpart and
omit it from the evaluation. Concerning the heap functions we demand the following connection axiom,
for all heaps h, all fields f and terms t.

I(select)(l(store)(h, 1), f)) =t

For the full axiomatization we refer to Beckert et al. [8]. We furthermore assume that all logical variables
are unique and that the type and number of parameters for functions and predicates is adhered too. We
shorten comparisons for terms of Bool types by writing, e.g., i > j instead of i > j = True.

Example 3.12. The following expresses that in a given state, there is a positive entry in the list stored in
this. f and this entry is equal to the sum of the variable v and its index.

di € N. this. f[i] > 0 Av+1i = this. f[i]

Note that Int is semantically mapped to the integers and thus v + i is well-typed and well-defined.

3.5.2 Local Monadic Second-Order Trace Logic (IMSOT)

Local Monadic Second-Order Trace Logic (IMSOT) expresses properties of local traces. Its models are
local tracea and the whole semantic domain, to allow to quantify over method namesy etc. Additionally
to standard MSO constructs, we use [t,,] = evt to say that the event at position t,, of the trace is equal
to the event term evt. Similarly, [t,, ] F ¢ expresses that the state at position t,, is a model for the IFOS
formula ¢. Both these constructs evaluate to false, if the element at position t,, is not an event (or state).
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Definition 3.30 (Syntax). Let op range over effects (see Def 3.2), p range over predicate symbols, f over
function symbols, x over logical variables and S over sorts. As sorts we take all sorts of [FOS and additionally
Eff, P, I, M, where Eff is the set of all semantic effects, P is the set of program-point identifiers, 1 is the
set of all traces indices and M the set of all method names. Formulas v, terms t,, and event terms evt are
defined by the following grammar.

"(/):::P(E:)lwv"/"l_‘w |ty Cty, |Ix€S. Y |IXCS. ¢ | [t,]=evt|[t, ]F o

ty i=x If(E:) | singleton(ty,) | terop

evt ::=invEv(ty,, tyy, ters teps teps ) | INVREV(E,, ey, By By By | TULEV(E,, tys teps teps Br)
| futREV(ty,, ter, ties tees ) | CONAEV(Ey,, tips teps ters i) | CONAREV(E,,, s ters ters ter)
| suspEV(t,,, tir, ters ters ter) | SUSPREV(tyy, teys ters tirs Ter) | NOEV(ty,)

The term t,,,, is interpreted as a semantic effect with effect op. We write singleton(t,,) C t, ast, €t
and use a number of predefined predicates and functions and abbreviations

* Two predicates isEvent(i) and isState(i) over indices with their obvious interpretation.

* A function symbol singleton(t,,) whose interpretation maps an element to a set containing only
this element.

* A function symbol U with the obvious semantics.

* For each type of event, we assume a predicate that holds iff the given position is an event of that
kind, for some parameters, e.g.,

isfutREv(i) < 3f € Fut. 3x € Obj. Ime M. 3v € Any. [i] = futREv(X, f,m, v).

* A function last that denotes the last index of the trace. Its unrolling introduces quantifiers, e.g.,
[lastlFp=3ielVjelLj<iAg
Similarly, we use t,, + 1 and t,, — 1 to denote the successor and predecessor of an index.
* A function eff(i) over indices that denotes the effect set of the event at the ith position. E.g.,

1g € eff(i) = 3¢t € Any. isEvent(i) A ((i = noEv(t) — 1 € t) A (isfutEv(i) —...)...).

Definition 3.31 (Semantics of Terms). The semantics of terms and event terms is straightforward. Note
that IMSOT-terms do not contain program variables or fields, thus the semantics of termss depend only on
the variable assignment and the function symbol interpretation.

[l =BG [fD] =100l Isingleton(t)l s = {It] )

[invEv(ty 1, -5 teedlr g = INVEV([te i, 555 [ters] )
[invREV(tyr1,-- -5 ters)]; g = INVREV([ty ], 55 - - [ters]y )
[futEv(t,,s,-- ')ttrs)]]l,ﬁ = futEv([[ttrl]]Iﬁ s [[ttrs]],’ﬁ)
[futREV(ty,. - tes)l; g = futREV([ty ], 55 -5 [ters]; p)
[condBv(tys,-- -, tis)]; s = condBv([ty 1], 45 - [tersl )
[condREv(t,,s,-- .,ttrg)]]u3 = cond REv([[ttrl]]I’/3 yerrs [[ttrB]]I,ﬂ)
[suspEV(ty,-- > teadl; s = SUsPEV([tell; g5 - s [teral )
[suspREV(ters - -5 terad]; g = SUSPREV([tee1 ] - -5 [terall s )

[noEv(t,)]; s = noBv([ty]; )
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Definition 3.32 (Semantics of Formulas). The semantics of IMSOT-formulas is analogous to the one of
[FOS, except that the model is a local trace and the constructs specific to MSO and our extension:

0,1, =3X CS.y & thereis asubset X of S such that 0,I,3[X — X] =

9>I:/~J’ |: 1:tr gtir S [[ttr]]I,ﬁ < [[tir]]I,ﬁ

0,1, Flty]=evt &< 1< [[ttr]]l,ﬂ <I[6|A 0[ [[ttr]]l,[j ] = [[th]]I,ﬁ

0,1, EtylFe &= 1<[t,], 5 <10|A o[ [te ] g ]is a state AO[ Tte ] | LOE¢

Relativization [68] syntactically restricts a formula on a substructure of the original model. This
substructure is defined by another formula. We later use relativization extensively to define the semantics
of composed specifications, where the semantics of the composed specification is expressed in terms of
the relativized semantics of its components.

Definition 3.33 (Relativization). Let ¢, be two formulas. Let y be a free variable of sort D in 1. The
relativization of ( on 1 with respect to y, written [y € D \ Y (y)] is defined as follows:

(P APy € S\Y"(W]1=yly €S\Y"(IAY Ty €S\ Y"(¥)]
Py €S\Y'(N]1=~(ly €S\ ¢ (¥)])
t, Ct [y €S\yY()]=t, St
p(t)ly €S\ ()] =p(ty)
([t ] =ev)[y e S\Y(y)] =[t, ] =evt
([t JF @y eS\yY ()] =[t,]1F v

b [ AxeS. (W(x)AYP[y €S \Y'(Y)]) ifS=S
(EIxES 1/))[}/65 \1/)(}’)]—{ HXESIIJ[J/ES/\QI/'/(}/)] otherwise
ooy | X ES. (VxeX ' )AYPly €S \Y'(¥)]) ifS=S
A s Wy es\WON={ I cu oy es von otherwise

Example 3.13. The following expresses that a trace contains only noEv events.
Y =Vieliskvent(i) — [i] = noEv
The following expresses that the trace up to position j, a trace contains only noEv events.
Ylkel\k<jl=Viel (i <j— (isEvent(i) - [i] = noEv))

Validity can be restricted in several layers, with general validity being the classical one, that demands
that every trace is a model for a formula.

Definition 3.34. We use the standard notion of free variables. A trace 6 is a model for a IMSOT formula
Y, if 0,1, 8 = v holds for an empty variable assignment 3. A IMSOT formula v without free variables is
valid if every local trace is a model for 1.

This is not a useful notion of validity, given that most local traces cannot be generated by any method.
However, we can restrict validity and only demand that the possible set of traces must be models.

Definition 3.35. Let m be a method. A IMSOT formula 1 without free variables is m-valid if every trace
0 € selected(m) (from any program containing m) is a model for ).
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For example, taking the code from Example 3.8, the following formula is m-valid, because obviously it
never reads from a future. It is not valid in general.

Vi €I isEvent(i) — —isfutREv(i)

There are also formulas which are m-valid for all possible methods, but not generally valid. E.g., that
there is a terminating event.

Ji e I isfutEv(i)
In example 3.8, we observed that the final value of i is always at least 11. Yet, the following formula
is not m-valid.
di el last(i)A[i—1]F this.i > 10

It is, however, m-valid for every program that has no other method in its class. We formalize such
restrictions with contextual validity.

Definition 3.36. Let m be a method and P be a set of programs containing m.
A IMSOT formula ) without free variables is m-P-valid if every trace 6 € selected(m) (from any program
in P) is a model for 1.

Finally, we have validity for statements within methods in some set of programs.

Definition 3.37. A IMSOT formula 1 without free variables is s-m-P-valid if for every object state (Z) and
every trace 0 € selected(s,m) (from any program in P) is a model for .

3.5.3 Global First-Order State (gFOS) and Monadic Second-Order Trace Logic (gMSQOT)

Analogous to the previous definitions, we give logics gFOS and gMSOT to reason about global states
and traces. The definitions are straightforward and we refrain from introducing all the formalism in full
detail.

Definition 3.38 (Syntax). The syntax is analogous to the one of local logics, but we also include object
names X as terms for gFOS. Formulas ¢® of gFOS, terms t& of gFOS, formulas & of gMSOT, terms t& of
gMSOT and event terms evt of gMSOT are defined by the following grammar:

p" :::p(ﬁ) | 98V @8 | 78 | dx €8S. @& t8 ::= x | heap | flf(ﬁ)lx

ﬁ
Y8 =p(td) | YEVYE | P8 |Ix €S. 8 | IX CS. Y8
| [t8]=evt|[tS]F @& |t& Ct% |singleton(t?)

r
g e
te i=x | f(E)
— —

evt =invEv(tS,t5, 5 15, t5) | invREv(tS, t8, 15, t5) | futEv(tS, t2,t5,t8) | futREv(tS, t5,t5,t5)

r tro ~tr>
| condEv(ts,t5,t5,t5) | condREv(tS,t5,t5,t2) | suspEv(tS, t5,t5,t8)

r

| suspREv(t%,t5,t5,t8) | noEv

tr> “tr> “tr2

There is only one program variable. This variable heap is now a map from object names to a map
from field names to semantics values. We call this sort global heaps. We demand that following function
symbols for global heaps exist, as we may now refer to multiple objects.

select(t8, t8, t8) | store(t8, t&,t8,t8) | anon(t&)

Where select(h, X, £) selects the value of field f of object X from heap h, store(h, X.f, t) stores the value of
t in field f of object X in heap h. Finally, anon(h) is a global heap that may be different from global heap
h. We write X. f for select(heap, X, £).
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Definition 3.39 (Semantics). The semantics of gFOS terms is defined as a function [-] LB where g is a
global state. The definition is analogous to the one of [FOS, except for program variables:
[[heap]]g’l’ﬁ =g

The semantics of gFOS formulas is a relation g,1,3 |= p® analogous to the one of [FOS. The semantics of
gMSOT terms is a function [[']]1,/5) and the semantics of gMSOT formulas is a relation v,1, B |= 18, where y
is a global trace.

We use a fixed interpretation I, that maps each function symbol to its natural semantic counterpart.
Concerning the heap functions we demand only the following connection axiom, for all global heaps h,
objects X all fields f and terms t.

I(select)(I(store)(h, X, £,t),X,£) =t

Example 3.14. The following formula expresses that whenever object X has a positive value stored in £, then
so does object X' in the next state.

Viel (([i1Fx.£ > 0 A-last(i)) > [i +2]F X . > 0)
Relativization and the notions of validity are analogous to the local logics, we only give validity.

Definition 3.40. We use the standard definition of free variables. A global trace y is a model for a gMSOT
formula Y8, if v,1, 3 =18 holds, for an empty variable assignment 3. A gMSOT formula ) without free
variables is valid if every global trace is a model for ).

Let Prgm be a program. A gMSOT 8 without free variables is Prgm-valid if every trace y that is realized
by Prgm is a model for 8. A gMSOT formula 1)® without free variables is P-valid for some set P of program,
if it is Prgm-valid for every Prgm € P.

Example 3.15. The following formula is not valid, but valid for all well-typed programs.
diel. [i]F True
Sentences are defined analogously for all semantic logics:

Definition 3.41. A IMSOT, gMSOT, [FOS or gFOS formula ¢ is a sentence if it contains no free variable.

3.6 Discussion

In this section we discuss some of the design decisions made in the semantics.

On the Design and Limitations of CAQ

Object Creation.

Object creation is restricted in CAO: the main block uses Rebeca-style initialization and one asyn-
chronous method call and dynamic object creation is not allowed. The reason for this design decision
requires a discussion of some concepts of the later chapter 7: Session Types for Active Objects so far
lack the ability to assign roles to newly created objects, e.g., by role delegation [39], which is used in
Session Types for channel-based concurrency models. Furthermore, channel-based concurrency models
isolate a session by grouping a set of process by a shared channel. The session is thus isolated from the
rest of the system, but processes may participate in multiple sessions [12]. It is harder to isolate sessions
without channels, especially if the concurrency model allows interactions via the heap memory. As it is
out of scope for this work to lift all possible extensions of Session Types from channel-based concurrency
models to Active Objects, we regard the whole system as one session. Din et al. [45] isolate sessions in
Active Objects, but introduce a new transaction mechanism to enforce isolation at runtime, while this
work gives a fully static system.
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Runtime Errors.
Our language does not include exceptions. In contrast, ABS has three implicitly thrown exceptions
NullPointerException, PatternMatchException, DivisionByZeroException:

* NullPointerException. In CAOQ, all locations of class type are initialized at program start with
non-null values. As there is no null constant, it is not possible to raise such an exception.

* PatternMatchException. This is thrown by the functional sublanguage of ABS when a deconstruc-
tion of an value with a abstract data type(ADT) is not possible.

* DivisionByZeroException. This exception is self-explaining.

CAQ has only the List ADT, so runtime errors can only occur by evaluating head(Nil) and e/0. In this
case the evaluation is not defined, no rule can be applied and the object blocks.

The reasoning system we present in the following chapters is only concerned about partial functional
correctness: correctness in case of normal termination [8]. Thus, the ramifications of exception handling
would offer no insights. Furthermore, their treatment in dynamic logic is well-explored. Excluding them
vastly simplifies the assignment rules for symbolic execution, because there is no need for program
transformation that ensure that the right-hand-side of assignments is a non-nested expression.

On the LAGC Semantics

Compared to the original formalization of Din et al. [43], we have made some adaptations.

The biggest difference is that we have no continuations. Din et al. use such special markers at points
where input is required, instead of using fresh symbolic values and similarly, other markers to mark pro-
cesses as starving or blocked. These markers are used to control interleavings in the external semantics,
which have only two layers (method local, system global) instead of three (method local, object local,
system global) and always add as much of a local trace as possible. We replaced this with our agreement
mechanism that chops up a trace step by step.

With continuations, the semantics of a method is less clear and the resulting traces are harder to reason
about (in the sense that they are not straightforward models for our semantic logics). For example, the
semantics of v = f.get; if(v>0) i=v else i=-v; return i has two traces in our semantics, one for each
branch of the if statement. Din et al. have three traces: two traces for the branches of the if statement,
in case that the future in f has already been resolved, and one trace of the following form for the case
that it is not’:

@><(Z),blkEV(X, [[f]]x,dest,m’(g)), blkCont(X,dest,v = f.get; if(v>0) i=v else i=-v; return 1)>

The continuation marker blkCont is used to generate further local traces (here: two more, thus four
traces in total, despite the statement having only two branches) by the global semantics. It is, thus,
harder to talk about local traces in isolation, as one has to handle continuations in the traces. However,
there is no need for the more complex handling of symbolic fields in our system: the fresh symbolic heap
during generation can be seen as generating the continuations already at that point.

Without continuations, we can (1) have a standard notion of traces as sequences of all states and
events occurring during execution, which are more suitable for our semantic logics and (2) can give
a straightforward rule for sequential composition. The rule of the original LAGC system is the most
complex rule in their system, as it has to deal with starvation and blocking continuations already at
local level; (3) clearly separate local and global semantics: contrary to the original LAGC system our LA
semantics is connected to the GC semantics only when creating new processes. Continuations require to
invoke the LA semantics for every global step resolving a continuation.

7 We refrain from using the original syntax for readability’s sake.
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Din et al. do not discuss selectability, which we propose is easier with our approach than with contin-
uations. We also do not model starvation explicitly. Instead of adding a starvation marker to the local
semantics, it is modeled explicit as a process that is never scheduled again. We propose that starvation is
a property that is visible at object level and should, thus, not be modeled at method level. Our approach
is also nearer to the definition of starvation used by static analyses [78].

Finally, we do not use a well-formedness predicate to ensure that basic consistency conditions are
uphold, e.g., that a method starts only after it is called. The only places where explicit checks are needed
are to ensure future freshness and that the correct value is read from a future.

Step Size.

Agreement always makes a single step, i.e., it adds a trace with one event. Instead, one can extended
the candidate trace that is added until the next symbolic value (or marker). A method without future
reads and suspension would be executed in just one step of the object semantics. This has the disadvan-
tages that global interleavings are not visible in the global trace. Consider two methods without future
reads and suspensions being called on two different objects. All its symbolic traces have length n. In the
current semantics generates 2" global traces, the semantics sketched here would generate 2. This would
not allow us to express global properties such as “the two statements run in parallel” as properties of one
global trace.

Effects.

In the given system, effects are parts of events. An alternative would be to consider events as effects
themselves. The local traces would then alternate between object states and sets of effects (instead
of alternating between object states and events). The reason we decided to design the semantics with
effects in events is that (1) it allows us to build upon the established terminology of LAGC and (2) for all
verification systems we give later, events are of crucial importance, while the semantics effects are only
of relevance for the effect type systems in chapter 5.

On the Semantic Logics

We stress that both MSO logics are not MSO over finite words, because we include semantic values into
the structure. As we give no calculus for the semantic logics, their choice is mainly a matter of preference
and the use of full second order logic or a temporal logic is also possible in principle. One reason for
MSO is that relativization for MSO is straightforward and quantifiers make it easier to express global
properties (i.e., properties that relate potentially far away parts of the trace). Relativization has proven
useful to describe complex, temporal properties of traces. One can use a more expressive logic instead,
e.g., full second-order logic. We refrain from doing so as we do not need the expressive power. Similarly,
one can use a temporal logic or any other semantic system instead of IMSOT and gMSOT, the framework
we give in this work does not rely on the specific choice of semantic logic.
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4 Behavioral Program Logic

This chapter introduces Behavioral Program Logic (BPL), a dynamic trace logic which extends 1FOS to
reason about IMSOT properties of programs. To do so, IFOS uses behavioral specifications 7, which
are syntactic representations of IMSOT formulas, and behavioral modalities [sI7]. The semantics of a
behavioral modality is that every selected trace of s is a model for the IMSOT formula represented by 7.

BPL is, thus, a dynamic first-order logic and it is not necessary to give a second-order reasoning system.
Second-order reasoning is only needed to prove soundness of the calculi we give for BPL and we do so
by giving semantic arguments directly about the models.

The split between (semantic) trace property and syntactic representation enables the (simple) design
of calculi to automatically verify these properties is a view on behavioral types [1, 74]. Behavioral types
aim “to describe properties associated with the behavior of programs and in this way also describe how a
computation proceeds.” [74] and are designed together with a type system.

The focus on the syntactic representation of trace properties is the first conceptual similarity to behav-
ioral types in our program logic — in the sections below we emphasize further points where techniques
from (behavioral) type systems influenced the design of our program logic. In the discussion section at
the end of this chapter we give a more in-depth discussion about the notion of design and the relation
between behavioral types and program logics.

It is also worth noting that BPL is used for local reasoning: it does not express global properties about
the behavior of programs, only local properties about the behavior of processes. To compose the local
results to global ones, we use well-established patterns: method contracts, object invariants, protocols.
Again, the second-order reasoning has only to be done to establish soundness of composition (for a given
pattern).

Behavioral specifications also allow us to have an expressive logic to model the properties established
by (or required from) static analyses, as the semantics only needs to describe the results of the analysis,
instead of their complex inner-workings. Reasoning about results can be used in verification in our
logical framework, with the syntactical representation being the interface to external analysis.

4.1 Syntax and Semantics

A behavioral specification is a pair of a behavioral language and a semantics that maps elements of the
language to IMSOT formulas.

Definition 4.1 (Behavioral Specification). A behavioral specification T is a pair (T, ar), where o maps
elements of T to IMSOT formulas.

We call elements of the behavioral language also behavioral specifications. Intuitively, a behavioral
language is a representation of a fragment of IMSOT. Such fragments are embedded into IFOS with
behavioral modalities [sIF*T 7], where 7 is some set of specification syntax and T € T;. A behavioral
modality that describes all selected traces of s starting in the current state are models for a(7).

Definition 4.2 (Syntax of BPL). BPL-formulas ¢, terms t and updates U are defined by the following
grammar, which extends Def. 3.27. The meta variables range as in Def. 3.27. Additionally let s range over
statements, T over behavioral specifications and T over Tr.

pu=... |[s(|x|1r’r] | {Ulp tu=...|{Ult U:=€e|U|U|{UIU|v:=t
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[0y = [iutgy, 0 [dgun = ()18 =Wk & W]y 10 o

[[v:=tﬂ(g),1,ﬁ((gj))= (5) ifv = neap, p” = [t](g),

[[U1||Uz]](g),1,/5 (x) = [[Uz]](g),f,/s ([[Ul]](g),z,/s (X)) [[{Ul}UZ]](g),I,[j = [[UZ]][[Uﬂ](g)’,,ﬁLﬂ

(5)) otherwise, 0" = o[ v [tl gy

(Z),Lﬁ = [sT‘Ilr 7] & V0 € selected (s,m, (ZD 0,1,  ap(t)

Figure 4.1: Semantics of BPL. The satisfiability relation on the right of the semantics of behavioral modal-
ities is the one of IMSOT.

To be more precise, we give a family of behavioral modalities (one per behavioral specification) and the
signature of a BPL logic consists of the program variables, function symbols, predicate symbols and used
behavioral specifications. As the signature is always clear from the context we do not give it explicitly.

Besides behavioral modalities, BPL extends IFOS with updates [5] to keep track of state changes, as
decomposing, e.g., a sequential composition s;; s, to reason about the sub-selected traces of s, requires
to keep track of the last state of the sub-selected traces of s; (because at this state, the two traces are
chopped together!). In the proof system we give, updates can be seen as representations of syntactic
substitutions.

An elementary update v := t updates the program variable to the value of term t, an empty update e
does not change the state. Parallel updates U, ||U, apply U; and U, in parallel, such that U, wins in case
of conflicts because it can overwrite the change of U;. An application of an update U, written {U}-, to
another formula, term or update expresses to first apply U to the state, and then evaluate the formula,
term or update.

The semantics of updates is based on Beckert et al. [8] and realizes the intuition given above. As in
the semantics of IFOS we require that the method in question is implicitly known.

Definition 4.3 (Semantics of BPL). The semantic extension of [FOS to BPL is given in Fig. 4.1.

We stress that we replace IFOS by BPL everywhere in the semantics — in particular we replace it in
the semantics of the F operator of IMSOT. There are no restrictions on the syntax of 7, in particular
we allow program terms (expressions, statements, etc) and BPL terms and formulas. If the syntax of T
contains logical first order variables they can be bound in the surrounding BPL formula.

The use of program elements is the second resemblance of behavioral types — if the behavioral specifi-
cation contains program elements, one can syntactically match statement and type in the modality in the
proof rules. This is not common in dynamic logics: previous dynamic trace logics [17, 8, 44] require to
resolve the modality completely by symbolic execution, even if the very first statement already violates
the specification. In contrast, fail-early is a common feature of type systems, even though type systems
may be designed to uncover further type errors as well.

We give our first example for a behavioral specification: postconditions.

1 The name of the chop is taken from Din et al. [43] and can be traced back to Chandra et al. [27] where it was used to

disconnect traces. We realize it is named rather unfortunately to denote an operator that can be seen as connecting two
traces, but we keep it for consistency.
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Definition 4.4 (Postconditions). The behavioral specification T = (T pst, Apst) for postconditions is the
pair of the set of all IFOS sentences and the function a, defined below. D is the return type of the method
in question. The underscores denote existentially bound logical variables, omitted for readability.

(o) = Jv €. [last—1] =futEv(_, , ,v)Allast]F p[result\v] if ¢ contains result
Upstl¥) = [last]F ¢ otherwise

The split in the semantics handles the special function symbol result if it occurs, and substitutes it with
the returned value of the method. T, allows us to immediately lift results from standard dynamic logic
[s]p into our system, as long as ¢ contains no modalities. We give an extended discussion on nested
modalities in BPL in the next section of this chapter. We can encode a similar fragment (postcondition
contains no modalities and no updates) of dynamic trace logic (DTL) [6]. In DTL [s]¢ expresses that
every trace follows the linear temporal logic (LTL) formula . We encode LTL as follows.

Definition 4.5 (LTL). The specification for LTL on traces is defined by the following pair:

Ty = (T, 1)

The syntax T\ is the set of sentences of the logic defined by the following syntax, which again extends [FOS:

¢ u=... |X¢ | Uy [ Dy

The semantics removes all events from the traces and restricts the model to the relevant subtrace:

ap(p) =ay,(p)lp €I\ isState(p)]
ap(p)=3ielLVjelLi>jAli]lFy if ¢ is an [FOS formula
al (Xp)=3ieldjeLVkel (k#i—k>j)Aaj,(p)lid€l\idx> j])
of (Cp) =Vi €L af, (p)lidx €1\ idx > i]
a;,(pUpy) =Ti €. (Vj el j<i— ay(p)lideel\idx> j])/\
oy (po)lidx € T\ idx > i]

Example 4.1. For an example, we give the semantics for X{(v == 1). The formula expresses that x is 1
everywhere, but the first state.

a(XO(v == 1)) = 3i; € L isState(i;) A 3j; € L isState(j;) A iy < j1A
(Vk e L isState(k) Ak #i; — k > j;)A
Viz e I. ((ISState(lz) /\ i2 2 Jl) - [12] |_ vV == ].)
BPL can express properties connecting multiple behavioral specifications. E.g., the following (valid)

formula expresses, that if during the execution of v = 1; while i >= 8{i = i - v;}return v; we can
show that if v == 1 holds throughout the loop, then it also holds at its very end:

g
o= 1i=1A[v=1; while@ >= 0{i = i - v;}return v; F XO(v==1)]
Opst
—[v=1; while(i >= 0){i = i - v;}return v; IF (v==1)]

Behavioral modalities can be used to express any trace property expressible in IMSOT, independent of
the form of its verification system. The following defines a points-to analysis (for the next statement),
normally implemented in a data-flow framework, and not with a reasoning system such as the above
logical systems.
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Definition 4.6 (Points-To). The behavioral specification of a points-to analysis specifies that the next state-
ment reads a future resolved by a method from set Mets.

Tp2 = (g(M), ap2) with
a,p(Mets) = 3x € Object.3f € Fut.Ime M.3v € Any.3i € N. [1] = futREv(X, f,m, v,1) A \/ m=n'

' eMets

The following formula expresses that the get statement reads a positive number, if the future is resolved
by Comp.cmp. This is the case if Comp.cmp always returns positive values. The program-point identifier
connects the two modalities semantically.

ap2 Opst

p
[r = f.gety IF {Comp.cmp}] — [r = f.gety IF r> 0]

4.1.1 Excursus: Diamond and Nested Modalities for BPL

In this work we focus on verification of safety properties of Active Objects and use neither diamond
modalities nor nested modalities. However, to justify our use of the notion of modality, we introduce
both of them in this section.

The definition of the diamond modality is straightforward and if the behavioral specification is closed
under negation, the relation between box and diamond is as expected.

Definition 4.7 (Diamonds). The syntax of a diamond behavioral modality is (sIF*T ). Its semantics is

(Z),I,[} = (sTIlT 7T) & 360 € selected (s,m, (Z)) 0,1, = ap(7)

A behavioral specification T is closed under negation if there is some operator = such that
* if T is valid syntax, then so is =37 and
* the operator — translates to negation: ap(—37) = —ag(T)

Every behavioral specification can be extended to a behavioral specification closed under negation.
Diamonds in BPL behave as expected.

Lemma 4.1. Let T be a behavioral specification closed under negation. The following equivalences hold:

(skapt)= [slF 7]

ar ar
(sl 1) =-[slF=p7]
Furthermore, if a statement s does not terminate, then (s|F*T T) is false for all behavioral specifications T.

Proof. See p. 167.

For nested modalities, consider an extension of T, that is defined not over IFOS sentences, but over
BPL sentences. We denote this variant with T}

Example 4.2. A nested modality is a modality where the type contains a behavioral modality. E.g., the
following formula.

Ahpst Abpst

[i=0; IF[i=i+1; IFi>0]]
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Its semantics is as follows:

Ahpst Abpst
(0),1,[5 E[i=o9; IF [i=1+1; i 0]]
P

AOppst

@;,m,(ZD. 0,1, =[last]F[i =i+ 1; IF i> 0]

& VY0’ € selected (i

I
(=]
=

[

(‘7)) last(0), 1B =i =i+ 15 b 4 > o]

&= Y0’ € selected (i

I
e
=
N\
T 9
N———
N—

& V0O’ € selected (i

\%
(=]

V0" € selected (i = i+1;,m last(0")). last(6”), = i

As we can see, nested modalities have the expected semantics, but satisfiability is now a recursive
predicate. At least for Ty, we can, however, state that the semantics is always well-defined.

Lemma 4.2. Let ¢ be a BPL formula containing only Ty, modalities. Its satisfiability relation is well-
founded.

Proof. See p. 168.
Lemma 4.3. Nested modalities for postconditions adhere to the sequential composition axiom [66].

Abpst Abpst Abpst

[s1 IF [sy IF @l]=[s1;s: IF ¢]
Proof. See p. 168.

The above lemmas and the possibility to encode postconditions justifies our use of the term “modality”.
Contrary to standard modalities, behavioral modalities are not formulas that express modal statements
about formulas, but formulas that express a modal statement about more general specifications. In the
following we neither consider diamond behavioral modalities nor do we require that behavioral specifi-
cations are closed under negation or explicitly require the extension of IFOS to BPL in the semantics of
the I~ operator for any of our behavioral specifications. A variant of T|,; which allows to nest behavioral
modalities, say Ty, can be designed analogously to T}, ;.

4.1.2 Validity

As for IMSOT the obvious notion of validity is not sufficient — but m-P-validity generalizes to BPL by
considering every state in every trace of m in any program Prgm € P.

Definition 4.8. Let P be a set of programs and ¢ be a BPL sentence. Sentence ¢ is
* valid if every state is a model for ¢, and
* P-valid if every state in every run of every program in P is a model for .
* m-P-valid if every state in every run of m within any program in P is a model for .

Fact 1. Note that the universal quantifier in the semantics of the behavioral modality automatically filters
out any state from which the statement is never executed. Thus, if we are interested in the validity of a
formula ¢ — [slFT], we only need to consider those states (g) where selected(s,m, (Z)) # 0.
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Example 4.3. Consider the following program P:

1 interface IO{ Unit mQ; }

2 class C() implements I{

3 Int i = 0;

4 Unit mQ{ this.i = this.i + 1; this!'n(); }
5 Unit n(Q{ this.i = this.i + 1; }

6}

7 main{

8 I c = new CQ;
9 c!mQ);

10 }

The following formula is valid i = 0 — i > 0.
Apst
The following formula is not valid, but {P}-valid [this.i = this.i + 1; IF this.i > 0]
Apst

The following formula is not {P}-valid, but n-{P}-valid [this.i = this.i + 1; IF this.i > 1]

To realize that the two behavioral modalities are valid, it is critical to know that the field is initial-
ized with 0. If this information is not available, the formula must have a precondition. To model lost
information, we consider more programes.

Example 4.4. Let P be the set of programs which differ from P only by the initial value of i. The following

formula is P-valid:
a

pst
this.i >= 0 — [this.i = this.i + 1; IF this.i > 0]

4.2 Proof System

We use a sequent calculus to reason about behavioral modalities.

Definition 4.9 (Sequents). Let T', A be finite sets of BPL-formulas. A sequent I' = A has the semantics of
/\ r— \/ A. T is called the antecedent and A the succedent.

A sequent {yq,...,7,} = {61,...,0,,} iswritten v{,...,7,, = 01,...,0,,.
Definition 4.10 (Rules). Let C, P; be sequents. A rule has the form

P, ... P

n

% cond

(name)

Where C is called the conclusion and P; the premise, while cond is a side-condition. Side-conditions are
always decidable.

Additionally we use rewrite rules, rules that replace a part of a sequent syntactically by a different one.

Definition 4.11 (Rewrite Rule). Let s, s’ be statements, @, ¢’ formulas, U, U’ updates, t,t’ terms and 7,7’
two types of the same behavioral specification. A rewrite rule has the form s ~ s’ (and analogous for the
other categories) and replaces in a sequent every occurrence of s by s’. If two rules s ~ s’ and s’ ~ s are
given, then we write them together as s e s’

Rules may contain, in addition to expressions, schematic variables. Their handling is standard [8]. When
reasoning about proof rules, schematic variables can be seen as meta-variables.

We require some technical notation to simplify presentation. The first is a concatenation of updates. It
is necessary, because applying two updates U;, U, consecutively, e.g., {U; }{U,}p, cannot be represented
syntactically without the target formula (or term) being known.
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Definition 4.12 (Concatenation of Updates [119]). Let ¢ be a formula and Uy, ..., U, be n updates. We
represent the formula {U;}---{U,}y as a pair (U, o---oU,, ¢) and say that U, o---o U, is a concatenation.

A single update is also a concatenation. Inside of rules, we are especially interested in rules which
manipulate behavioral modalities. We use symbolic triples [114] for sequents that contain a single
behavioral modality.

Definition 4.13 (Symbolic Triples). A symbolic triple st is a triple st = (®, U, [sIF* T]), where ® is a set of

BPL-formulas and U a concatenation. All elements may contain schematic variables. A sequent

Yl:---:Yn:>{Ul}-'-{Un}[5||_7:|:51:"':6m
is represented as
({Yl;---:}/n;_'élx---;_'6m} > Ulo'“oUni [SH—T])

Given two symbolic triples, we say that they share the behavioral type if their behavioral modalities contain
the same behavioral type. Given a symbolic triple, we refer to its behavioral type by

t((cp, U[sIF T])) -7

We say that the sequent has t(st) as its type.

A sequent can have multiple types. We can now distinguish two important classes of rules: those who
implement symbolic execution on behavioral modalities and those who implement IFOS-theories.

Definition 4.14 (Symbolic Execution). A sequent is called symbolic if it has a defined symbolic triple. A
sequent is called pure if it contains no behavioral modality. For sequents in rules, schematic variables for
formulas are not behavioral modalities.

A rule is a symbolic execution rule for T if its conclusion is symbolic and has T as its type, all its premises
are either symbolic or pure, at least one premise has the same type, the premisses follow the decomposition
of the syntax in Def. 3.1 A rule is a basic rule if its conclusion and all its premises are pure.

Example 4.5. The following rule for postcondition reasoning is a symbolic execution rule for T
Apst
= {UHv:=e}[s IF ¢l,A

Apst

= {U}v=e sl glA

(assign-to-update)

A rewrite rule over terms is

select(store(h, £, e), £) ~ e
The following rule is a basic rule

=gy, A

(right-or)
roer I'=sepVy,A

The following rule connects LTL and postconditions and is neither a symbolic execution nor a basic rule

I= (U} IF Op], A

(end-to-always)

Apst
r= {U)s IF ¢],A

62



We can now define behavioral types in BPL: behavioral specifications extended with a symbolic exe-
cution calculus and rewrite rules and an obligation schema. The obligation schema maps every method
within a program to a pair of a formula ¢ and a specification 7. This pair represents the formula

a
¢ — {oldHeap := heap||lastHeap := heap}[sylF 7]

where s, is the method body of the method in question. The obligation schema is needed for soundness
arguments: the proof that one method adheres to its specification may assume that each other method
adheres to its specification, i.e., that the other proof obligation formulas hold.

Definition 4.15 (Behavioral Type). Let (T, ay) be a behavioral specification T. A behavioral type T
extending the behavioral specification is a quadruple (T, ar,ly, Tp). The calculus 7y is a set of symbolic
execution rules for T and rewrite rules over elements of Tp. The obligation schema vy is a map from
method names to pairs (o™, ™), where ™ is a [FOS formula that may only contain field and local variables
accessible by the method in question.

We say that the following sequent corresponds to tr(m) = (@™, ™)

ar
™ — {oldHeap := heap||lastHeap := heap}[sy IF T™]

where sy, is the method body of the method in question.

Additionally to the rules given by behavioral type, we also use basic rules and general rewrite rules.
The rules for IFOS and the rules for the heap are all basic rules. We list the standard FO rules and some
of the needed rules for update and the heap in Fig. 4.2. A full overview over the needed theory of heaps,
sets and lists can be found in [8].

Definition 4.16 (Soundness). A rule is sound if validity of all premises implies validity of the conclusion.
A rule is m-P-sound if m-P-validity of all premises implies m-P-validity of the conclusion.
A rewrite rule T, ~ T, is sound if a(t,) implies a(7t,) and analogous for the other categories.

Lemma 4.4. All the rules in Fig. 4.2 are sound [56, 115].

Obviously, soundness implies m-P-soundness for any choice of m and P. Indeed, for basic rules, only
standard validity is of interest, while for symbolic execution rules we consider m-P-soundness. We can
state some basic properties about soundness and operations on P.

Lemma 4.5. Let P, P’ be two sets of programs and m be a method.
1. If a formula is m-P-valid and wm-P’-valid, then it is m-P U P’-valid.
2. If P C P’ and a formula is m-P’-valid, then it is m-P-valid.
3. If P C P’ and a rule is m-P’-sound, then it is m-P-sound.

Proof. See p. 169.

Before we introduce soundness of behavioral types, and to illustrate the above principles, we now give
the first behavioral type: Ty;,,, the simple? type for object invariants. The object invariant has to hold
whenever no process is active. From the view of the object it holds whenever it assumes control over the
object and has to be established whenever control is released.

Definition 4.17 (Behavioral Specification Tg;,,). Let C be a class and ¢ a [FOS sentence containing only
fields of C. The behavioral specification T, = (Tqiny> Asiny) fOr C has as its syntax the set of all IFOS formulas
which contain only fields of C. The semantics is defined as

ainy(p) = Vi € L. (isEvent(i) A = (isFutREv(i) V isNoEv(i) VisInvEv(i)) ) — [i + 1]+ ¢

In contrast to the led type for object invariants in the next sections.

2
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r = A
(left-and) —— 0,y (right-and) =94 [=vy,A
LLpAY = A =AY, A
Io=>A ry=A
(left-or) — v Y (right-or) I=,9,A
I'=eVy,A '=>eVy,A
(left-neg) M ight F’ (P = A
9 = (,O,A (right-neg) = ﬂ(p,A
left-close) ———— ight-close) ————
(left-close) 1", fa|se S A (right-close) = true, A

ILYveS. p,plv\t]l=>A |
left-forall
(leftforall) TYves. g =A t is a term of S sort

(left-exists) Fplvc]=a . fresh cs
ert-exists
IAves. o= A ¢ isafreshconstant of S sort

r -Tora I h I

r=3ves. p,p[v\t],A

(right-exists) t is a term of S sort
'=3ves. p,A S

(close)

L=, A

select(store(h, f,x), g) ~ if g = f then x else select(h, g)
{vi=tlv~rt {vi=t ~ Vv ifv£EY

{U}p(tIJ . ‘7tn) ~ p({U}tla AR {U}tn) {U}f(tl’ . ‘7tn) ~ f({U}tb ] {U}tn)

Figure 4.2: Selected rules for first-order reasoning. The rules can be applied under updates.
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The semantics expresses the above intuition in terms of events: After any visible event that releases or
assumes control over the object, i.e., after any suspension or termination, as well as after any reactivation
or method start the invariant holds.

Definition 4.18 (Behavioral Type Tg;,,). The behavioral type Ty, for a formula ¢ extends the behavioral
specification with (v}, Ty, ). The calculus is given in Fig. 4.3, the obligation schema is defined by 1 (m) =

(¢, @) for all method names.

There is one type per invariant, but all types share their calculus. The proof rules are however, only
sound if all method adhere to the same invariant — the obligation schema mirrors this restriction.

Rule (r,,.-assignv) translates a variable assignment to an update. This is possible because the evaluation
of the expression has no side-effects and expressions can be translated into terms. Rule (t,;,,-readv) reads
from a future. To do so, a fresh function symbol v is assigned to the target variable in an update. There
is no knowledge about the value. Rule (t,;, -assignF) translates a field assignment to a field. This requires
a separate rule, as this modifies the heap variable. Rule (t;,,-awaitF) has two premises. First, the invariant
has to be proven in the current state, i.e., before the suspension. The second premise anonymizes the
heap: the only information about the heap anon(heap) that is available is that the invariant holds. Rule
(T..-awaitB) is analogous, except that additionally it is known that the guard expression holds. Rule (t,;,,.-
callv) is analogous to the rule for future reads: the fresh future is modeled by a fresh function symbol
assigned to the target variable. Rule (t,,-f proves that both branches preserve the invariant. Rule
(T,.-while) proves that the loop body and the continuation both preserve the invariant. All information,
except the guard, has to be removed, as the first premise abstract all states that may be at the start of an
iteration and the second the first state afterwards. This can be seen as a special case of a loop invariant,
using the loop invariant true. The other rules are straightforward.

Soundness is not enough for our purpose. Consider the rules (awaitF) and (awaite): The validity of their
premises only ensures that all traces of s that start with a state where the object invariant holds establish
the semantics of their specification. But to establish that all traces of await e; s establish the semantics
of their specification one must additionally show that this indeed covers all states where a reactivation
(to execute s) is possible. m-P-soundness allows us to cover the case where other methods run during the
suspension (as we may assume that they preserve the invariant). But this does not cover the case where
multiple process of the method in question interleave.

We introduce the notion of an enabling rule: a rule is enabling if when it is used to close a proof of
t(m), then this implies validity of the sequent corresponding to ¢(m). In practice this means that this rule
may only be used for symbolic execution starting with a full method body.

Definition 4.19 (Enabling Rules). A rule is T (-m-P-)enabling if a closed proof for the sequent corresponding
to ty(m) that contains only T-enabling rules implies (m-P-)validity of the sequent corresponding to ty(m).

Fact 2. A sound rule is T-enabling for every T.

Definition 4.20. Let T = (7, a,t, ) be a behavioral type. For the verification of one method, we assume
that the others are verified and define the following set:

Py= {Prgm | for all methods " with m # n’ the formula v(u') is m’—{Prgm}-valid}

If for every m the type system Tt is m-Py-enabling, then we say that T is sound.

Intuitively, the set P, is the set of programs where the specification of all methods besides m holds. It
does not mean that the actual implementation of the methods adheres to the specification. However,
we can prove m-P,, validity of m under the assumption that all other method are correct. This is not the
composition step of results. To derive a global property an additional step in required. E.g., to prove
object invariants, one can prove that one method preserves the invariant, if all other methods preserve it.
The global step that the object invariant holds in all state of the object requires the additional argument
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= (Uv:=e)[s b I],A

(T;,..-assignV) e
sinv
I'=>{U}v=e slIkI]A

Asinv
I' = {U}{heap := store(heap, f, e)}[s ¥ I,A

(T, -assignF)
inv

= {U}[this.f = e; s IF I],A

 rendV) I'=>{UHv:=v}s IF I],A ) fresh

Asinv
I'=>{U}v = e.get; s IF I],A

(T,

I'={U},A

I', {U}{heap := anon(heap)}I = {U}{last := heap||heap := anon(heap)}[s [ I,A

(T4, -awaitF) Qo
sinv
I'= {U}[await e?; s IF T],A
r= (U},A
Asiny
T awaitd) ', {U}{heap := anon(heap)}(I A e) = {U}{last := heap||heap := anon(heap)}|s |S|- I,A

QAsiny
I'= {U}[await e; s IF IT],A

Asiny
= {UHv:= I 13,4
(T gecallV) {UHv:=vils Ir 1], v fresh
sinv

['= {U}[v = fimCeq,...,e); s IF I],A

I {Ule= {Ulsi:s. b I1.A
7{ }e { }[51353 ]: Fj{U}I,A

-return)

siny

Asiny (T,
= : Asiny
sinyif) [, {U}7e = {Ullsyiss IF 114 I'= {U}[return e IF I],A

(T -
I = {U}[if(ed{s,}else{s,};s; IF I],A

(T kipCont) = {U}[S ISITVILA (Teinyskip) Asinv
simskipCo Ui = {U}skip IF I],A
['= {U}[skip; s IF I],A
iy D AUHUg e = {UHUG s, IF 1A T {UHUgle = (UHU,Ms, I 1,4

I = {U}[while(e){s{};s, IF I],A

Figure 4.3: Rules for Tg;,,,. Rules for variable assignments with declaration are analogous. U, assigns heap
the term anon(heap), and every other program variable except old a fresh function symbol.
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that the object invariant is established (by the initial values) before the first run of any method and an
induction over the following traces using the soundness of the type.

Such composition arguments may rest on additional analyses or requirements. E.g., the above requires
the establishing of the object invariants by the initial value which is not part of the type.

Lemma 4.6. Tg;,, is sound (in the sense of Def. 4.20).
Proof. See p. 169.

The above lemma only expresses that, given a method in a class, if all other methods in a class preserve
a loop invariant, then so does this one, given that its proof obligation can be proven. Yet, there remains
a final step to express that an object always adheres to its invariant. In particular, one has to establish
that the initial values for the fields establish the object invariant. The property that every object always
preserves its object invariant is global and formalized in gMSOT.

Lemma 4.7. Let Prgm be a program with objects X1, ..., X, of class Cy,...,C,. Let ¢ be the class invariant
of class a C. If (1) for every class C;, every proof obligation LGv(m) for every method m within C; can be proven

and (2) the initial values of the fields establish @c. Then for every i < n the invariant ¢c, holds at every
point X; has no active process. Le., every run of Prgm is a model for the following formula

Vxec. Viel [i] =release(i,x) = [i + 1]+ pc[this \ X]
Cin Prgm

Proof. See p. 171.

Where release(i, x) holds iff the ith event is a suspension, reactivation, termination or invocation
reaction event of X. The formal details behind initialization are given in the appendix.

4.3 Compositional Proof System

The object invariant system we give above did not use a (non-trivial) loop invariant. The reason is that
T, cannot detect the end of a loop iteration and thus cannot deal with non-trivial loop invariants. In
contrast, a calculus for T can contain a standard loop invariant rule:

P UILA  TUMIAS) S (UMs B ILA T AULIIA—e) = (U ) 1o ol,A

(pst-inv) Cpst
I'= {U}[while(e){s};s’ IF ¢],A

How to combine these systems? One solution would be to integrate postcondition reasoning into the
object invariant system, with the two additional premises from the T, type.

P (UILA (U Ae) = {ULMs b 1]

WA S UM T 9] UNUA) = Uls T ]
I = (U} [whilee){s};s” I @], A

This has two downsides: (1) the loop body is symbolically executed twice and (2) this requires to have
both calculi in the overall reasoning system: all statements need to have rules in each system even if
they model the same state changes. E.g., besides the semantics function, the rule for synchronization for
postcondition reasoning is identical to the one for object invariants.

(invpst-while)

Apst
r={U = I+ A
(pst-readV) {UHv:=vils ap:f I v fresh

I'={U}[v = e.get; sk ¢p],A

67



This approach impedes the integration of new behavioral types. The rule (invpstwhile) not only adds a
premise to use postcondition reasoning, it also adds additional information to the premises from the
object invariant rule. Every time a new type is added, the overall rule has to be manually reevaluated, its
soundness has to be reproven and its complexity keeps growing. While the complexity is not necessarily
a problem for soundness proofs (which can be mechanized), it raises the cognitive burden for human
interaction and further extensions even further. Even in presence of mechanization, complex rules can
be hard to handle due to subtle bugs: the loop invariant rule of JavaDL required soundness-critical bug
fixes even after almost two decades of use [93] before being replaced by a variant [121] which reduced
its (cognitive) complexity. We aim to keep calculi simple not by translating the program to minimal
constructs, but by combining rules from multiple behavioral types to more complex rules. This allows
an aspect-oriented design® of a calculus, where every aspect of verification is modeled with another
behavioral type.

What is needed for the above situation is to express the modality that verifies a statement against two
behavioral types, informally written as [s|F*rst"%nv o A I]. The rule for loop invariant would be

T, {U}(I' A=e) = {U,}s’ IF%st %sinv o ATT, A
I={UM,A T, {U,}I'ANe)={U,}[sIF%st"%inv o AT'], A
I' = {U}[while(e){s};s’ [F%st"%inv o AT] A

This rule allows us to use only one rule for synchronization and reduces the required human reasoning
about the behavioral type: it suffices to reason about the soundness of the simple behavioral types
and their composition, which is more simple to handle than reasoning about the composed system,
especially if we add further behavioral types. In the rest of this section we describe how to combine two
behavioral types. While the combination of syntax, semantics and obligation schema is straightforward,
the main challenge is to combine two sound validity calculi into a new sound validity calculus by syntactic
manipulation of the sequent calculus rules.

To do so, we use leading composition. Leading composition is not symmetric: one behavioral type is
leading another one. The leading type provides the context which the led type may use. In the above
sketch the postcondition type is leading the object invariant type by providing the information about the
context by the invariant. An asymmetrical composition simplifies the design of led types.

(invpst-while2)

4.3.1 Leading Composition

We define a behavioral specification that combines two behavioral specifications T, T, to express that
both semantics hold.

Definition 4.21 (Composition of Behavioral Specifications). Let T; = (tr,,ar,) and T, = (T, ar,)
be two behavioral specifications. The composed behavioral specification Ty § T, = (Tp, § Tr,, % § @p) is
defined as:

T, § Tr, = {71 {72 | 71 € Ty, and 7, € T, }
ar, § ar,(T1 0 72) =ag, (T1) A ar,(73)

For behavioral specifications, composition is symmetrical: for the syntax, () is a purely syntactic opera-
tor, for the semantics, a trace has to be a model for both composed types.

Lemma 4.8. The following sequents are P-valid

P (UlshelA  T={Ulshe]a

iff the sequent T = {U}[s ade’ 0 7'], A is P-valid.

3

The mechanism we give is less flexible than the ones used for aspect-oriented programming [94] and is not based on
them. We do, however, acknowledge the conceptual similarities of integrating cross-cutting concerns.
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aifay azfay

I'={U}[slF*7],A [s F 7,07,]ew[s IF 7,0 7,]
r'= {U}[sIF¥ '], A

(split-0) ;
I'= {U}sIF* 1§ '], A

ajfaq aj
[s IF 7,07 ew [slFTq]
aif(azfaz) (a1faz)fas

[s I+ T10 (120 73)] e [s I (11 072) 0 73]

Figure 4.4: General rules for leading compositions.

Proof. See p. 172.

From the above lemma and the definition, we immediately see that the rules in Fig. 4.4 are sound.
However, we are interested in composition, not decomposition. Composition simplifies the design of
behavioral types, because it is not required to describe state changes in all calculi. Instead one can omit

the context completely and design a sound, but imprecise rule that is supposed to get its precision from
a leading type.

Definition 4.22. Let (1), (r2) be two rules of the form

I'={U}lp;,A ... T=>{Uly,A
F,{U1}¢1 :>{Ul}l:sl”_OLTI:LA F:{Um}wm:;’{Um}[sm”_a Tm]:A
rn p cond,

I'= {U}slIF*7],A
= ’L/Jl = ’Lpn/

S R Y W

(r2) - = cond,
= [sIF* 77]

Its composition (r1(r2) is defined as follows.
* The conclusion is T = {U}[sll-aoa/ T01'],A
* The side-condition is cond; A cond,.

* The premises are
1. all basic sequents that are a premise from (r1) and
2. for each premise of (r2), the sequent represented by I = {U;, A
3. for any premise of (r1) represented by

(@, U, [s; IF ri])

(w,e,[sj i T;])

and any premise of (r2) represented by

with s; = s; the sequent represented by

aja’
(<I>, U,[s IF 7; 0 T;])
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4. If some premise of (r1) or (r2) is not subsumed by the above construction, then it is also a premise
Of (r1(r2).

We stress that the formulas {U;}1); are added to the merged rule — they must now hold in less states
than described in (r2). The following example shows how this can be used to merge multiple rules to
increase precision if more information is known and how it simplifies the design of new types.

Example 4.6. Consider the following rules for postcondition reasoning and object invariants.

Apst .
T = {U}{heap := select(heap, f,e)}[s IF ],A  (ostreturn) I' = {UHresult := e}y, A

(pst-assign) Gpar Apst
ps
T={U}[v = e;s IF 9], A I['= {U}[return e IF @], A
Asiny Ny
. . = [5 I I ] (inv-return)
(inv-assign) . Asinv
oY = [return e I I]

=[v := e;s IF I]
The rules are all sound, albeit useless: the Ty, rules cannot match on sequents with non-empty an-
tecedents. They are not supposed to be used for proofs, they are modeling the aspect of object invariants.
Merging the rules according to Def. 4.22 results in the following rules.

apst dasiny

I' = {U}{heap := select(heap, f,e)}[s IF ¢ (I],A

Apst{Asiny

Ir=>{U}v=es IF ¢JI,A

(pstinv-assign)

[ = {UH{result :=e}p,A I'={U}I,A

apst dasiny

= {U}return e I ¢{JI],A

(pstinv-return)

This allows us now to show that the following method preserves the invariant this.i > 0 and has the
postcondition old.i < result — 1 as shown in Fig.4.5a.

1 Int mQO{

2 this.i = this.i+this.i;
3 return this.i-1;

4}

The benefit is that the calculus for loop invariants neither needs to take care of the return value, nor
of the specifics of the heap. We want to similarly merge rules where both input rules are leading but
before we do so, we observe that Def. 4.22 is not necessarily soundness-preserving: E.g., the original
update and logical context of the leading rule are added to the basic premises of the led rule. This is only
sound if the basic premise is modeling some obligation to be proven at the point where the statement in
question is executed. We can formalize such requirements.

Definition 4.23. Let () be a rule of the following form

=Y, ... =Y,
= [s;IF* 1] ... =[s,IF*7,] i
= [slF 7] con

We say that () is basic-local if every statement s; is a substatement of s and if for every state (g), every
variable assignment 3, every trace 6 € [s] (9).1.8 the condition 0 = a(t) holds whenever
o)L

¢ (Z) = /\iSn i
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this.i > 0 = this.i+this.i >0
this.i > 0 = {old := heap}{heap := store(heap, i, this.i+this.i)}this.i > 0
*

this.i >0 = 1 < this.i
this.i > 0 = this.i < ((this.i+this.i) —1)
this.i > 0 = {old := heap}{heap := store(heap, i, this.i+this.i)}{result :=this.i —1}old.i < result —1
o

* k%

apst asiny

this.i > 0 = {old := heap}{heap := store(heap, i, this.i+this.i)}[return this.i-1 |F old.i < result—1 { this.i > 0]

apst Asiny

this.i > 0 = {old := heap}[this.i = this.i+this.i; return this.i-1 |F old.i < result—1 { this.i > 0]

(a) Proofs with a merged calculus.

this.i>0 — this.i+1>0
this.i>0 — {... }true this.i>0 — {old := heap||heap := store(heap, i, this.i+1)}this.i>0

this.i>8 — {old := heap||heap := store(heap, i, this.i+1)}[skip; [F*st%nv trye § this.i>0]
this.i>0 — {old := heap}[this.i = this.i + 1; skip; IF%st!%nv trye { this.i>0]
this.i>0 — {old := heap}[this.i = this.i + 1; skip;IF% this.i>0]

(b) Rewriting into a composed type to gain access to rules that keep track of the context.

Figure 4.5: Example proofs using leading composition.

* the side-condition holds and s matches T

* thereisani < mand an (g:) such that for each 6’ € [[Si]](cr’) Lp that is a suffix of 0, 0’ |= a(t;) holds.
p' )

Basic-locality expresses that the rule is a schema to reduce reasoning about the question whether traces
of s are models for 7 to (1) some conditions of the first state (2) some syntactic side-conditions and (3)
substatements of s. It is defined over a rule, but it mirrors a composition property of the behavioral type
semantics itself. These rules are sound, because in the led type they are must be shown for all states. To
do so, we must ensure that the leading type indeed symbolically executes the statement.

Definition 4.24. Let () be a symbolic execution rule of the following form with U; = U o U/ for each i < m.

I'={U}p,A ... T=>{U}p,,A
) F’{U1}¢1:{U1}[Sl|}_afl]>A Fi{Um}lpm:}{Um}[sm”_aTm]JA
= {U}[slF* 7], A

(r1

We say that () is leading if for every state (g) with (g) = \i<n > every variable assignment f3 and every
trace 6 € [[S]](Z)J,ﬁ there is a (Z:) such that there is a i < m and a trace 6’ € [[Si]](a’) 16 that is (1) a suffix
p' )

of 0 and (2) 0’ = a(t;), and (3) (g:) = [U] )8 ((g)).

Leading rules describe that every trace of s has a suffix that is a trace of one of the statements in its
premises and that the update updates the state correctly.

Theorem 2. Let 1) and 2) be two rules according to Def. 4.22. Furthermore, let 1) be P-sound and
leading and (r2) be P’-sound and basic-local. (r14r2) is P N P’-sound.
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Proof. See p. 172.

Lemma 4.9. Let (1) and 2) be two rules according to Def. 4.22. Furthermore, let (r1) be P-sound and
leading, r2) be P’-sound and basic-local. (1(r2) is leading.

Proof. See p. 173.

This lemma enables us to concatenate leading: if (1 ¢r2) is leading, then it can be used to lead in the
composition (1 gr2 §r3). As mentioned above, the led calculus itself may not be used in isolation. This is
a problem, if the leading type is supposed to provide the context, but introduces new proof goals. In
this work, we mostly use T as the (left-most) leading type, which allows us to introduce trivial proof
obligations.

Lemma 4.10. The following rewrite rule is sound: [sIF* 7] «» [sIF%st® true § 7].
Proof. See p. 174.

If one needs to prove an invariant I (Using the variation of T;,, type sketched above), this can be
used to rewrite the original proof obligation into one of the lead type to use the rules which keep track
of the context. E.g., as in Fig. 4.5b. Again, it is not necessary to encode all aspects in one calculus — the
T,y calculus only encodes the aspect of object invariants, not keeping track of the heap.

Def. 4.22 cannot be applied to all rules. In particular, it misses two classes of rules: rules for loops and
rules where both input rules add context to the premises. We first address loops.

In this work, iteration is handled by loop, not by recursive synchronous method calls. For loops, the
standard approach to specification and verification are loop invariants. Originally [52], a loop invariant
for a state-based verification is a formula that holds at the beginning and end of each loop iteration.
During verification, it is proven that (1) the loop invariant holds before entering the loop and that
(2) the loop body preserves the invariant. The loop invariant may then be assumed for the statement
following the loop. Expressed as traces, the loop invariant is a formula that holds in the first and last
state generated by the loop body. The split into two steps to establish a loop invariant is necessary,
because the first state of the first iteration is not under control by the loop body, but is established by the
previous statement.

The above notion of loop invariants is the one used for postcondition reasoning, but we generalize it
to other behavioral types: A loop invariant is a specification of the traces generated by the loop body.
To be useful, a loop invariant must be chosen such that the specification of the overall statement can be
proven.

Definition 4.25. A rule is a basic-local loop invariant rule if it has the following form.

= [slF*74]
= [S’ ”_Ot Tz]

(while)
RN [while(e){s}s’ IF* 7]

As other basic-local rules, this rule is imprecise and only models the aspect of the loop invariant, here
the type 7;.

Definition 4.26. A rule is a leading loop invariant rule if it has the following form.

= {Ulp,A ... T={Uh,A
I {UHU e A p) = {UHU,}sIF 7,],A
T, {UHU,}(me A py) = {UHU, s’ IF 1,], A

(while)
¢ T = {U}[while(e){s}s’ IF* 7], A

Composing such rules is straightforward.
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Definition 4.27. The composition of a leading loop invariant rule (oop1) and a basic-local loop invariant
rule @oop2), both of the following form:

I'=>{Uly,,A I'={Uly,A = [l ]
TAUHU e A w1) = {UHU,HsIF 711, A [ ]
(loop1) TAUHU (e A ) = {UHU s IF 1,], A (loop2) > T2 ;
8 I' = {U}[while(e){s}s’ IF*T], A = [while(e){s}s’ IF* 7']

Is the following rule (oop3):

r={Uly,,A r={Uk,,A
T, {UHU (e A py) = {UHU s IFY 7, § 7], A
T, {UHU, }(me A g3) = (UHU Ms" K 7, § 711, A

(loop3) ;
I = {U}[whilee){s}s’ IF¥¥ 7 § T'],A

Theorem 3. Let 1) and (2) be two loop invariant rules according to Def. 4.27. Furthermore, let (r1) be
P-sound and leading, (2) be P’-sound and basic-local. (+1¢r2) is P N P’-sound and leading.

Proof. See p. 174.

Finally, we consider the case where both rules provide context. This is covered by the leading rules of
Def. 4.24 — we compose two leading rules by considering both added contexts.

Definition 4.28. Let (r1),(r2) be two leading rules according to Def. 4.24 of the following form.

I'=>{U}p,A ... T=>{U}lp,A
) F,{U1}¢1:>{U1}[Sl|l'afl],A F){Um}wm:{Um}[sm”_aTm]:A
r= (U)[sF <], A
I={U}p,A ... T=>{U}¢,A
T U, = (U, F T,a ... T{U. 3, = {U s IF 7 ], A

(r2)

r'= {U}sIF* 7'}, A
The composition (r19r2) is defined as follows:
* The conclusion is ' = {U}[s”_aoa’ T07'],A
* Each basic premise of (1) and (r2) is a premise of (r1r2)

* for any premise of (r1) represented by

(fb U U, U s, F Ti])

and any premise of (r2) represented by
(X/ ,
oU {{U;}y;}, U, [s51F Tj]

with s; = s; and U; = U, the sequent represented by

ala’
(éU{{Ui}wi:{Ui}wj}: Uslsi IF TiQT;'])
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* If some premise of (1) or (r2) are not subsumed by the above construction, then it is also a premise of
(r1Qr2).

Theorem 4. Let (1) and (r2) be two rules according to Def. 4.28. Furthermore, let (r1) be P-sound and (2
be P’-sound. (r1yr2) is P N P’-sound and leading.

Proof. See p. 174.

Definition 4.29 (Composition of Behavioral Types). Let T; = (T, @1,t1, 7;) and Ty = (T4, Ay, Ly, TT») be
two behavioral types. The composed behavioral specification T § Ty = (71 0 T, @1 0 &g, tq § Ly, 71 § 7T5) s
defined as follows, extending Def. 4.21.

* The proof obligation schema is defined as v, ( t5(m) = (@1 A ¢y, T; ) To) where t1(m) = (¢4, 7T1) and
to(m) = (2, 7o)

* The calculus 1, { 7, is defined by applying Def. 4.22, Def. 4.27 and Def. 4.28 to all symbolic execution
rules. If some of the definitions cannot be applied because the rules do not match or some prerequisite
of Thm. 2, Thm 3 or Thm. 4 is not satisfied, then composition fails. All rewrite rules are also added to
Tty { 7T,

So far we only considered sound rules — merging with (or of) enabling rules in general does not
preserve soundness or enablement. The reason is that sound rules contain all information needed to
establish their soundness are contained in the premises — reasoning about the result of merging them
can be done by assuming the validity of the original premises. Enabling rule, however, have external
arguments for their enablement, which may or may not be composable. Even with this restriction,
merging of calculi saves time when (re)proving soundness of the merged calculus, as only enabling rules
must be reproven. These are, in the example that we have, only the rules concerned with await and get.

Theorem 5. If T, and T, are sound, all sound rules of T, are leading and all sound rules of T, are either
leading or basic-local then all rules of T, § T,, that are not composed of enabling but unsound rules, are
sound.

Proof. See p. 175.

4.3.2 Led Object-Invariants

We now present the behavioral type T, which we use to model the aspects of heap memory and
postcondition and T;,,, which is modeling the aspect of object invariants. T, is used as the leading type
in the composed type we give in later chapters, T;,, illustrates the use of composition.

Definition 4.30. The behavioral type T, extends the behavioral specification of Def. 4.4 with (Lpg, T pst)-
There are no restrictions on t,g. The calculus T, is given in Fig. 4.6

Rules (awaitF) and (awaite) anonymize the heap, but not the other variables, because the local state does
not change during suspension. Additionally, last is set to the heap after suspension. Rule (while) uses an
invariant I that has to hold at the beginning of each loop iteration and, thus, can be assumed after the
loop. The other rules are analogous to Tg,, in Fig. 4.3. There is no global composition for T .

The led object invariant type is analogous to the one in Def. 4.18, but with a far simpler calculus and
can be led by the postcondition type to include loop invariants.

Definition 4.31. Let C be a class and I a IFOL sentence containing only fields of C. The behavioral type
’]I‘ilnV = (Tinys Ainys l’iInv’ Tiny) fOr C has as its syntax the set of all [FOS formulas which contain only fields of C.
The semantics is defined as

tiny () = Vi € I (isEvent(i) A = (isFutREv(i) V isNoEv(i) VislnvEv(i)) ) — [i + 1] F ¢

The calculus is given in Fig. 4.7, the obligation schema is defined by LiInv(m) = (I, I) for all method names.
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Apst Apst
(1, assignV) Ir={UHv:=e}[s IF ¢],A (T, readv) I'=>{UHv:=v}s ||; L,f],A  fresh
ps

Apst
= {U}veessloLA I'= {U)v = e.get; s IF @], A

Apst
I',= {U}{heap := anon(heap)}{last := heap}[s |T- pl,A

(’]I‘p“-awaitF)

Opst
I'= {U}[await e?; s IF ¢],A

I',{U}{heap := anon(heap)}{last := heap}e =
Upst

{U}{heap := anon(heap)}{last := heap}[s IF ¢],A
(Tpse-awaitB)

Apst
I'= {U}[await e; s IF ¢], A

Apst
T, <cal) = {UHv:=v}[s IF pl,A J fresh

Opst
I'= {U}v = fimCeq,...,e); s IF ¢, A

Apst

[ {U}me= {U}[s’;s>" IF v],A T'= {U}result :=e}p, A

Apst (Tpn-return)
[,{Ule = {U}[s;s’’ IF ¢],A
Apst

I = {U}[if(e){s}else{s’};s’’ IF ¢], A

Apst
(T, i) I'= {U}[return e IF ¢],A

pst

Apst

= {U}s IF 9], A o = {Uly

(T se-skipCont)

Qpst ] Qpst
I = (U}[skip; s IF ¢, A I'= {U}[skip IF ¢],A

I {UHU LY Ae)= (UHU LM IF 11,4

g D2 UILA T {UMU U A=) = UHU M IF 9], A

pst

Apst
I = {U}[while(e){s};s’ IF ©],A

Figure 4.6: Rules for 7. Rules for variable assignments with declaration are analogous. U, assigns
to heap the term anon(heap), and every other program variable except old a fresh function
symbol.
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Qinv Qiny
. =[s IF 1] =[s IF I]
(T;,,-assignV) = (T;,,,-readV)
nvy
=>[v=oe; slkI]

Ainy
= [v = e.get; s IF I]

T'={U},A
I',{U}{heap := anon(heap)}{last := heap}I =

{U}{heap := anon(heap)}{last := heap}[s OLlilrlv I1,A

(T;,,,-awaitF)

QAiny
I'=> {U}await e?; s IF I],A

r= {U},A
[',{U}{heap := anon(heap)}(I Ae) =

{U}{heap := anon(heap)}{last := heap}[s Otlilrlv I,A

(T;,,-awaitB) =
I'= {U}[await e; s IF T],A
Qiny
Ainy =[s’;s’’ IF I]
= [S “_ I] Ainy
(Pt . S [sis IF 1]
= [v = fimCey,...,e,); s IF I] (Tiny ) Ty
= [if(e){s}else{s’};s’’ IF I]
w
=1 [ (Ty-skip)
(Tiny-return) Ainv (T;ny-skipCont) = [S u aI-] o = [Skipalilzv I]
= [return e IF I] = [skip; s IF I]
Xiny Xiny
(T, -while) =[s’ IF I] = [s IF I]

= [while(e){s};s’ IF I]

Figure 4.7: Rules for m;,,. Rules for variable assignments with declaration are analogous.
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I'= {U}v:=e}[sIFsti%mv o, § 1], A
I'= {U}[v = e; slFosti%inv 5 §T] A

(Tpee (T -assignV)

I'= {UMHv:= v}[slFostl%nv o § 1] A

(Tpse Tipy-readV)
I'= {U}[v = e.get; slF%sti%nv , §1] A

v fresh

T'= {U},A
I',{U}{heap := anon(heap)}{last := heap}I =
{U}{heap := anon(heap)}{last := heap}[s [F%st!%nv o, § ], A

(Tpse (T;py-awaitF)
I = {U}[await e?; slFo%sti%inv , § 1] A

= {U},A
I',{U}{heap := anon(heap)}{last := heap}(I Ae) =
{U}{heap := anon(heap)}{last := heap}[s|-*pst{%inv p(QI],A

I = {U}[await e; sIFosti%nv o § 1] A

(’]I"”t {T;,,-awaitB)

— apst 0iny
T 1T, <) I'={UHv:=v}slk p(QI],A  tresh
I'= {U}[v = fimCey,...,e,); slFosti%inv e 51 A

T, {U}me = {U}[s’;s"" IF%t¥m o I, A T,{U}e= {U}[s;s"" K%t o 9 1], A

(Tpst QTinv-if)
I' = {U}[if(e){s}else{s’};s’’ |- %pst{%iny p(QI],A
I['= {U}{result :=e}p,A I'= {U}{result :=e}l,A

(Tpse {T;y-return)
I' = {U}[return elF%st?%nv o § 1], A

T = {U}[sIFesti%nv o § 1], A

(Tpet {T;ny-skipCont)
I = {U}[skip; slF%sti%inv o § 1], A

= {U}p, A

(Tptt QTinv-Skip)
T = {U}[skipFosti%nv o § 1], A

IL{UHU I Ae) = {U}{Uﬂ}[sII—“‘PStQO‘inv I'y1],A
I'={U}',A T,{UHU,}I'A—-e)= {UHU s’ IF%sti%nv o § 1], A

(Tt {Tim,-while)
I' = {U}[ while(e){s};s’ ”—apstoainv v §11,A

Figure 4.8: Rules for 7, {7;,,. Rules for variable assignments with declaration are analogous.




Lemma 4.11. T is sound and leading. T;,, is sound.
Proof. See p. 175.
The composed type is now able to handle object and loop invariants. The following directly follows.

Lemma 4.12. T, 0T/ is sound and leading. Fig. 4.8 gives the calculus Tpst { Tiny- Lemma 4.7 holds for
T et ()’]I‘ilnV under the same assumptions, as long as the obligation schema . uses true as its precondition.

Proof. See p. 175.

The rules (t,,, 0T;,,-awaitF) and (T,,, IT;,,-awaitB) are enabling, the proof is identical to the one in Lemma 4.6
because we do not need to consider anything from the leading type. We note that T { T;,, strongly
resembles ABSDL [44], but contrary to ABSDL, the object invariant in T, { Tj,, is explicit.

4.3.3 Skipping Postconditions

The type T, (Ti,, demonstrates the usage of leading composition, but other ways of composition are

also possible and useful. For example, discharging proof obligations to remove dependency edges from
deadlock graphs [78] requires that a condition has to hold at every point the method releases control if it
has regained control again. I.e., it does not have to hold at the first suspension and not at the termination
if there was no suspension. We can encode the system given in [78] by combining a new behavioral type
with Tpg.

Example 4.7. The behavioral type for skipping postconditions is Tgyj, = (Tskip> Askips bskip> Tskip)-
* The syntax T, is again the set of all [FOS sentences not containing result.

* The semantics is defined as

ogip(9) = 3i € 1. ((isSuspREv(i) V isCondREV(i)) A
(Vj €I ((isSuspREv(j) VisCondREv(j))Aj = i))/\
Aousp(0)k €T\ k> i +2])

* The obligation schema is provided by the user.

* The calculus is analogous to T, except the rules given in Fig. 4.10 and that there is no loop invariant
rule.

The behavioral type for suspending postcondition is Tsys, = (Tsysp> Asusps Lsusps Fsusp)
* The syntax T, is again the set of all IFOS formulas (not containing result).

* The semantics is defined as

Gesp(9) = aper(0) A Vi € L ((isSuspEv(i) v isCondEv(i)) — [i + 1]+ )

* The obligation schema is provided by the user.

* The calculus is analogous to T, except the rules given in Fig. 4.11 and that there is no loop invariant
rule.
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select(anon(store(heap, i,0)),i) > 0 = {heap := étore(anon(store(heap,i,®)), i,-this.i)}this.i < ®
select(anon(store(heap, i,0)),1i) > 0 = {heap := store(anon(store(heap, i,0)), i, -this.i)}[await true; return 0a5|u|_5p this.i < 0]
{heap := anon(store(heap, i,0))}this.i > 0 = {heap := anon(store(heap, i,0))}[this.i = -this.i; await true; return ®aslr—spthis.i < 0]
= {heap := store(heap, i,0)}[await this.i > §; this.i = -this.i; await true; return ®a|s|tipthis.i < 0]
= [this.i = 0; await this.i > 0; this.i = -this.i; await true; return ®a|5|l:ipthis.i < 0]

Figure 4.9: A proof with skipping postconditions.

Asusp
I = {U}{heap := anon(heap)}{last := heap}[s IF ¢], A
Askip

I'= {U}[await e?; s IF ¢],A

(T y;5-awaitF)

I',{U}{heap := anon(heap)}{last := heap}e =

Asusp
{U}{heap := anon(heap)}{last := heap}[s IF ¢],A
(T kip-awaitB) o
skip
['= {U}await e; s IF p],A
(T ,k;p-return) o (T ;p-skip) o
I'= {U}[return e IF p],A I'= {U}[skip IF ¢], A

Figure 4.10: Selected Rules for 7y,

Tsysp is integrated into T, by falling back to it once a suspension point has been detected. Note that
we give no loop invariant rule. The loop has to be explicitly unrolled once to detect the first suspension.
One possible way to amend this is to restrict loop invariants to loop bodies without suspensions and use
two premises using T, as in the informal example in the beginning of this section. For example, one
can prove that this.i = 0; await this.i > 0; this.i = -this.i; await true; return 0 establishes this.i
< 0 at all release points, but the first one. This is shown in Fig. 4.9.

Askip Asusp

The update is slightly beautified for readability. Note the change from IF to I . The proof of
Fig. 4.9 cannot be translated directly neither into object invariants (because the first suspension does
not need to prove the invariant and no suspension may assume an invariant) nor into postconditions,
because the condition has to be proven at some suspensions additionally to the very end.

4.4 Discussion

On Behavioral Types.

To the author’s best knowledge, there is no formal definition of the term “behavioral type” in the
literature. In the two books providing an overview over behavioral types, they are defined as descriptions
of programs, “in terms of the sequences of operations that allow for a correct interaction among the involved
entities” [1] or systems that aim “to describe properties associated with the behavior of programs and in this
way also describe how a computation proceeds.” [74].

BPL behavioral types fit both definitions, even the simple object invariants type above: It describes a
property associated with the behavior of the program (an invariant) and so describes how a computation
proceeds (by preserving it). Similarly, the invariant allows for a correct interaction among involved
entities, which are the processes of the object in question.
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I'={U}p,A

Asusp
— I' = {U}{heap := anon(heap)}{lasfx:: heap}[s IF ¢], A
susp
I['= {U}[await e?; s IF @], A
= {U}p,A
I',{U}{heap := anon(heap)}{last := heap}e =
Asusp
{U}{heap := anon(heap)}{last :=heap}[s IF ¢],A

(T,,sp-awaitB) =

susp

['= {U}[await e; s |F ¢],A

Figure 4.11: Selected Rules for 7y,

Classical dynamic logic systems for object invariants, e.g., ABSDL [44], also fit these definitions. For
this reason, we deem the above definitions as not practical to distinguish between behavioral types and
other static analyses for functional properties.

Behavioral types are sometimes (informally) distinguished from data types by having a subject reduc-
tion theorem where the typing relation is preserved, but not the type itself [41]. This fits the intuition
that invariants are not behavioral types, but does not allow for a denotational semantics for behavioral
types by requiring a subject reduction theorem as a specific form of soundness. It does, however, fit the
intuition of the behavioral type better: it must include a type system, i.e., a calculus which matches type
and statement in some context and it must describe behavior in the sense that a substatement may have
a different type than the superstatement. The object invariant behavioral type only uses trivial match-
ing of type and statement, but the system we give in the next sections show that BPL can handle more
complex matching. In this sense, the behavioral modality can be seen as a generalization of a type judg-
ment, where the context is encoded in the premise of the sequence and the update before the modality.
The calculus can however connect multiple modalities. This generalization mirrors the generalization of
Hoare Triples to standard dynamic logic modalities.

We can amend our definition and the one above by distinguishing between BPL behavioral types in the
narrower sense and BPL behavioral types in the broader sense. For BPL behavioral types in the narrower
sense, we demand that the type system must involve a rule where the type in the modality of a premise
differs from the one in the conclusion. For BPL behavioral types in the broader sense, we do not impose
this restriction. This fits the intuition that object invariants are not behavioral types (in the narrower
sense), but Session Types (see chapter 7) are. In the rest of this work, we use behavioral type always in
the broader sense.

We, thus, argue that BPL generalizes behavioral types (for Active Objects) as well as dynamic logic.

On Enablement.

Enablement is normally subsumed under the term “soundness” and occurs in the use of method con-
tracts already for simple sequential programming languages. The difficulties we faced occur in the case
of recursive synchronous method contracts. Enabling rules, just as method contracts of JavaDL [62],
bind our calculus to a specific purpose. Sound rules reason about modalities without any context, while
enabling rules require global information (i.e., not visible in the proof).

Enablement is not soundiness [101]. Soundiness describes that in many development contexts, users
may accept unsound analyses. Enablement ensures that the overall analysis is sound, merely intermedi-
ate steps which are not exposed to the user are unsound.
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On Completeness and Subtyping.

We do no discuss completeness. For T, T;,, and T}, we conjecture that completeness results from [8,
44, 7] carry over. Similarly, we do not discuss subtyping. We conjecture that for two types 7, T, of some
behavioral type T, one can formulate that 7, is a subtype of 7, iff a(t;) implies a(7,). This can be
integrated into the calculus with a rewrite rule 7, ~» 7, with the side condition that 7, is a subtype
of 7,. For loop invariants this corresponds to proving a stronger loop invariant. We discuss behavioral
subtyping for method contracts in chapter 6, but not general subtyping.

On the Difference of Behavioral Specifications and Logics.

One may wonder why a behavioral specification is not a logic, as it has a syntax, a class of structures
it is evaluated upon and a satisfiability relation between a syntactic expression and a structure from this
set. Some lines of work in abstract model theory require only such a triple to define a logic [54].

For the notion of a logic, we follow a more restricted view, that requires certain additional properties
(e.g., closure under negation and relativization [28, 46]). We deem this variant more appropriate as it
allows for characterization of logics, via, e.g., Lindstrom theorems [98, 123] and captures our intuition
about logics better.

As we have no restrictions for the syntax of behavioral specifications, they are not a logic in this sense.
Some of them, such as T, however, are logics.

On Composition.
The composition we give requires structurally similar rules in two ways:

* The semantics of the behavioral type must be of a form that that allows to decompose the satisfi-
ability of the semantics of a type for a given statement into the satisfiability for the first state and
semantics of (different) types for the substatements. This does not impose the restriction that the
first state is isolated, because if the first state influences the satisfiability of the rest of the trace,
this may be encoded in the type for the substatement.

* Repetition is handled solely by loop invariant rules, it is an open question to define leading com-
position for loop scopes [121] or recursive synchronous method contracts or how to compose two
rules which use different mechanisms for repetition.

On Histories.

Contrary to ABSDL [44], the behavioral type T;,, does not allow to specify properties of the events in
the trace as part of the invariants. To do so, a special program variable history keeps track of the events.
E.g., ABSDL allows the following invariant (simplified for readability):

this.i > 0 — 3s € Seq. history =so <futEv(m)>

This expresses that if after a suspension or method termination, the field i is strictly positive, then the last
event was a termination of method m. I.e., this.i > 0 holds only after m terminates.
We omitted this for two reasons:

* It is straightforward to add such a variable to T;,, analogous to the work of Din et al. [44], yet it

would dilute the presentation of BPL if included here.

* In the rest of this work we show how to verify trace properties without explicitly keeping track of
the trace. Instead, traces are verified on-the-fly during symbolic execution of the statement in a
modality.
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5 Effect Types in BPL

Using the semantic effects, we give two behavioral type systems, similar to type-and-effect systems [108,
58] to verify properties concerning side-effects. The side-effects in question are memory read and write
accesses, as well as synchronization. The first behavioral type expresses framing for methods, i.e., that
a method only reads and writes fields it is specified to read or write. We use this frame type to specify
and check dynamic frames. The second behavioral type, the sequential effects type, specifies for each
field the allowed order of read and write accesses. This is a useful property for optimization, e.g., for
parallelization [18]. For sequential effects, we distinguish between read accesses to copy the value and
read access in suspension statements, which allows to express that a field may be read, but not in a
guard. This may be not desirable if the number of read accesses is important, as the scheduler may
evaluate a guard multiple times. Alternatively, one may verify that the scheduler never accesses a field
at all.

5.1 Frames

We give a simple dynamic frame [92] system for CAQ. The frame is a pair (R, 20) of sets of field names.
Intuitively, it specifies that the method may only change the fields in 20 and only depends on the values
in R. The 27 set allows us, for example, simple checking of object invariants: if none of the fields used in
an object invariant is written in a method, then it is obvious that the method preserves the invariant. The
R set allows us to reason about when two method calls result in the same execution: If the parameters
and the values in R are equal and no suspension occurs, then two method calls return the same value.
In the framework of JavaDL [62], frames are only given for a sequential language, which makes the
method-wide read location sets more useful. For CAO we generalize the JavaDL system and have a frame
for each point the method gains control. L.e., for each suspension point and for the method start we give
a frame which has to be observed until the next suspension point (or termination). This also makes the
frames dynamic: the current frame changes during execution of the method. Instead of using model
fields like JavaDL, we use program-point identifiers and an external specification.

The formalization in JavaDL verifies that all reads on fields not in f& do not influence the execution.
This cannot be expressed just by checking whether the fields syntactically occur in the method and was
encoded in the postcondition of a DL modality. In contrast, we forbid such reads syntactically, but not
by analyzing the mere presence in the code — instead we check whether their occurrence in the code is
executable given some specification, e.g., a method contract. This is not dead-code detection: A method
may have a more restrictive frame when used in a protocol than as specified in its method contract
or have method contracts with multiple frames. In practice, a method (or suspension point) can have
multiple frames, depending on the context. Thus, the specification must be known to analyze whether
a given statement is reached in this situation. We give the behavioral type for frames without any such
specification. When used with a more precise specification, e.g., object invariants, the type must be led
by the type verifying this invariant.

Definition 5.1. Let F be the set of all fields. The behavioral type Ty, for frames is defined as

T = (2O x 2 () x (P = (2(F) x 2 (7)), g 71

The syntax of a frame type is a triple (R,20,S). The first two elements are sets of field names, the last one
is a map from program-point identifiers to pairs of sets of field names. We say that R is the read set and 20
is the write set and analogous for the pairs in the image of .
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The obligation scheme ts, maps every method m to some frame
L (m) = (true, (R, Wiy, Gm))

The semantics of a type (R,20, &) is that only fields from R are read and only fields from 20 are written
up to the next suspension and that &(i) holds for all traces between two suspension points starting with the
suspension at point i. Given a pair rw = (2R, 20), we write R(rw) to select the read set and 25(rw) to select
the write set.

First, the semantics of a (R, 20) pair, starting from a position i. We use a predicate isLast(i, j) that holds
iff j is either the index of the first suspension event after i, or the last event in the trace if it contains no
suspensions.

sem(i, (R,20)) =

Jj el (isLast(i,j) AVk el (i <k <jAisEvent(k) — (‘v’f eF. ((fR eeff(k) - f € R)

A(fw € eff(k) - f € w)))))

The semantics expresses that the active pair holds up to the next suspension (or the end) and that after each
suspension with PPI p, the frame from &(p) holds. The set B of program-point identifiers is finite for a given
method and the formula is finite.

ag (R, W,6)) =T €L VjeLjzirsem(i,R,W)A [\ Vi€l pe€eff(i) > sem(i, &(p))

pedom(S)

The calculus is given in Fig. 5.1 and the rules are straightforward, checking that every field that is
evaluated is allowed to be read and every assigned field is allowed to be written. Note that we do not
reason about local variables, only fields. The only more complex rule is the one for loops: Here, one
must give the subsets of the read and write sets, because inside the loop there may be a suspension. The
statement after the loop and the loop body up to the first suspension has to observe the read (and write)
set of the previous suspension point before the loop and the read (or write) set of the last suspension
point(s) inside the loop body. Thus, the loop body, the loop guard and the statement after the loop are
all typed with the intersection of the type before entering the loop and the types of the last suspension
points within the loop. We omit the context in all rules because we expect that when the frame is verified,
a leading type is provided for precision.

Example 5.1. Consider the method in Fig. 5.2a and the two frame types given there. The method can be
typed with the first type, but it cannot be typed with the second one: It will read from f after executing the
statement identified by 1 and this error is caught by the intersection in the loop rule. The two proof trees for
the method are given in Fig. 5.2b.

We can, however;, show that the method does adhere to the second frame type if the behavioral type is led
by the postcondition behavioral type and assume that the parameter i is always negative and the loop is thus
never executed. For readability, we write (R, 20, &) for true { (R,20, ). To integrate T, we use the rule
from Lem. 4.10. This is shown in Fig. 5.3. Loop unrolling can be realized with a (trivially sound) rewrite
rule

while(e){s}s’ e if(e){s; while(e){s}skip}else{skip}s’

The calculus 74, at no point uses logical operations beyond manipulations of the modality. The above
example justifies that we nonetheless express it in BPL: by composing it with further calculi, we can
analyze whether a method adheres to its frame in a given context. Similarly, we can analyze different
frames in different contexts, e.g., a more restrictive frame can be used when a method is analyzed in
the context of a protocol then in the context of a method contract. By expressing dynamic frames as
behavioral types we do not need to encode them in the postcondition.

Lemma 5.1. Type Ty, is sound, all rules are basic-local and none of the rules is enabling but not sound.
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= [sIF (%, 29,8)] = [sIF (%, 29, 8)]

(Tg,-assignV) ar |OC(e) C R (T-rdv) a5 |OC(e) ChR
3[v = e; sll-(iﬁ,ﬂﬁ,G)] :[v = e.get; sll-(%,QIT,G)]
Aafy
= [sIF(%,20,6)]
(Ty,-assignF) ar, |OC(e) CR,£f€W
= [this.£ = e; sIF(R,2,6)]
Ofy
= [sIFR(S(0)), W(S(p)), &)]
(T¢,-awaitF) ar, |OC(e) - R
= [await e?p; slIF(R,20, 6)]
Ofy
> [sIF(R(S()), W(S(p)), &) ]
(T¢,-awaitB) an, |OC(e) - R
= [await ep; sIF(R,20, 6)]
Ofy
=|slF(R,20,6
(T;,<allV) [s ( 01] Ui<n loc(ei) € R
= [v = fim(el,...,en); s ||-(9‘i,2ﬁ,6)]
afe afy
=[ss FO/LW,6)] =[s;s IF(R,2,6)]
(T4,f) o loc(e) SR
= [if(ed{s}else{s’}s’’ IF(R,20,8)]
afy
(T4,-skip) = [s Ik (R, 20, 6)]

(T¢,-skipCont)

Afy
kip IF (9%, 20, & [
= [ skip IF( )] = [skip; s ||£(9%:QU’6):|

(T,-return) loc(e) € R
Afy
= [return e IF(%,QU,G)]

= [s IF (R N N RSO, W N Nop WESD), S)]

[s* IE (R0 o RS, 281 op W(S(D)), &)]
(T4, -while) =[5 PN ey REWD), (iep 20(6(), &) loc(e) € (R N[ icpr R(S(1)))

= [While(e){s} is’ Hf—r(iﬁ, 20, 6)]

Figure 5.1: Calculus 7t¢, for the frame type Ty,. P’ is the set of final program-point identifiers of suspen-
sions inside the loop.
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1 Int m(Int i){

2 this.f = i;

3 while(d > 0){

4 await this.f != i;;

; this.c = this.c + 1: ({81, {8, 1 > (e £1,{c])
o3 ({£1{},{1 > ({c}, {c])

7 return i;

8

3

(a) Code and Specification

= [skip: I (8, {c}, {1~ ({c, £}, {c}}))]

= [this.c = this.c+1; skip; Tlf—r ({c, £}, {c}, {1 = ({c, £}, {c}})]

= [retun i IE (8, {£), {1 ({c, £}, {c}))] = [await this.£ 1= i;this.c = this.ce1; skip; I ({£),0, {1 ({c, £}, {c}}))]

Ofr
= [while(i>0){await this.f != i;;this.c = this.c+1; skip;}return i; I ({f},{f},{l — ({c, f},{c}}))]

Ofr
= [this.f = i; while(i>0){await this.f != i;;this.c = this.c+1; skip;}return i; I ({f},{f},{l — ({c, f},{c}}))]

= [return i; (leir ((?), B,{1~ ({c}, {c}}))] = [await this.f != i;;this.c = this.c+1; skip; llxlir (0, 0,{1— ({c}, {c}}))]

= [while(i>0){await this.f != i;;this.c = this.c+1; skip;}return i; Tlir({f},{f},{l — ({c},{c}}))]

Afr
= [this.£ = i; while(i>0){await this.f != i;this.c = this.c+1; skip;}return i; IF ({£}, {£},{1 — ({c},{c}})]

(b) Proof Tree

Figure 5.2: Example for dynamic frames.

i < 8 = {heap :=store(heap, f, i) }true
i < 0= {heap := store(heap, £,i)}[return i; IFst2%r ({£}, {£}, {1 — ({c},{c}}))]
i < 0=> {heap :=store(heap, £,1)}[skip;return i; IF*»=? ({£}, {£}, {1 — ({c}, {c}})]
i < 0, {heap := store(heap, £,i)}i < 0 = {heap := store(heap, £, i)}[skip;return i; IF%pstiotr ({f}, {£}, {1 = ({c}, {c}}))]
(%)

false = {heap := store(heap, £, 1)}[. .. IFstl% ({f}, {f}, {1 — ({c}, {c}}))]
i < 0,{heap := store(heap, £, 1)}i>0 = {heap := store(heap, f,1)}[...IF%pstiot ({f}, {£},{1~ ({c}, {c}}))]
(%)

() ()
i < 0= {heap := store(heap, £,1)}[if(i>0){... Jelse skip;return i;IF%st" ({£}, {£},{1 — ({c}, {c}}))]

i < 0 = {heap :=store(heap, £, i)}[while (i>0) {await this.f != i; this.c = this.c+1; skip;}return i; ||-"PS‘°“f'({f},{f},{1 — ({c},{c}}))]

i < 0= [this.f = i; while(i>0){await this.f != i; this.c = this.c+1; skip;}return i; H—aPStO“f'({f},{f},{l >—>({c},{c}}))]
i < 0=>[this.f = i; while(i>0){await this.£ != i; this.c = this.c+1; skip;}return i;IF*" ({£},{£},{1— ({c},{c}}))]

Figure 5.3: Proving a frame in context.
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5.2 Sequential Effect Types

The above system only reasons about reads and writes in general. We now give a more refined system
that (1) reasons about the order of read and write accesses on a field, (2) differs between the read in a
suspension statement and a read in other statements and (3) gives an effect type to each field separately.
Properties we aim to specify are, e.g., that a certain field is not written after being used in in a guard,
but may be read before, or that a field may only be read outside of guards.

The system we give generalizes frames, and we introduce it to demonstrate how types that are assigned
to variables or fields (in contrast to processes, such as T},) are handled in BPL. First we define regular
expressions over effects.

Definition 5.2 (Regular Expression over Effects). The set of regular expressions over sequences of effects is
defined by the following grammar

r:=RS|RC|RW|W|rr|r+r]|r*|no

The effect RS (read-synchronization) expresses a read in a guard, RW (read-write) a read and a write
at the same time, RC (read-copy) any other read and W a write. The semantics of the dot expresses
sequential composition, + expresses alternative and the Kleene star expresses finite repetition.

Definition 5.3. The behavioral specification T for sequential effects is
Tesr = (F =1, dterr)

We write sequential effect types SE as {r¢} gcp or {£; — rq,...}. The semantics of a regular expression for a
field f is as follows.

noeff(j, £) = {fg, fw} Z eff(j)
af (RS)=3iel (VjeL j#i— noeff(j,£) A £ € eff(i) A Ip € P. pg € eff(i)
af (RO)=3iel (Vjel j#i— noeff(j,£) A fx € eff (i) A £y & eff (i) A ~3p € P. o € eff(i)
af (RW)=3ielL (VjeL j#i— noeff(j,£)) A £ € eff(i) A £y € eff (i)
af (W)=3iel (VjeL j#i— noeff(j, £)) A fyy € eff (i)
af(rrn)=3ielaf (ljel\j<ilnal(r)lie1\j>i]
aefff(rl +ry)= aefff(rl) \% aefff(rz)
af(r)=3xcL (i, jelieXAjeXAVkeLi<k<j)A
Vi,jeX. (i<ja-dmeX.i<m<j)-afMller\i<i<j]
afff(no) = Vi €I noeff(i, £)

The semantics of a type {r¢}fcg is that every field £ follows r.

aei({retecr) = [\ aly(re)li €1\ isEvent(i)]
feF
The semantics afff works on a trace that only consists of events and follows the translation of regular
expressions to MSO [20]. For the simple types (RS, RC, RW, W) the semantics expresses that only one
event has an effect for the field (Vj € I. j # i — noeff(j, £f)) and that the effect set at this event has the
correct effects (e.g., only a read for RC).
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For the sequential composition r;.r,, the semantics picks one position i, such that the semantics of r;
holds up to i and the semantics of r, after i. Relativization restricts all quantifiers in the semantics of the
subexpression to the traces before (or after) i. Similarly, the semantics of the Kleene star picks a set of
positions such that the translation of the subexpression holds between each pair of subsequent elements
of this set. Additionally, the set contains the first and last element of the trace. Alternative is translated
into a disjunction and no expresses that there are no effects of the given field. The semantics of the
whole type relativizes the semantics of the regular expressions for a field to the subtrace of events which
have an effects of this field. We stress that relativization is a syntactic operation and introduces no new
constructs into the logic.

Example 5.2. Consider SE,y, = {a+— RC.W + RW, b — (RS)*.RC}. The type for a specifies that the field
is either first read and then written, or read and written in one step. The type for b specifies finitely many

synchronizations and then one read. We require that all operations are specified, the following formulas are
valid:!

Qeff
[this.a = this.a + this.b; IF SE;p]
QAeff
[Int v = this.a; await this.b > 0; v = v - this.b; this.a = v; I} SEa,b]

The following formulas are not valid. The first example does not access a despite being specified to do so and
the second example does not read from b.

Aeff
[this.c = this.b; = SEap] does not follow the type of a
Qeff
[Int v = this.a; await this.b > v; this.a = v+c;skip; IF SE; ] does not follow the type of b
ab typ

As mentioned above, sequential effects generalize static frames. A static frame is a frame where
each program point is mapped to the same pair of read and write sets. Such a frame (R, 25, &), with
S(p) = (R, W) for all p that occur in the method in question, can be encoded by allowing each field in
PR to be read, but not written, each field in 20 to be written and each field in both sets to be written and
read. Only the fields in both sets are allowed to have the effect RW.

Lemma 5.2. Let R and 20 be two sets of fields of some class and let SEg oy be defined as follows:

SExgw= {f—=(RS+RO)* | feR, ££€WIU{f—(RS+RC+RW+W)*|feR, feW}
U{f> W) | £€ R, feWlu{f—no| £f¢ R, & W}

The sequential effect type SEy oy captures the semantics of the frame type (9, 20):

afr((?ﬁ, Qﬁ, 6)) = aefF(S EER,QH)

We conjecture that if the control-flow graph of the method is know, then a dynamic frame can also be
synthesized into a sequential effect type, but refrain from proving this formally as it offers no insights
into BPL.

Before we give the behavioral type itself, we require some auxiliary functions. The functions
app(SE,locs,r) updates a type SE by removing the prefix r from the types of all fields within locs.
If one of these types does not start with r, the update fails.

SE(¥) if £¢ locs

d if felocsASE(f) =r.r
no if felocs ASE(f) =
undefined otherwise

app(SE, locs, r)(f) =

1 For appropriately defined sets of programs.
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If the update fails, we write app(SE, locs, r)(£f) = L. If SE(£) = no for all fields £, then we write SE = no.

The function inner(SE) and cont(SE) take as input a type where each field has a type that allows us
to execute a repetition first. If the input has the form rj.r,, then the inner function returns r; and cont
returns r,. This is used to check the method-body against the repeated type and the continuation against
the part of type afterwards. In this pattern r, must also describe the evaluation of the guard after the
last iteration.

r if SE(f) =r].ry
undefined otherwise

cont(SE)(£) = { r2 if SE(£) =rj.ry

undefined otherwise

inner(SE)(£) = {

Again, these functions are partial and may be undefined. In this case a rule using them is not applicable.

Definition 5.4. The behavioral type T extends the behavioral specification with any obligation schema
and the calculus shown in Fig. 5.4.

Teit = (F = 1, Oetp, Leffs Tegr) With Lege(m) = (true, {re}ecr)

The rules (assignv) and (readv) check that all read fields in the expression have RC as their first element in
their regular expression. In the premise only the remainder of the regular expression has to be followed.
Other fields have the same type. There are two rules for field assignment. In any case all read fields,
except the written one, are checked to have a type that starts with RC. The rule (assignF2) is applied if the
written field is also read. Its type must then start with RW. Otherwise, rule (assignfF1) is applied and the
type must start with W. Rule (callv) collects the fields of all expressions: caller and all parameters. Their
type must start with RC. Rules (awaitF) and (awaits) are analogous to (assignv) and (readv), but check for RS.

The i rule checks that all fields in the guard have a type starting with RC and check both branches for
the remainder. The loop rule (while) demands that the type of all fields has the form r}.r, after evaluating
the guards and checks the rule body against r; and the continuation against r,. The other rules check
that once the execution has finished, all fields have the type no, i.e., there is no access left over.

The rewrite rules allow one to append no to either side, choose a type when an alternative is available,
unroll a repetition or wrap no into a repetition. The rewrite rules are needed to handle alternative and
to ensure that the loop rule is always applicable, as any type can be rewritten into the correct form if the
field is not accessed in the loop:

r ~» NO.r ~» no*.r

Note that rewrite rules that are only applicable in one direction, as the ones for alternative, may lead to
situations where backtracking is possible, because the wrong rewrite rule has been applied and cannot
be undone by another rewrite rule.

Lemma 5.3. Type T is sound, all rules are basic-local and none of the rules is enabling but not sound.

Example 5.3. Fig. 5.5 gives proof trees for some formulas in Ex. 5.2. In the first proof tree we apply one
rule application per rewrite, in the others we summarize them. In all of them, the steps marked with (x) are
due to rewrites.

The first proof cannot be closed, because this.b is not read at the end. The type contains a repetition, but
the program does not and the system can handle this via unrolling. Note that there is a second incomplete
proof for the formula, as there is a choice when applying the rule for +. The other proof, however, also fails.
The second proof can be closed. The two proofs in Fig. 5.6 show the matching of the Kleene star on loops.
The second one illustrates the matching of the Kleene star on loops if the field is read in the guard.

88



Aeff Oeff
= [s IF app(SE, locs(e),RC)] = [s IF app(SE, locs(e),RS)]

(T g-assignV) (T 4-readV)

=>[v = e; s(llleerE] :>|:v = e.get; SOLllefFSE]

= [s Oﬁ-ﬂ app(app(SE, locs(e), RC), {£}, W) ]

(T g-assignF1)
Aeff
=>|:this.f =e; sk SE]

= [s It app(app(SE, locs(e) \ {£}, RC), {£}, RW)]

(T g-assignF2)
Aeff
=>|:this.f =e; sl SE]

Oeff Qeff
= [s IF app(SE, locs(e), RS)] = [s IF app(SE, locs(e), RS)]

(T g-awaitF) (T g-awaitB)
Aeff Aeff
= I:await e?; s Ik SE] = [await e; sl SE]

= [s oﬁ-ﬁ app(SE, locs(£) U, locs(ei), RC) ]

('Jl‘e“-callv)
Aeff
= [v = fim(el,...,en); s Ik SE]
Oeff Qeff
= [s;s’’ IF app(SE,locs(e), RO)] = [s’;s’’ IF app(SE,locs(e), RO)]
(i)
Qeff
= [if(e){s}else{s’}s” I+ SE]
Qeff
(Teﬂ—-skip) aeﬂf . : |:S ”_ SE]
= [skip I+ no] (TegpskipCont) Aeff
= [skip; s IF SE]
(Tg-return) e app(SE,locs(e),RC) = no
= [return e lF SE] r~>r.no
Fewr+r
Ceff _ NO.r ~ r
= [s IF app(inner(SE), locs(e), RC)]
r]_ + I’2 ~ I’1
Qeff
= [s’ IF app(cont(SE), locs(e), RC)] rL+ry~r,

(T .g-while)

Qeff r* r.r*+no
= [while(e){s};s’ |T— SE] ~ .
no ~» no

Figure 5.4: Calculus 4 for the sequential effect type To¢-.
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= [skip; I {a+ no,b—> RC}]

= [this.a = v+c;skip; Iel-ff{a-—>W,b'—> RC}]

(%)

= [this.a = v+c;skip; IT-fF{a — W,b+— no.RC}]
= [this.a = v+c:skip: I {a— W, b (RS.(RS)* +no).RC}]

(%)
(%)

= [this.a = v+c:skip; I {a— W, b (RS)".RC}]

= [await this.b > a; this.a = v+c; skip; Iiﬁ{aHW,bH RS.(RS)*.RC}]

()

) = [await this.b > a; this.a = v+c; skip; |eFfF{a'—>W,b'—>(RS.(RS)*—i—nO).RC}]

= [await this.b > a; this.a = v+c; skip; |T—ff{a'—>W,b-—>(RS)*.RC}]

Aeff
= [Int v = this.a; await this.b > v; this.a = v+c; skip; IF {a— RC.W,b— (RS)*.RC}]

) P
= [Int v = this.a; await this.b > v; this.a = v+c; skip; ||-ff{a'—> RC.W + RW,b — (RS)*.RC}]

QAeff

= [skip; IF {a~— no,b+— no}]

Qeff
= [this.a = v; skip; IF {a— W,b— no}]

Qeff
= [v = v - this.b; this.a = v; skip; |T; {a— W,b— RC}]

) o
S [v=v - this.b; this.a = v; skip; I {a— W, b (RS)*.RC}]

= [await this.b > 0; v = v - this.b; this.a = v; skip; |(|%-ﬁ{a+—>W,b+—> RS.(RS)*.RC}]

(%)

Qeff
= [await this.b > 0; v = v - this.b; this.a = v; skip; IF {a— W,b— (RS)*.RC}]

Qeff
= [Int v = this.a; await this.b > 0; v = v - this.b; this.a = v; skip; IF {a— RC.W,b— (RS)*.RC}]

) P
= [Int v = this.a; await this.b > 0; v = v - this.b; this.a = v; skip; ||-fr{a'—> RC.W +RW,b— (RS)*.RC}]

Figure 5.5: Proof Trees for Sequential Effects.

Aeff
= [skip; IF {a+> no,b— no}]

Aeff Aeff
= [v = v - this.b;skip; IF {a— no,b+— RC}] = [skip; IF {a+> no,b— no}]

Qeff
= [this.a = v; skip; IF {a— W,b— no}]

Qeff

aeff
= [await this.b > 0; v = v - this.b;skip; IF {a~ no,b— RS.RC}]
= [while( v > 0 ){await this.b > 8; v = v - this.b; skip;}this.a = v; skip; IF {a+— no*.W,b+— (RS.RC)*.no}]

()

Qeff
= [while( v > 0 ){await this.b > 8; v = v - this.b; skip;}this.a = v; skip; IF {a—W,b— (RS.RC)*.no}]

Qeff Qeff
= [await this.b > 0; v = v - this.b;skip; IF {a~> no,b— RS.RC}] = [this.a = v; skip; IF {a—> W,b— no}]

Qeff
= [while( this.a > 0 ){await this.b > 0; v = v - this.b; skip;}this.a = v; skip; IF {a+— RC*.RC.W,b— (RS.RC)*.no}]

Figure 5.6: Proof Trees for Sequential Effects with Loops.
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Finally, Consider the following sequent:
= [while( this.a > 0 ){await this.b > 0; v = v - this.b; skip;}this.a = v; skip; aﬁ'ﬂ{aH(RC*).W,bH(RS.RC)*.nO}]
The rule for loops is not applicable, because the below update is not defined for a.

app(cont({a — (RC").W, b — (RS.RC)*.no}), {a}, RC)
=app({a— W,b— no}),{a},RC)= L

5.3 Discussion

We introduced effect types only as far as needed for our specifications and to demonstrate how types
assigned to other elements than whole methods can be handled. In the next chapter, we use the execution
effect on program points for method contracts to connect effects and state specification.

On Footprints and Location Sets.

JavaDL dynamic frames [62] are dynamic in another sense than the one of T,: the assignable clause
is not a sets of fields (or locations), but an expression that may either be a location set (similar to Ty,) or
a program variable of LocSet type. The value of this program variable can change during the execution
of the method.

Both types we give are defined over sets of fields, not sets of locations in the sense of JavaDL. In
JavaDL, a location is a pair of an object and a composed access. A composed access is either a field, a
program variable or an array access expression, or a mixture of these (e.g., a field access in the index of
an array program variable). We do not need to include the object of an accessed field, because an object
may only access its own fields in Active Objects. Similarly, we do not include composed accesses as CAQ
does not include arrays. We conjuncture that the generalization to location sets is straightforward, but
requires to move the side-conditions into their own premises in the rules and to include the theory of
location sets in BPL.

On Flow and Scope.

Without introducing further events, one may use our framework to track the flow of values within a
method. To do so, we use MSO to define a path on events that models a flow. IL.e., an edge from i to j
in this path models that a value written in i is read in j. Such an edge can be defined with the following
predicate:

flow —edge(v,i,j) = vy €eff(i) Avg €eff((DAVKk €L i <k < j— vy & eff(k)

Using standard MSO encoding of paths we can now define a flow from source to sink over some set of
intermediate variables using flow — edge as the edge relation. This allows to model analyses that require
that from some set of fields or variables no value is written into some other set of fields or variables,
e.g., tainted analysis [102] (where a special untaint function and effect could be introduced), location
types [124] (to ensure that at a given point, the called object is “Far”) or general dependencies [57]. Full
behavioral types for such systems are left for future work.

A generic type-and-effect system presented by Marino and Millstein [102] requires effects over re-
gions (object creation sites, which are program-points identifiers) and scopes (i.e., an effect that models
entering a scope and leaving it) to cover a number of applications, including checked exceptions. In
CAQ, scopes issue no effects and all object creation sites are not tracked, we are thus not able to express
regions without extending effects. However, we propose that the introduction of new effects is only a
minor change to the LAGC semantics and can be done by extending the effect set in the LA semantics
for each statement. This chapter shows that BPL can handle side-effects in general, we suggest that the
exception handling of JavaDL can be reformulated to be a BPL-behavioral type.
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On Repetition.

The sequential effect type uses the Kleene star to model repetition. In the later chapters of this work,
we use similar constructs to model repetition. An alternative would be to use recursion. We consider
this mainly a design choice: specifications using Kleene star-like constructs can be mapped to loops in
the program, while constructs for recursion can be mapped to recursive method calls. We deem loops
to be more elementary than synchronous method calls, as it allows us to reason about repetition locally,
i.e., within one method, without introducing synchronous method calls or global reasoning (when using
asynchronous recursion).

On Aliasing.

The strong encapsulation of Active Objects allows us to have rather simple frames — it suffices to
specify the accessible fields of the object in question, because contrary to, e.g., Java, the fields of the
objects referenced from the object in question itself cannot be accessed. In models where such accesses
are possible, aliasing is a (bigger) problem. Consider that a class has a field this.o and one can access
the field f of the referenced object. I.e., this.o.f is a valid expression. Now, even if one verifies that
this.o.f can be read but not written, the reference to this.o can be shared and, thus, this.o.f can still
change its value if accessed twice in a method without suspension. Even without the influence of other
objects aliasing poses a problem: when updating this.o2.f one has to show that this.o and this.o2 are
referencing different objects.

In Active Objects, aliasing still occurs and needs to be handled. It does however not occur on the level
of heap access, but at the level of communication: If an object X; follows a certain protocol (i.e., a certain
order of method calls and future reads) with another object X,, it may be the case that another object X
also attempts to communicate with X, and so interferes with the protocol between X; and X,.

Memory Access vs. Footprint

JavaDL verifies the footprint by showing that a method has the same runs in all heaps which differ
only in fields outside the footprint. I.e., a method may read from a field, but its result may not depend
on it. We verify a stronger property: no read access occurs at all. This is not merely a question of taste:
from the view of the memory system the JavaDL formalization does not give any additional guarantees,
while our system ensures that parts of the memory need not be made available to this method.
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6 Cooperative Method Contracts

In this chapter we introduce Cooperative Method Contracts, a generalization of method contracts to Active
Objects. A method contract specifies the context which a method assumes as its precondition and the
context it establishes as its postcondition. It is more fine-grained than object invariants, because the
precondition only has to hold at the moment the method starts execution, not at any point.

It is not possible, or at least not useful, to adopt method contracts for synchronous method calls [103]
to the Active Object setting.

Challenges.

Originally [103], method contracts were introduced as pairs of pre- and postcondition for sequential
programs with synchronous method calls. The precondition specifies the prestate of the method and
describes the method parameters and the heap. The postcondition specifies the poststate of the method
and describes the result value and the heap. Their verification requires that at the point of the method call
the precondition has to be proven by the caller and afterwards only the postcondition may be assumed.

For Active Objects, several additional challenges require a more elaborate specification:

Call Time Gap As the method calls are asynchronous, there is delay between the execution of the call
statements and the start of the execution of the process. In this time, the callee may execute other
processes and may modify its heap — even if the precondition holds at the moment of the call, it
may not hold when the process starts.

Strong Encapsulation Due to the strong encapsulation, the caller object can neither write nor read the
heap of the callee object. It can, thus, neither enforce nor check the precondition directly, if the
precondition specifies a property of the heap of the callee object.

Return Time Gap The postcondition describes the heap of the terminating process and the result value.
However, the result value is accessed through a future, which may be passed around before being
accessed. When a future is accessed, only the result value is read — it may be the case that the
resolving method is not known.

Interleaving Beyond the specification of the pre- and poststate, it is necessary to specify the state before
and after suspension.

Approach.

Cooperative Method Contracts refine method contracts. The precondition is split into the heap precon-
dition, which specifies only the heap of the prestate and the parameter precondition, which specifies only
the parameters of the call. The caller only establishes the parameter precondition — the caller has access
to the parameters and call parameters cannot be modified. The heap precondition must be established
by the last active process in the callee object.

To specify the methods that may run before the start of a process, we use context sets. Each precondi-
tion has two context sets. The first is the succeeding context set, which is the set of methods which must
have run before. The second it the overlapping context set, the set of methods which may run between
start of execution, but after one method from the succeeding context sets has run. The methods in the
succeeding context set must establish the heap precondition, the methods in the overlapping context set
must preserve it. This does not prohibit these methods from modifying the heap, but when they modify
it, they must ensure that the heap precondition in question still holds. No field is locked.
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To ensure this property of context sets, it is required that all method contracts are coherent: If a
method m; is in the succeeding context set of a method m,, then the postcondition of m; must imply the
heap precondition of m,. Similarly, the preservation property for methods in the overlapping context set
is required. If the set of method contracts is not coherent, the methods contracts are enriched such that
the new method contracts are (1) coherent and (2) imply the old method contracts.

Each synchronization is specified by a resolving contract, a set of methods. The future read at this point
must be resolved by one of these methods and we can assume that one of their postcondition holds.

The above three concepts, split precondition, context sets and resolving contracts, deal with the chal-
lenges of the call time gap, strong encapsulation and the return time gap. However, method start and
method end are not the only points where the process loses or gains control over the method: this also
happens at suspension points. Suspension points must also be specified. To do so, we make two changes
to the framework.

First, we annotate each suspension point which a suspension contract. A suspension contracts consists
of (1) a suspension condition, a specification of the heap that must hold before suspension (2) a sus-
pension assumption, a specification of the heap that must hold after suspension and (3) two context sets
analogous to method contracts, which specify the methods responsible for the suspension assumption.
One can see the precondition of the method as the suspension assumption of the implicit first suspen-
sion point marked by the method start and the postcondition as the suspension condition of the return
statement.

Secondly, all context sets are not defined over method names, but over method names and program-
point identifiers. This allows to specify which suspension condition or postcondition exactly has to estab-
lish the suspension assumption or heap precondition.

6.1 Syntax, Extraction and Coherence

This section extends CAQ with the syntax to specify cooperative method contracts and dynamic frames,
as presented in section 5.1. We also describes how to extract the method contract from the syntax and
establish the coherence of the method contracts.

The old and last program variables in are section 3.2 and are used to express that a property is pre-
served. E.g., to express that a method (without suspensions) preserves this.i > 0, we use the postcondi-
tion last.i > ® — this.i > 0.

This is not possible by encoding this.i > 0 as the pre- and postcondition, because that expresses that ¢
must hold at method start. If the method would contain suspension points, then the formula last.i > 0 —
this.i > 0 as the postcondition would express preservation since the last suspension, while old.i > 8 —
this.i > 0 would express preservation since the method start. For the preservation needed for context
sets, last suffices, but old increases the expressive power of our postconditions.

Definition 6.1 (Syntax with Method Contracts). Let id range over method names and program point
identifiers, ¢ over [FOS formulas, and m over method names. The definition for the syntax with method
contracts, ghost fields and assignments is given in Fig. 6.1. The grammar extends the one in Def. 3.1
by adding contracts Spec before method signatures and suspension points and resolving contracts RSpec
before synchronization points.

We say that requires and ensures are context clauses, succeeds and overlaps are context sets, and
assignable and accessible are frame sets.

We demand the following restrictions:
* All formulas are sentences.

* The assignable and accessible clauses are only used when specifying a class. The all-assignable
and all—accessible clauses are only used for the specification of method signatures in a class.
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MSig ::= Spec? D (D v) s :=... | Spec? await g, | RSpec v = e.gety

Spec ::= /+@ Require? Ensure? Runs? Acc? Asg? @+/ RSpec ::= /+@ resolvedBy {m’}@+/
Asg ::= assignable {-f)}; [all—assignable {—f>}; ] Acc ::= accessible {-f)}; [all—accessible {-f>}; ]
Runs ::= succeeds {1d}; overlaps {1d}; Require ::= requires ¢; Ensure ::= ensures ;

Figure 6.1: Extended Syntax with Method Contracts

¢ All formulas within a class contain no fields from other classes.

* All formulas in the requires clauses of methods in interfaces may contain the method parameters,
but no fields.

* All formulas in the requires clauses of methods in classes may contain fields, but no method pa-
rameters.

* The variable result is only used in ensures clauses of methods, not of suspension points.

* The formulas in the specification of the suspension points may contain field names, but no variables
or method parameters.

* The heap variables old and last are only used in the ensures clauses of methods in classes.

The all—-assignable and all—accessible clauses are only a short-hand notation: a]]—assignable{_f)} adds

the fields {_f)} to the assignable clauses of all specifications (method contract and suspension contracts)
of the specified method.

Inheritance.

We support inheritance of specifications, which is important in CAQ because, as classes are no types,
only the interface is known to the caller of method and not the class. We allow an interface to redeclare
a method signature declared in a superinterfaces with additional specification. I.e., if a clause is given,
it modifies (replaces or extends) the superspecification. If a clause is not given, the specification of the
superinterfaces are used unchanged. We follow the behavioral subtyping principle [100]: the specifica-
tion of the subinterface must refine the specification of the superinterface and all objects implementing
the subinterface must thus adhere to the specification of the superinterface. This means that the precon-
dition of the subinterface must imply the precondition of the superinterface and the postcondition of the
superinterface must imply the postcondition of the subinterface.

For classes, the heap precondition is not relevant to the parameter precondition of the interfaces. The
postcondition yy, of a class cannot imply the postconditions from the interfaces, as it contains not only
the result variable, but also the fields. Instead the following formula must imply all postconditions from
the interfaces. Let £, ..., f, be all fields of the class in question, with types Ty, ..., T,.

dv; €D(f;). ...3v, €D(£,). ymlthis. £\ v;]...[this. £, \ v,]

This means that for any values for the heap, the property of the result value specified by the class
specification implies the property of the result value specified by the interface specification.

For readability, we refrain from writing down the full specifications in the class. Instead, the precon-
ditions/postconditions of the interfaces are joined with a conjunction to the precondition of the class as
the first step when handling the specifications.

95



For context sets, we use a different mechanism. Intuitively, the context sets of the subinterface should
be subsets of the context sets of the superinterfaces — however, the subinterface contains more methods.
Thus, the context set given in a subinterface may contain only method freshly! declared in this interface.
Similarly, the class may specify additional, non-exposed methods and program-point identifiers in its
context sets. These additional sets of the subinterfaces and class are added to the original context sets.

The handling of context sets breaks behavioral subtyping, as the subspecification is more strict than
the superspecification. L.e., a caller may not be able to adhere to the specification of the callee, because
he does not have access to all the methods needed to do so. This must be handled by the modeler by
providing usable interfaces. Similarly for the addition of program-point identifiers in the class: it is the
task of the class to ensure that its internal synchronization structure enforces its internal context sets if
the callers adhere to the exposed context sets. It is, however, not possible to use behavioral subtyping for
this object-local specification, as obviously an interface must be able to add methods to its superinterface.
However, we do use behavioral subtyping for the method-local specification.

In case of multiple implemented or extended interfaces, a method may have multiple contracts. As
dealing with multiple contracts is standard and straightforward [63], we restrict our presentation to one
contract per method.

Default Contracts.
We do not require the user to annotate all clauses — if a specification clause is not given, we use
default values:

* If a precondition or postcondition is not given in a specification, it is true.
* If a context set is not given in an interface, it is the set of all methods in this interface.
* If a context set is not given in a class, it is the set of all methods and PPIs in this class.

* The default assignable and accessible sets are the sets of all fields within the class in question,
unless a all—assignable and all—accessible specification is given.

* Resolving contracts must always be given. The reason is that it is a program-wide specification,
while the other clauses are interface-local or class-local. Local clauses can have a modular default
value that is the most general value in every program where this class or interface is used. Program-
wide clauses have different most general values in different programs. We discuss alternatives for
this at the end of the chapter.

Example 6.1. Consider the top left code in Fig. 6.2. It specifies an interface I with two methods m and n.
Method m requires that it gets a future that can be possibly resolved as parameter f and a positive number as
parameter g. It must run after n and returns a positive number. Before the start of m the last active process
must have been executing n: if m is called twice, n must also be called twice and the second call must start n
after the first process of m terminated.

Interface 12 extends I. It adds that between the termination of n and the start of m the new method n2 may
also run. The interface redeclares m to specify this. The new method n2 and the method I.n both take two
parameters, where the first one is bigger than the second and return a negative value.

The top right code in Fig. 6.2 specifies the class C that implements 12. It additionally specifies that the
return value of m is smaller than the value of this.i, and that m may read this.i, but write only in this. j.
In the method body, the suspension contract expresses that on suspension this.j > 0 holds, but upon reacti-
vation the value of this. j is negative. The value of this.i stays positive (but may change). The suspension
assumption must be established by n and preserved by n2. Finally, the read future must have been resolved
by ext or n2. Method ext is not part of this class.

The complete specification, i.e., containing all clauses, of mis shown in the bottom left code in Fig, 6.2. Note
that formally this is not valid input, because the class specification may not specify the input parameters.

1 Ie., not redeclared
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1 interface I {

2 /*@ requires f = never

3 ANg>0;

4 ensures result > 0;

5 succeeds {n};

6 overlaps {}; @~/

7 Int m(Fut<Int> f, Int g);
8

9 /*@ requires a > b;

10 ensures result < 0; @+/
11 Int n(Int a, int b);

12 }

13

14 interface 12 extends I {
15 /*@ overlaps {n2}; @/
16 Int m(Fut<Int> f, Int g);
17

18 /@ requires a > b;

19 ensures result < 0; @+/
20 Int n2(Int a, int b);
21

22 }

1 class C implements I2{

2 Int 1 = 0;

3 Int j = 0;

4

5 Int n(Int a, int b){ ... }
6 Int n2(Int a, int b){ ... }

7

8 /*@ requires f |= never A g > 0;

9  ensures result < this.i A result > 0;
10 succeeds {n}; overlaps {n2};

11 assignable {j}; accessible {i};

12 @/

13 Int m(Fut<Int> f, Int g){

14 this.j = g;

15 /+@ ensures this.j > O A this.i > 0;
16  requires this.j < O A this.i > 0;
17 succeeds {n}; overlaps {n2};

18 @+/

19 await £7;;

20 /+@ resolvedBy {ext,n2} @~/

21 Int k = f.get,;

22 Fut<Int> ff = this!n(this.i, k);
23 return k;

24 }

25 }

23 class C implements 12{

24 Int i = 0;

25 Int j = 0;

26 Int n(Int a, int b){ ... }

27 Int n2(Int a, int b){ ... }

28

29 /*@ ensures result < this.i;

30 assignable {j}; accessible {i};

31 @~/

32 Int m(Fut<Int> f, Int g){

33 this.j = g;

34 /+@ ensures this.j > 0 A this.i > 0;
35 requires this.j < O A this.i > 0;
36 succeeds {n}; overlaps {n2};
37 @/

38 await £?;

39 /*@ resolvedBy {ext,n2} @/

40 Int k = f.get,;

41 Fut<Int> ff = this!n(this.i, k);
42 return k;

43 }

a4 }

1 class C implements 12{

2 Int i = 0;

3 Int j =0;

4

5 /+@ ensures this.j > O A this.i > 0; @+/
6 Int n(Int a, int b){ ... }

7 /%@ ensures last.j > O A last.i > 0

8 — this.j > 0 A this.i > 0@/

9 Int n2(Int a, int b){ ... }

10

11 /*@ requires f |= never A g > 0;

12 ensures result < this.i A result > 0;
13 succeeds {n}; overlaps {n2};

14 assignable {j}; accessible {i};

15 @/

16 Int m(Fut<Int> £, Int g){

17 this.j = g;

18 /*@ ensures this.j > O A this.i > 0;
19 requires this.j < O A this.i > 0;

20  succeeds {n}; overlaps {n2};

21 @%/

22 await £?7;
23

24 }

25 }

Figure 6.2: Top left: specified interfaces. Top right: specified class. Bottom left: class with complete
specification for m. Bottom right: generated consistent specification.
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Extraction.

Cooperative Method Contracts describe method-local behavior (frames, postcondition, precondition,
suspension assumptions, suspension guarantees, resolving contracts) and object-local behavior (context
sets). Inside a method, the information needed to verify the context sets is not available, inside a class,
the information is not complete because the object cannot control when it is called from the outside.
Thus, Cooperative Method Contracts are handled by multiple different reasoning systems, some of which
are global:

* Frames are verified by the frame type Ty, (Def. 5.1).

* Postcondition, suspension assumptions and suspension guarantees by the contract type introduced
in the next section. The type system connects this type directly to the points-to type T, (Def. 4.6).

* Context sets are handled globally outside BPL. We specify them in gMSOT.

We expect that the frame type and the contract type are composed, nonetheless they are designed
separately. The role of the gMSOT specification of context sets is to describe the global context needed
to compose the method-local behavior needed to enable validity of the initial proof obligation: The
method contract type introduced in the next section is sound and contains enabling but unsound rules.
Thus, context sets are verified outside of the logic, instead of introducing concepts in the LA semantics
to propagate object-local behavior into the abstract traces. This keeps (1) the logic simple, as it is purely
method-local and (2) keeps the semantics clear, as it clearly separates LA and GC levels.

Extraction is the process of transforming a specified program into a formal method contract. Before
extraction, behavioral subtyping is checked as described above. The result is a method contract. A method
contract is a pair of a frame type 74, and a method specification ./ .

Definition 6.2 (Method Frame). Given a specified CAQ program, the frame type (R, 20, &) for a method m
is defined as follows:

R = {f | £ is in the accessible-clause or the all—accessible-clause of the method}
2 = {f | f is in the assignable-clause or the all—assignable-clause of the method}
S(p) = (‘ﬁp,ﬁﬁp) for each program-point identifier p within m
Rp = {£ | £ is in the accessible-clause of p or the all—accessible-clause of the method}
W, = {£ | £ is in the assignable-clause of p or the all-assignable-clause of the method}

Definition 6.3 (Method Specification). A program point specification & is a quadruple of a precondition,
a postcondition and two context sets.

A method specification is triple of program point specification, suspension contracts and resolving con-
tracts. Suspension contracts are a function from program point identifiers to program point specifications
and resolving contracts.

The method specification .y, is defined as follows:

My = (S, Suspy, Resoy) with Sy = (Y, Xm» SUCCy, OVEry)
where @y, is the conjunction of the parameter preconditions and the heap precondition,

Xm LS the postcondition, SUCCy is the succeeds set and overy, is the overlaps set
Resolving and suspension contracts are defined as follows:

Resop(p) = {n | n is in the resolvedBy set of p}
Suspp(p) = (¢p, xp,SUCCp,overy)
where @y, is the suspension assumption, yy, is the suspension assertion,

succp is the succeeds set and overy, is the overlaps set
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The formula y;4 has a slightly different meaning, depending on whether it is in the point specification
of the method or of a suspension point: For the method it specifies the condition that has to be guaranteed
at the end of the method, for a suspension point it specifies the condition at the end of the execution
before the suspension point.

Example 6.2. The extracted method specification of the method C.m in Fig. 6.2 is as follows.
S = (f! =never A g>0, result<this.i A result>0, {n}, {nZ})
Suspp(1) = (this. j>0 A this. >0, this. j<0 A this.i>0, {n}, {n2})
Resop(2) = {ext,n2}
The frame type is ({i}, {3}, {1~ ({1, 3}, {1,i}})-
We express the context sets as gMSOT formulas using the following auxiliary predicates:
* islnvocREv(i, 0) holds iff the ith element of the trace is an invocation reaction event on object o.
* isFutEv(i, 0,m) holds iff the ith element of the trace is a future event of method m on object o.
* isTermEv(i, 0,p) holds iff the ith element of the trace is a suspension event of PPI p on object o.

Definition 6.4 (Method Trace Context). Let C be a class and m be a method within C. Given the point
specification Sy = (@, x,succ,over), the method trace context is the following formula.

Vx ec. VielislnvocREv(i,x) —
3j el j<in((3peP.isTerm(j,x,p) A \/ p=p )V

p’esucc
p’ is a program-point

(AmeM.isFutEv(j,x,m)A  \/  m=m))A

m’esucc
m’ is a method name
Vkel j<k<i—((3peP.isTerm(k,X,p) - \ p=p )V
p’cover

p’ is a program-point

(AmeM.isFutEv(k,xm)—  \/  n=n))

m’cover
m’ is a method name

The method trace context for the point specification S, of a program-point identifier p is analogous:

Vxec. Viel isSusp(i,X) =
Jjelj< i/\((Elp e P.isTerm(j,X,p) A \/ p=p)V

p’esucc
p’ is a program-point

(Fm e M. isFutEv(j,x,m) A \ m=m'))A

m’esucc
m’ is a method name
Vkel j<k<i—((3peP.isTerm(k,x,p) — \/ p=p/)V
p’cover

p’ is a program-point

(GmeM.isFutEv(k,xm)—  \/  n=n))

m’cover
m’ is a method name
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Coherence.

Our method contracts are not independent of their context — when proving that a method adheres
to a method contract, it is necessary that the other methods adhere to theirs when interacting with
this method. I.e., the parameter precondition is adhered to at the moment of the call and the last
process established the heap precondition (and analogously for the suspension assumption). For the
behavioral type of object invariants we demand that every method in one class has the same invariant.
For cooperative contracts, we demand that the contracts are coherent.

* If a suspension point or method id occurs in the succ set of some program point specification
Sy, then the postcondition/suspension assertion (y;q) of id implies the precondition/suspension
assumption(¢p;y/) of id’.

» If a suspension point or method id occurs in the over set of some program point specification Fy,
then the postcondition/suspension assertion (yiq) of id implies that id preserves the precondition/-
suspension assumption(y;4/) of id”.

Note that program point specifications specify PPIs p as well as methods m.

Definition 6.5 (Coherence). Let {HAy };c; be the set of all program point specifications within a program
Prgm. We say that Prgm is coherent if for every Hy. = (pig,, Xid;» SUCCig,, OVeriy,) the following holds:

Vld/ € SUCCyy- Xid’ — Pid
V|d/ € OVeriy. Xi¢’ — (Lpid[this \ Iast] - ('pid)

Given an incoherent set of cooperative contracts, one can generate a coherent set of cooperative
contracts (that still extend the original contracts) by adding additional conjuncts to the postcondition/-
suspension assertion occurring in the context sets. We say that we propagate the precondition/suspension
assumption.

Lemma 6.1 (Propagation for Method Contracts). Given an inconsistent set of program point specifications
{F4, }ie1, a consistent set of program point specifications {, éi }ies can be generated such that for all program

point specifications within {F }e;-
3
* The context sets succ;y and over,q are unchanged.
* The precondition/suspension assumptions @iy are unchanged.

* The postcondition/suspension assertions )(i’d of the generated method specification imply the postcon-
dition/suspension assertions y;q of the original method specification.

Proof. See p. 179.

Example 6.3. The bottom right code in Fig. 6.2 shows the specification after propagation. The specification
of m and its suspension point is not changed. Method n now establishes the suspension assumption and n2
preserves it.

6.2 Behavioral Specification

Given a method specification, we now describe the method contract behavioral type that we use to verify
the method-local behavior (except frames).
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amet((‘ﬁ, m, cp)) = (EIV €. [last—1] =futEv( , , ,v)— [last]F (p[result\U]) A (Vi el. (6.1)

{\ (((pE & eff(i) A (isCondEv(i) v isSuspEv())) = [i + 1] F pre(3(p)) )A 6.2)
- ((pe € eff(i) A (isCondREV(i) v isSuspREV(1))) — [i + 1]+ post(P(p)) A (6.3)
((pe € eff(i) AisFutREV(1)) —
[i +1]F post(P(p))[result \ret()IA \/  met(i)= m))/\ (6.4)
meread(P(p))
((isInvocEv(i) A met(i) =m) — [i +1] - m/f(ﬁ))) (6.5)
medoman

Figure 6.3: Semantics at,r Of Tree- P(m) at index i + 1 is the precondition M(m) where the abstract
method parameters are replaced by the parameters in the invocation event at i.

Definition 6.6. The behavioral specification T, of method contracts is the pair (T met> Amet)- The syntax
T met 1S defined by the following triple. Its semantics is shown in Fig. 6.3, where pre selects the first element
of a pair and post the second one.

P— ((lFOS x [FOS) u (IFOS x ﬁ’(l\/l))) Program Point Specification
x(M — IFOS) Call Conditions
x|FOS Method Postcondition

We write method contract types as (53, M, ¢).

The method contract type maps contains three elements: The first one, the program point specifica-
tion maps program-point identifiers of await statements to their suspension assumption and suspension
assertions, and program-point identifiers of get statements to their resolving assumption. We demand
that every program-point identifier p of an await statement is mapped to a pair of formulas that only
contain class fields of the class containing the statement and that every program-point identifier p of a
get statement is mapped to a formula containing no local variables and no field but the special symbol
result and a set of method names. The second element, the call conditions, map method names to their
parameter precondition. The last element is the method postcondition and may contain result and fields
of the class of the method in question. The semantics describes the three elements separately:

* The method postcondition (6.1) models that if the last event is a resolving event, then the method
postcondition holds. It does not use the semantics of the T, type, because it does not specify the
traces of loop bodies. As we only consider terminating systems, the last event of a method is always
a resolving event.

* The program point specification is expressing the following: At suspension points the suspension
assertion of the suspending point holds (6.2) and when the process continues, the suspension
assumption does (6.3). This is something which cannot be enforced by the typed method, but
must be in the specification to be used as additional information. In the soundness lemma we
show that no selectable traces are lost by this condition. At each synchronization point, the futures
are resolved by the correct method and their postcondition holds for the read value (6.4).
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‘Bm={1»—>(this.j > 0 Athis.i > 0,this.j < 0 Athis.i > 0),
2 — (result<o, {ext, nz})}
9ﬁm={ext'—>a > 0,
n2—a > b,
n—a > b,
m— f != never Ag > 0}

@m = result<this.i A result>0

Figure 6.4: The method Contract of method C.m.

* The call conditions have the semantics that whenever a method is called, its parameter precondi-
tion holds (6.5).

Example 6.4. We continue with the code in Fig. 6.2. Consider additionally the following interface to
complete the specification. The method contract of method C.m as a T, specification is shown in Fig. 6.4

1 interface J{

2 /*@ requires a > 0;

3 ensures result < 0; @~/
4 Int ext(Int a);

5}

6.3 Behavioral Type

We next give the behavioral type for T, ;.

Definition 6.7. The method contract behavioral type T,,. extends the behavioral specification with
(tmet> Tmet)- The calculus m,, is given in Fig. 6.5. Let S = (@m, Xm> SUCCy, OVery) be the program
point specification of method m. Let &, = (pp, xp,SUCCp,0very) be the program point specification of
method m. The obligation schema of a coherent program is defined as

l‘met(m) = (‘Pm: (m: m: Xm))

B(p) = (¢p, 1p) if p is a suspension point
PB(p) = (Resoy(p), \/ ) if p is a synchronization point
m’eResop (P)
im(m/) - ’L/Jm/

where vy is the parameter precondition of m" and ¥ replaces all heap accesses with logical variables and
existentially quantifies over them. E.g. if yy = this.f > result then yy = 3f € Int. f>result.

Rule (t,,..-while) is a again a trivial loop invariant rule. Rule (r,,_-return) verifies the postcondition after
the return statement. Note that rule (r,,.-skip) does not do so, because ¢ is the method postcondition,
not the statement postcondition. Rules (r,,.-awaitF) and (T,,.-awaite) both verify the suspension assertion
before the suspension, anonymize the heap and assume the suspension assumption after reactivation.
Rule (r,,<allv) verifies the precondition of a method upon its call. The formula 9t(m)(e;, ..., e,) replaces
the method parameters of Mt(m) by the expressions ey, ..., e,. Thus, this formula only needs to hold in the
first state of the trace and the rule is composable. Rule (r,,_.-readv) Verifies with a points-to type that the
correct methods resolved the future and assumes the disjunction of their postconditions. The other rules
are straightforward.
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Lemma 6.2. Type T, is sound.
Proof. See p. 179.
As expected, the rules (,,.-awaitF), (T,,..-awaitB) and(r,,.readv) are enabling but not sound.

Lemma 6.3. Let Prgm be a coherent program. If (1) all proof obligations can be closed, (2) the initial
values of a class establish the heap precondition of the methods with empty succeeds sets and (3) the method
trace condition holds than every global trace y of Prgm is a model for the following gMSOT formula.

Vxec. VmeM.VieLisFutEv(i,xm) - /\ [i—1]lm=n— z[this\x]
Cin Prgm min C

Proof. See p. 180.

L.e., if every method adheres to its contract and the context sets are adhered too, then every method
establishes its postcondition. The ~ operation is analogous to the one in Fig. 6.3.

Lemma 6.4. Type T (Tip, (T e QT is sound and the global lemmas of the input types hold under their
additional conditions.

Proof. See p. 180.

This lemma follows almost directly from the soundness preservation of leading composition, only
enablement has to be reproven. Fig. 6.6 shows T (T, (Tper §Ty, where we shortened the semantic
function a,g 00tin, Q0mer Jas to pimf and denote the composed type with T ;¢ The rules have been
slightly beautified for presentation’s sake.

6.4 Example

We give a larger example to illustrate method contracts in a more realistic scenario. As the case study;,
we use distributed computation of moving averages. This is a common task is data analysis, as long-term
trends are clearer in smoothened data [104]. Given n data points xi,...,X,, some forms of moving
average avg(xy, ..., x,) can be expressed by some function f that takes the average of the first n—1 data
points, the last data point and a parameter a.

avg(xq,...,x,) = f(avg(xl, ey Xne1)s Xps a)
E.g., an exponential moving average demands that a is between O and 1 and is expressed as
avg(xq,...,x,) =axx, +(1—a)*xavg(xy,...,Xp—1)

or with the above pattern and f (acc,x,a) = ax x + (1 —a) * acc.

Fig. 6.7 shows the principal class Smoothing of our system. A Smoothing instance gets a Computation
instance comp passed, which is used for the actual computation and encapsulates f in its cmp method.
The Smoothing instance itself gets passed a data row as a list to smooth and passes the data one-by-one
to comp and collects the return values in the inter list of intermediate results. While doing so, it stays
responsive: via getCounter one may inquire how many data points were already processed. Decoupling
the list processing and the computation increases usability, as one Smoothing instance may be reused with
different Computation instances.

It is necessary to specify the following properties for the usage of smooth:

1. No two executions of smooth overlap during the suspension.
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r= {U}[v = e.gety Oilp-2 reads(&B(p))], A

T, {U}Hv := v}conds(P(p)) = {UHv := u}[sai"ﬁt(q:z, M, )], A
mer-readV) v fresh

(T P
F:>{U}|:v = e.getp; s H-t(‘I?,Em,(p)],A

= [s T (g, m, )] = [s T ep,m, )]

(T, et-assignV) (T, e¢-assignF)

= [v = e; salnllﬂ(‘ﬁ,im,ip)] = [this.f = e; saﬂ]—et(‘ﬁ,im,go)]

I = {U}pre(F(p)), A
I, {UHU,, }post(P(p)) = {UHU,Hs I (B,9M, )], A
I'= {U}[await e?p; saﬂ]-et(‘ﬁ, M, )], A

(T, e¢-awaitF)

I = {U}pre(F(p)), A
I, {UHU,, }e, (UHU., }post(P(m)) = (UHU s I+ (F,m,¢)], A
I = {U}[await ep: s F (8,9, 0)], A

(T, ,t-awaitB)

= M(m)(eq, ..., e,)
=[s IF (3,9, )]

=>|:v = flm(ey,...,e,); s ﬂ]-et(‘li,m,go)]

(T ee-callVv)

= [s’; s’ alnllﬂ(‘ﬁ, m, (p)] = [s; s’ aﬂlet(‘l&‘, om, (,0)]
= [ife) {s}else{s'};s" " IF (B, M, )]

(T, pee-if)

met”

-ski = 1t :=
(T, ee-skip) . returm) {resu e}y

Amet Ame
= [sklp I+ (f’B,fm,ﬁp)] = [return e |Ft(‘l3, 93?,90)]

= [s T ep, 2, )]
S [ TF R, 0)]

= [while(e) {s};s’ aﬁ]‘et(m, om, ‘P)]

(T ee-while)

Figure 6.5: Calculus 7, for the method contract type T, ;-
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imf
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imf
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Figure 6.6: Calculus for the composed method contract type T y;ms-
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1 interface ISmoothing extends IPositive{ 18 List<Rat> smooth(List<Rat> input, Rat a) {
2 Unit setup(Computation comp); 19 this.lock = True;

3 Int getCounter(); 20 this.counter = 1;

4 List<Rat> 21 List<Rat> work = tail(input);

5 smooth(List<Rat> input, Rat a); 22 List<Rat> inter = list[input[0]];

6 } 23 while (work != Nil) {

7 24 Fut<Rat> f = c!cmp(last(inter), work[0], a);
8 class Smoothing(Computation c) 25 this.counter = this.counter + 1;

9  implements ISmoothing { 26 await £7;

10 Int counter = 1; 27 Rat res = f.get,;

11 Bool lock = False; 28 this.inter = concat(inter,list[res]);
12 Unit setup(Computation comp) { 29 work = tail (work);

13 this.c = comp; 30 }

14} 31 this.lock = False;

15 Int getCounter() { 32 return inter;

16 return counter; 33}

17} 34 }

Figure 6.7: ABS code of the controller part of the distributed moving average

2. The result is a smoothened version of the input.

The field lock is used to model whether an instance of smooth is already running or not?.
The specified code is shown in Fig. 6.8. We use JML-style syntax for the formulas in the specification.
The loop invariant is

1 /*@ loop_invariant

2 (\forall Inti; i >= 0 && i < length(inter); inter[i] > O

3 && (\exists int min, max; min >= 0 && max >= 0

4 && min < length(input) && max < length(input)

5 && inter[i] <= input[max]

6 && inter[i] >= input[min]))

7 && \forallInti;i>=0

8  && i < length(work); inter[i] <= submax(input,i)

9  && inter[i] >= submin(input,i)

10  && length(work) + length(inter) = length(input)

11 && input != inter && input == \old(input);

12 decreases length(work);

13 @/

Here, submin(input, i) returns the minimal element of input up to position i, submax(input,i) re-
turns the maximal element of input up to position i and len(input) returns the length of input.

The specification of Computation.cmp requires that all parameters are positive and that the return value
is between iold and inew, which is our specification for local smoothening 3.

The two interfaces for ISmoothing specify that the input list of smooth must contain only positive
elements and be non-empty. The parameter a must be strictly between 0 and 1. The smooth method
must be called after setup or after the termination of the last smooth process (but not interleaved after
the suspension point). Method getCounter may be called anytime.

The class specifies that the smooth method requires an unlocked object and unlocks it upon termination.
The suspension contract however requires that the object is locked before continuing. One may add this
as a guard condition to the await statement, but this would enforce this behavior instead of analyzing
whether it is established by the existing, weaker synchronization patterns.

Finally, the suspension point also requires that the suspension establishes the suspension assertion.

In practice, and as presented in [84], this would be a ghost field. We discuss ghost fields in the next section.

3 This is, however, not true for all algorithms.
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Example 6.5. Consider the three code fragments interacting with a Smoothing instance s given below. The
left fragment fails to verify the context sets specified above: although called last, method smooth can be
executed first due to reordering, failing its succeeds clause. The middle fragment also fails: The first
smooth needs not terminate before the next smooth activation starts. They may interleave and violate the
overlaps set of the suspension. The right fragment verifies. We use await o!m(); as a shorthand notation
for Fut<T> f = o!m(); await £?;.

s!setup(c); await s!setup(c); await s!setup(c);
s!smooth(1,0.5); s!smooth(1,0.5); await s!smooth(1,0.5);
s!smooth(m,0.4); s!smooth(m,0.4); s!smooth(m,0.4);

Fig. 6.9 gives the specification after propagation. The specifications of setup and getCounter express
different behavior patterns: setup ensures that it is unlocked when execution ends, getCounter only
ensures that if it was locked it will stay locked. It does not specify the case what happens if it is unlocked.

6.5 Discussion

On the Verification of Resolving Contracts.
The T e-proofs of method contracts contain branches with T,,-behavioral modalities, for which we
gave no calculus. To handle these branches, we propose two approaches:

1. Run a points-to analysis for futures [51] first and add the results as T,,-behavioral modalities to
all preconditions. Then run the proof system.

2. Run the proof system, collect all open branches with T,-behavioral modalities and then run the
points-to analysis.

The second approach is more modular as the first approach, and allows one to postpone verification of a
part of the program until the full program is available.

On the Specification of Resolving Contracts.

An alternative to resolving contracts would be to specify the expected postcondition. Resolving con-
tracts emphasize that the get statement is a synchronization, while expected postconditions would em-
phasize that the get statement reads some data.

Annotating the postcondition, however, has the following downside: With resolving contracts, one can
locally verify the method contract and only check the points-to specification once global information is
available for composition. All heavy-weight deductive verification is done on modular specifications. If
the method synchronizes wrongly, only light-weight verification fails.

If one would specify the expected postcondition, one would need heavy-weight deductive verification
upon composition: One would use the points-to analysis to infer the set of methods a point synchronizes
with and then one would need to verify that their postcondition implies the expected postcondition —
which involves FOL reasoning and not just light-weight static analyses.

We did not give a default value for resolving contracts. One simple solution would be to introduce a
special symbol that denotes all possible methods and give a special rule for it. We refrain from doing so
here as it offers no insights but complicates the semantics.

On Coupling Parameter and Heap Precondition.

Our system is not able to specify a precondition that connects heap and parameters within one predi-
cate symbol, e.g. that the input parameter is a valid index for a list stored in a field. We argue that such
specifications are not natural in an Active Object setting when specifying local behavior: there is no entity
that can control both heap and parameters for an asynchronous method call. Even a self-call allows the
heap to change before the called process is scheduled. Thus, we do not include such preconditions for
method contracts, but discuss them in our (global) Session Type system in chapter 7.
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On Behavioral Subtyping and Propagation.

As already discussed, our system breaks behavioral subtyping when specifying context sets, but the
reason is that in its original setting [52, 49] behavioral subtyping only considered properties established
by one party — adherence to the context sets, however, is a global property established by multiple
parties. We, thus, deem that in this case behavioral subtyping not only could be broken, but must be
broken, because otherwise every party has to have full knowledge about the context sets of the called
object — but this would break modularity and force that each class only implements one interface with
context sets.

Similarly, propagation leads to the situation where the method is not checked against its specification,
but against an enriched one. Thus, it may fail verification not because it fails to implement its contract,
but because it fails to establish the precondition of another method, which is not referenced from the
verified method itself. Synthesized specification is criticized in general [49], because it can introduce
new mistakes or mask specification errors. We deem this acceptable in our case: If there would be no
propagation, there would be an object-local check for coherence and if this check fails the user would
have to do the propagation himself. Propagation is not distorting the original specification, but performs
a modification that would have to be done by hand otherwise. In practice every piece of specification can
be traced through the propagation and the user can be provided with feedback in terms of the original
specification.

On Atomic Segments.

This work presents suspension contracts in terms of specifications of suspension points. An alternative
view is that suspension contracts specify the atomic segment between two suspension points.*

An atomic segment is a sequence of statements starting at method start or a suspension point and
ending at method end or a suspension point, such that there is no suspension point in between. The
atomic segment has a purely sequential semantics, as during its execution no other process executes on
the object.

Each atomic segment is specified by two suspension contracts: the suspension assumption of the sus-
pension contract at its beginning is its precondition, the suspension assertion of the suspension contract
at its end is its postcondition®.

The atomic segment view emphasizes the generalization from method contracts without suspension,
but is less clear about what is specified in more complex control flow patterns: In the presence of a
conditional or loop between two suspension points, a suspension assertion of a suspension contract
specifies the condition at the end of multiple atomic segments. The set of atomic segments of a method
can be computed by generating all paths in the control flow graph that begin at the entry node or an
await statement and end at an exit node or an await statement. We do, however, not require to compute
the atomic segments explicitly. Fig. 6.10 shows a method and its atomic segments. The postcondition of
m specifies the state at the end of three atomic segments (1,2 and 5). The precondition also specifies the
state at the beginning of three atomic segments (1,2 and 3). Note that atomic segment 4 starts and ends
at the same point.

When we, e.g., add point O to a succeeding context set, then we do not specify that one specific atomic
segment must have run before, but that any of the atomic segments ending at suspension point O (i.e., 3
and 4) must have run before. All of them must guarantee the same suspension guarantee.

On Block Contracts and Atomic Segments.

The suspension contract specifies at least two atomic segments: the suspension guarantee is the post-
condition of the atomic segments ending at this suspension points, the suspension assumption the pre-
condition of the following atomic segments. An alternative would be to interpret the ensures clause as
the postcondition of the following atomic segments. This way a suspension contract would resemble a

This was also how it was presented in [84].

> Or by the outer method contract if it is one of the last or first atomic segments
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block contract, with the block being the atomic segment(s). The reason that the system is not designed
this way is that this would require that the postcondition of the whole method which specifies the result
value would be annotated inside the method body and Furthermore, the chosen design ensures that the
two specifications that are concerned with one suspension point (in the sense of rule (r,,.-awaitr) and
(T,...-await)) are specified in the same place.

Ghost Specifications.

The field lock in the example in section 6.4 is only written, but never read, it is only present to
specify whether a process of smooth is active or not. It is a natural part of the specification, not the
implementation. We could use ghost specifications: ghost fields [73], which are declared by //@ ghost
D f = e; and ghost assignments of the form //@this.f = e;. The semantics of a ghost field is the same
as the one of a normal field and the semantics of the ghost assignment is the same as the one of a
normal assignment. Ghost specifications allow us to introduce state into the object, that is only used for
specifications. However, as their semantics is not distinguishable from the one of normal assignments,
except that ghost fields cannot be read in normal assignments, we refrain from introducing them formally.
We conjecture that their introduction is straightforward. Similarly, method redeclarations may be “ghost
declarations” in special comments.

On Postconditions.

Contrary to preconditions, postconditions are not split for verification but projected upon usage. A
weaker kind of split is introduced by inheritance: the result variable is specified in the interface(s),
while the heap is specified in the class. However, the class postcondition may also include result.
The reason for this design is that the postcondition has one process that must establish it, while the
precondition has two (caller and last running process).
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1 interface Computationf{

2 /*@ requires inew > 0 && iold > 0 && param > 0;

3 ensures \result > 0 &&

4 (iold >= inew —> (\result <= iold && \result >= inew)) &&
5 (iold <= inew —> (\result >= jold && \result <= inew));

6 @/

7 Rat cmp(Rat iold, Rat inew, Rat param);

8}

9

10 interface IPositive{

11 /+@ requires \forall Int i; 0 <= i < len(input) ; input[i] > 0 @+/
12 List<Rat> smooth(List<Rat> input, Rat a):

13 }

14 interface ISmoothing extends IPositive{

15  Unit setup(Q);

16 Int getCounter();

17 /+@ requires 1>a>0 && len(input)>0;

18 ensures len(result) == len(input) &&

19 \forall Int i; 0 <=1 < len(result);

20 result[i] > 0 && min(input) < = result[i] <= max(input);
21 succeeds {setup, smooth}; overlaps {getCounter}; @/

22 List<Rat> smooth(List<Rat> input, Rat a);

23 }

24

25 class Smoothing(Computation c¢) implements ISmoothing {
26  Int counter = 1;
27 Bool lock = False;

29 Unit setup() { this.counter = 1;}
30 Int getCounter() { return counter; }

32 /+@ requires !this.lock && ensures !this.lock; @/
33 List<Rat> smooth(List<Rat> input, Rat a) {

34 this.lock = True;

35 this.counter = 1;

36 List<Rat> work = tail(input);

37 List<Rat> inter = list[input[0]];

38 while (work !'= Nil) {

39 Fut<Rat> f = c!cmp(last(inter), work[0], a);
40 this.counter = this.counter + 1;

41 /*@ requires this.lock; succeeds {1}; overlaps {getCounter}; @/
42 await £7;;

43 /*@ resolvedBy {Computation.cmp} @/

44 Rat res = f.get,;

45 inter = concat(inter,list[res]);

46 work = tail(work);

47 }

48 this.lock = False;

49 return inter;

50}

51 }

Figure 6.8: Specified Distributed Moving Average, using JML-style formulas.
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class Smoothing (Computation c¢) implements ISmoothing {
Int counter = 1;
Bool lock = False;

Unit setup(Computation comp) { c = comp; }

1

2

3

4

5 /+@ requires true; ensures !this.lock: @~/

6

7

8 /*@ ensures old.lock ==> this.lock @+/

9 Int getCounter() { return counter; }

10

11 /*@ requires !this.lock @+/

12 /*@ requires \forall Int i; 0 <= i < len(input) ; input[i] > 0 @+/

13 /*@ requires 1>a>0 && len(input) >0 @+/

14 /»@ ensures len(\result) == len(input) && \forall Int i; 0 <= i < len(\result);
15 \result[i] > 0 && min(input) <= \result[i] <= max(input); @~/
16 /*@ ensures !this.lock@+/

17 List<Rat> smooth(List<Rat> input, Rat a) {

18 this.lock = True;

19 counter = 1;

20 List<Rat> work = tail(input);

21 List<Rat> inter = list[input[0]];

22

23 while (work != Nil) {

24 Fut<Rat> f = c!cmp(last(inter), work[0], a);
25 counter = counter + 1;

26 /@ requires this.lock; ensures this.lock; @+/
27 await £7;;

28 /*@ resolvedBy {Computation.cmp} @/

29 Rat res = f.get,;

30 inter = concat(inter,list[res]);

31 work = tail(work);

32 }

33 this.lock = False;

34 return inter;

35 %

36 }

Figure 6.9: Specified Distributed Moving Average, after propagation.

1 Unit mQ) { ) .

) m has five atomic segments:
3 if (.0 {

, s, 1. sq,s4,57

5 Whlle( .. ){ 2. S1,Sg, S5, S7

6 sy await £?;; s,

7 } 3. s1,59,53,await £?,
8 Ss

9 } else { s¢ } 4. sy4,s3,await £?,

10 sy

11} 5. S4,Ss5,S7

Figure 6.10: Structure of atomic segments. The statements s; contain no if, while, or await statements.
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7 Stateful Session Types for Active Objects

The systems discussed so far are bottom-up approaches: they specify only parts of the system, such as
methods or classes — the specification of the whole system is given only implicitly. This chapter describes
a top-down approach: Stateful Session Types for Active Objects. Session Types [71] globally specify a
part of the system that may be composed itself. The subsystem is called session and is required to be a
“natural unit of communication” [72]. For Active Objects, a natural unit is a set of objects that do not
communicate to objects outside of this set [83] — here we consider the case where the whole system is
a single session, but describe how multiple sessions in a system can be handled.

In the original formulation [71, 72], Session Types describe the communication over channels in
channel-based concurrency by (1) specifying a global type that describes all the communication over
a given channel, (2) projecting the global type on the endpoints and generating a local type for each
endpoint and (3) statically checking each endpoint against its local type. Projection and type system
are designed such that the local static checks guarantee generic communication correctness: Globally,
deadlock freedom and locally, that there are no unexpected or orphaned messages on a given channel.
This approach was later adopted to object-oriented languages with channels [42] and other concurrency
models, such as actors [30, 107], boxed ambients [55] and Active Objects [83].

Session Types, in the sketch above, check two properties: deadlock freedom/communication correct-
ness and protocol adherence. Protocol adherence describes that the session follows the protocol specified
by the global type. The system we present here checks only for protocol adherence and builds on earlier
work to express richer protocols with data and assertions [83, 13] — they specify the state changes
within a protocol, hence they are called Stateful Session Types.

Using Session Types for Active Objects poses multiple challenges. For one, the use of multiple com-
munication possibilities: the protocol describes not only message sending, but method calls, future syn-
chronization and communication via the heap. For another, the notion of endpoints is layered: method
calls target an object, while future synchronization targets a process inside an object.

Previous systems for Session Types for Active Objects, thus, had two projections [83, 82]. First, the
global type is projected on the objects participating in the session. This generates object-local types,
the local view of the object on the protocol. Then each object-local type is projected on the participating
method. This generates method-local types, the local view of all processes of the method on the protocol.
Here, we are able to simplify the projection mechanism in multiple ways: First, only one projection is
needed, second, we use two analyses to discard invalid global types before projection and, third, we
are able to merge propagation and causality analysis into one step, which is less complex than previous
propagation and causality analyses. We also added the ability to track values passed over multiple
parties, a feature available in previous systems for channels [12], but not for Active Objects.

We give the behavioral type for Session Types as a leading type. For one, this specification touches
upon most aspects in a way that makes decomposition into multiple types which are composed by the
leading operator difficult. For another, it allows us to demonstrate further composition patterns: the
type still makes use of T, for loop invariants and can encode object invariants and a class of method
contracts.

7.1 Global Types

Global types describe the global view of the communication in a session/system, i.e., a protocol. To
do so, it specifies interactions between roles. A role is an endpoint in the protocol — for verification, a
mapping from roles to objects has to be given by the user. The interactions themselves describe the kind
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of interaction, the involved roles, conditions on communication data and tracked values. A tracked value
is used to track a semantic value through the execution of the protocol on specification level.

Definition 7.1 (Tracked Values and Roles). We denote the set of all roles with #Z and the set of tracked
values with 7. These sets do not intersect, roles does not intersect with any syntactic category or the set of
symbolic values, T is a subset of the function symbols (in BPL).

A tracking constraint C is a map from J to sets of expressions. It models that a tracked value t is available
in the expressions C(t).

This means that all expressions in C(t) evaluate to the same semantic value.

Convention 5. We write tracking constraints where every tracked value is mapped onto a single expression,
i.e., of the form {t1 — {e;},ty — {es},... }, as follows in examples

tl as el,tz asey,...

Each tracked value is associated with a logical variable in gMSOT, a logical variable in IMSOT and a
function symbol in BPL (all of the same name and fitting type), so formulas may refer to them.

Syntax

For the syntax of global types, we distinguish between global protocols and global types. A global
protocol is a global type, prefixed by an initialization action.

Definition 7.2 (Global Types and Protocols). Let p,q range over &, t over F, @ over [FOS formulas, 1
over gFOS formulas and C over tracking constrains.

GP ::=0i>p:m(]ap, (.G Global Protocol

G ::=pi>q:m(]c,0,C[) Call Action
[plt(y) Termination Action
|pT,t Synchronization Action
| Rel(p, t, v, ¢) Suspension Action
|G.G Sequential Composition
| P{¢i:Gilies Branching
| (G)fp Repetition
| skip Empty Action
| end Protocol End

We call non-composed types actions and tracked values that are tracking the generated future in initial and
call actions tracked futures.

A call action pi> q:m(p, C)) specifies a method call from role p to q on method m. The tracked value
t is used to track the future generated on p-side. Formula ¢ specifies the state of p and the parameters
of the call. The track constraint C defines a set of equalities between parameters and tracked values.
This specifies that either a passed value in a parameter is known as a tracked value in the rest of the
protocol (i.e., name generation) or that a parameter has a tracked value as its passed value. Consider
the following protocol:

t tf .
O—f>p:m(]true,t asx| . p—2>q:m2(]y >0At=y,t,asy*y) .G
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It specifies that p tracks the value it got sent as parameter x as t. It then sends this value to q as parameter
y. In the type G the square of the value of y is known as t, and y is guaranteed to be greater than 0. The
initial call of the global protocol is analogous to the call action with a special role 0.

A termination action p | t(¢|) specifies the termination of the process with the tracked future t in p,
i.e., t has been used in the call action for this process. The specification ¢ specifies the state of p upon
termination (of the currently active process).

A synchronization action p Ty, t; specifies that the role p reads from the future tracked by the value t,
(i.e., t; has been used in the call action for some process). The tracked value t, introduces a name for
the read value.

A suspension action Rel(p, t, ¢;, ¢,) specifies that the role p suspends its currently active process until
the future tracked by t is resolved. The value t is not the future of the suspended process. The first
formula ¢, specifies the state of p at the moment of suspension, the second formula ¢, specifies the
state of p at the moment of reactivation.

Sequential composition is straightforward. Branching p{y; : G;};c; gives role p the choice how to
continue the protocol. Each protocol branch G; is guarded by a condition ¢;. These conditions may
overlap!. Repetition (G)fp specifies that G is executed zero times or finitely often, with 1 as a global
invariant. ILe., it describes the state of the whole system. A ending action end denotes the end of the
protocol. Syntactically we allow actions after end, but they are treated as dead specification, analogous
to dead code after return statements in, e.g., Java.

We demand that the two roles in the call action differ. Regarding the formulas, the following restric-
tions have to hold:

* The formula in the call action only contains field symbols of the caller and method parameters of m
as program variables (except heap). The connection of role and caller is established below.

* The formula in the termination action only contains field symbols of the class of the terminating
process and only result as its sole program variable (except heap).

* The formula in the repetition only contains heap as a program variable.
* The formulas in the guards contain only tracked values.

During projection we also reject protocols that cannot be established cooperatively, e.g., if an endpoint
verifies a tracking constraint that contains tracked values that this endpoint has no access to.

Convention 6. If the condition  in an action is true or a track constraint is @), then we omit it in examples.

. t t t t .
E.g., we write p— q:m(true,@) as p—q:mand p—q:n(i < 0,0) as p— q:n(i < 0). We also omit the
tracked value identifying a future in a call if it is not used in an example.

Tracking constraints either introduce new tracked values or describe propagation of the tracked value.

Example 7.1. The following protocol describes that p sends some value to q in parameter v which is tracked
by t. q sends the same value to r in parameters w.

0—p:mp—q:my(t>0,tasv).q—r:m(t asw)....
The following protocol describes that the parameter w is tracked by r by a fresh tracked value t,.
0—p:mp—q:my(t>0,tas v).q—r:ms(t, asw)....

Another aspect of the difference is that in the first protocol, r knows that w > 0 holds.

! Two formulas overlap, if there is a structure which is a model for both. E.g., i > 0 and i < 0 do not overlap, but i > 0

and i <0 do.
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The semantics of a global protocol are sequences of events and states that are not distinguishable
by any participant. It is given as a translation into gMSOT. For readability, we (1) shorten parameter
lists to single parameters (2) omit semantics effects (which are not specified by Session Types anyway)
and (3) replace some unspecified elements with . This symbol denotes a logical variable of the fitting
sort, existentially bound with the smallest possible scope. (4) use abbreviations like O or i + 1 instead
of defining the first index or the successor of i explicitly. We stress, however, that for the purpose of
relativization we consider the unrolled formula. E.g.

[i]=condEv(, ,0)=3x<€ Obj. 3f € Fut. [i] = condEv(x, f,0)

Definition 7.3 (Global Type Semantics). The semantics of global protocols and global types are given in
Fig. 7.1. We assume that equalities between the logical variables (in gMSOT) and function symbols (in [FOS)
of the tracked values are implicitly added. We require the following auxiliary operations.

Semantics of Tracking Constraints. A tracking constraint C is translated into a sequence of quantifiers bind-
ing every tracked value t as a logical variables of fitting type D(t) to the given expression. Note that we
assume that every expression is implicitly translated into a term. Translation is relative to a formula
@, where the tracked values may be used (if they are free within ), and a set of known tracked values
T. The set T describes those tracked values, which are already bound — the translation needs only to
express their propagation.

Q(C, ¢, T) = icdom(cyrt € D(L). /\ t=e|Ap
eeC(t)
tedom(C)

the notation 3,cqom(c)\r Stands for a sequence of quantifiers, one for each variables in the set dom(C)\
T. For example

Q(t asv,t, asw+2, p, {t}) = 3dt, € Int. (t2 =wi2 At=vA (p)

Actively Communicating Objects. We say that an object X is actively communicating at position i, written
Act(i,X) if i is an event issued by X. An event is issued by X if it is not noEv and its first parameter is
X, e.g, [i]=IinvREV(X, , , ).

The call action models that there are invocation and invocation reaction events with correct caller,
callee and method. The tracking constraint is rewritten with a quantifier as described above — under this
quantifiers, the call condition has to hold in the state when calling, i.e., when instantiating the method
parameters with the actual call parameters. Additionally, the following global type G’ has to hold, but
is relativized as follows: if any specified event is issued by the same object as the call, then it has to be
at an index idx after the invocation event in this call action. This enforces that events may be reordered
only in a way that is invisible to any object. The initial call is analogous, but with fixed constants for the
first event.

Example 7.2. Consider the semantics of the following global type:

pi>q:m.pt—2>r:m2.G

It must express that the calls happen in the correct order, but the methods may start in any order. Applying
the semantics above results in (slightly simplified)

Jiel 3j el ([{]=invEv(p,q,t,m, ) A[j]=invREv(q,t,m, A
di'er3j el (
(Act(,p) = 1" > DA (Act(i’, @) = ' > ) A(Act(§',p) = j' > D A(Act(j, @) = ' > A
['] = invEV(p, T, t,my, ) A[j'] = invREV(r, tp,my, )A
gtsem(G)[idx €1\ ....]) )
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gtsem(OLp:m(]go, C) . G) = 3t € Fut. Je € DP(w). (
[2] =invREv(p,t,m,e)
AQ(C,[31F @(e)lthis \ p] Agtsem(G, dom(C) U {t}), {t} )[idx € I\ (Act(idx, p) — idx > 1)])

gtsem(p;q:m(]cp, () .gq, T) = 3Jt € Fut. 3i,j € I. 3e € DP(m). (
[i]=invEv(p,q,t,me) A[j]=invREv(q,t,m,e)
AQ(C, [i + 11+ w(e)[this \ p] Agtsem(G, T Udom(C) U {t}), T U {t})

[idx € I\ (Act(idx, p) — idx > i) A (Act(idx, q) — idx > j)])

gtsem(plt(y) . G, T)=3i €L Je € D(m). (
[i] =futEv(p,t, ,e)A[i—1]F p[result )\ e]
/\Q(C,gtsem(G, T), T)[idx eI\ Act(idx, p) — idx > l])

gtsem(th2 t; . G, T) =3Ji el 3t, €D(t,). (
[i]=futREv(p,t;, ,t,)
AQ(C,gtsem(G, T U {t,}), T U {t,})[idx € I\ (Act(idx, p) — idx > i)])

gtsem(RelQp, t,0,¢') .G, T) =3i,j €L, 3f € Fut. (

[i] =suspEv(p, f,t) A[i + 1]F ¢[this \ p]
ALj1= suspREv(p, f,t) A[j + 1] F ¢'[this \ p]
AVk el (i <k < j)— [k] #suspREv(p, f,1)
Agtsem(G, T)[idx eI\ (Act(idx, p) — idx > i)])
gtsem(p{p;:G;}ic; - G, T) = \/ (Fip € L. Alip] F w;[this \ p] A gtsem(G;.G, T)[idx € I\ idx > iy])
i€l
gtsem((G)*w .G, T) = gtsem(G’, T)v3IICL (
Vi,jel. (i<jnBkel.i<k<j)— gtsem(G, T)lidx €I\ i <idx < j]
AViel. [i]ky
AdmineI.Viel.i>min AVi€L(i < min AisEvent(i)) — [i] = noEv

Admax € 1. Vi€ I. i < maxAgtsem(G, T)[idx €1\ idx > max])
gtsem(end, T) = gtsem(skip, T) = true gtsem(skip.G, T) = gtsem(G, T)
Figure 7.1: Semantics of Global Protocols and Types. DP(m) is the type of the parameter of m, D(m) is

the return type of m. For types G without a sequential composition, we set gtsem(G,T) =
gtsem(G . skip, T).
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Obviously, the guards introduced by the relativization can be simplified: On one hand, Act(j’,r) holds and
thus both Act(j’, p) and Act(j’, q) do not. On the other hand, Act(i’, p) does hold. Simplified, the semantics
becomes:

dielL3jel I el Iy el (i’ >iAgsem(G)idx eI\ ... A
[i]1=invEv(p,q,t,m, ) A[j]l=invREv(q,t,m, )A
[i'1=invEv(p,1,ty,my, )A[j']=invREv(x, tz,mz,_))

Note that the order on p side is specified, but not the order of the actions of q and r.

The semantics of termination, synchronization and suspension are analogous, but specify different
events. Strictly speaking, the return type of the method when specifying the termination action is un-
known, as the terminating method is not specified. However, we only consider well-formed global types
that allow us to derive the method and its return type for each termination action. We introduce formally
well-formed types in Def. 7.23.

The semantics of branching is a guarded disjunction. Each of the disjuncts corresponds to one branch:
the guard of the branch holds in the first state and the trace is a model for the semantics of the branch
type. The guards do not depend on the state, but only on input parameters of methods and tracked
values and we may safely put the evaluation of the guard at the first state. Repetition is the standard
translation of the Kleene star into MSO [19] and guesses a set of indices which mark the start and end
of single iterations. The translation of the inner type has to hold between any two neighboring indices.
The first disjunct covers the case that the Kleene star is unrolled O-times. The other actions specify no
communication and are needed for technical reasons. In particular, for types G without a sequential
composition, we set gtsem(G, T) = gtsem(G . skip, T).

Closed Semantics and Witnesses

The semantics gtsem specifies a protocol, but does not specify that no further (non-specified) communi-
cation occurs. Such a closed semantics gcsem is constructed as follows:

1. Bring gtsem(GP) in prefix normal form, denoted Q. where Q are all quantifiers and ¢ the formula.

2. Letiy,...,i, be those logical variables explicitly specifying the events (e.g., i, j in the translation of
the call action).

3. Set
gcsem(GP) = Q.(ap AYkel. ((isEvent(k) A /\ k#1i;)— [k]= noEv))

j<n
This specifies that every event is either explicitly specified or noEv.

Example 7.3. Consider the protocol in Ex. 7.2 for G = skip. Its closed semantics is the following:

diel.djel.di’el. I €l (
Vk e I. ((isEvent(k) Ak #i Nk # j Ak #i’ Ak # j') = [k] = noEv)A
[i]=invEv(p,q,t,m, ) A[j]=invREv(q,t,m, )A
i > i A[i'] = inVEV(p, 1, ty,my, ) A[j'] = inVREV(r, ty,my, JA...)
We observe that in a model for gcsem(GP) each event, which is not noEv, can be traced back to the

global action that specifies its existence. This allows us to analyze all possible models by reasoning about
the global protocol itself.
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Fact 3. Let GP be a global protocol and y a model for gcsem(GP). For each event y[i] at position i with
yLi] # noEv there is a global action G within GP such that the following holds

* The translation of G introduced a variable j of I type.
* During the successful evaluation of v, I, |= gcsem(GP), i is assigned to to j.

Definition 7.4 (Witnesses). Given the above situation, we say that y[i] is a witness for G. Analogously we
define states as witnesses for a global action G, if the state is at a position that is assigned to the variable
stemming from the translation of G.

Role Assignments

Global types are abstract descriptions of protocols. They are disconnected from the implementation
by roles: each role must be assigned to an object in the implementation. We do so by providing role
assignments. A global role assignment specifies which object is having a role in the protocol, while a
local role assignment specifies which parameter of a class is having which role. Global assignments are
specified by the user, local assignments are derived.

Definition 7.5 (Role Assignment). A role assignment is a partial function r : & — Obj that maps roles
to object names. A role assignment r satisfies a global protocol GP for a program Prgm if dom(r) =
{all roles in GP} and

Vr.(Prem 4y = 1.1, 8 = (Gpedom(ryP € D(P)- P = r(p) A gesem(GP)))

hold. I.e., if all roles are assigned an object and every trace with the assignment is a model for the global
protocol.

A local role assignment 1 : & — F is a partial function from roles to field names. A local role assignment [
for a class C matches a role assignment r if for every role p, such that r(p) is not of class C, r(p) is assigned
to the parameter [(p) in every object creation of C.

The reader should recall that we identify the ith object creation with a variable name v; and the object
name X;. A role assignment, thus, may be written as a function to variable names: {p; — v4,...}.

A local role assignment models for an object, whose parameter refers to an object implementing a role
and may be represented in IFOS as

log)=/\ (select(neap,1(p)) = p)
pedom(l)
where p is a (free) logical variable.

Example 7.4. Consider the following two class signatures and main block. We use Rebeca-style main blocks,
so p may indeed reference q.

1 class C(J a) implements I{...}
2 class D(I b) implements J{...}

3 {

4 I p=new C(Q;
5 J g = new D(p);
6 p!'mQ;

7}

A role assignment r and matching local assignments l¢ for C and Iy for D are, for example the following:
r=[p—p,q9—d]
lc=[q—a]
lp =[p+—b]
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A global type is not a standalone specification: it must still refer to parameter names, field names
and method names of the implementation. We could use abstract message names instead of method
names and connect message names to method names as part of the specification, but refrain from doing
so because (a) it offers no further insights, as we explore the needed mechanism already for roles (b)
it obfuscates technical details and (c) this is standard for all specifications. E.g., the original Session
Types [72] use the data types declared by the implementation.

Definition 7.6. A program Prgm, a role assignment r and a global protocol GP match if

* r(p) refers to an object creation such that the class created at r(p) has the correct fields and methods
according to GP.

* There is a matching local assignment l¢ for each class.

* If p sends a message to q in GP, then r(q) is passed as a parameter to the object implementing p.

The call in the main block corresponds to the one in the call actions of 0.

Example 7.5. The following classes, together with the main block and role assignments from Ex. 7.4 and
the following global protocol match.

Ot—°>p:m . pt—1>q:m1(]y> OAt=y,t,asy*y) . plty(this.f > 0) . qlt; . end

1 interface I{ Unit mQ); }

2 interface J{ Unit m; (Int y); }
3 class C(J a) implements I{

4 Int £ = 0;

5 Unit mQ{

6 alm; (10);

7 this.f = 1;

8 }

9}

10 class D(I b) implements J{
11 Unit m; (Int y){ skip; }
12 }

7.2 Well-Formedness

Some global types and protocols describe impossible protocols, which are not possible in the Active
Object concurrency models. Similarly they may describe protocols that may not be statically enforced.
Thus, we apply a semantic analysis to discard malformed protocols. Such a preprocessing step is common
for Session Types, e.g. the linearity check in the original asynchronous session type system [72] or the
well-assertedness check for choreographies [14].

Example 7.6. Consider the following two types.

G, = 0i>p:m .qlt.end
G,=0—p:mm.p—q:my, . p—rimg . q—r:m, . end

The first type G, does not specify possible behavior, as t identifies a process running on p, not q. Formally:
no trace of any program is a model for gcsem(G;). The second type G, is not enforceable: without synchro-
nization it is not possible to ensure that r will execute ms before my, even if every party behaves as specified
locally.
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To detect both kinds of modeling errors, we use a three-fold analysis:

Preanalysis. We give three simple analyses to discard certain classes of global protocols, which are ei-
ther impossible or not enforceable: protocols not adhering to scoping, protocols not adhering to
cooperative scheduling and protocols not delegating tracked values correctly.

Projection. During projection, the generation of local from global types, we additionally discard some
non-enforceable protocols, e.g., those with non-cooperative global invariants.

Postanalysis. After projection, we discard further non-enforceable protocols: Protocols which do not
specify enough synchronization to ensure that methods are executed in the specified order. E.g.,
the pattern in G, is discarded at this step.

The use of denotational semantics allows us to reason about global types without a type system. To do
so, we connect actions with their witnesses. Before that, we introduce some short-hand notation.

Convention 7. Let G be a global type that occurs at least twice in a global type G'. We assume that each
copy of G is implicitly distinguishable from the other by its position in G'.

For uniformity, we consider the initial action of global protocols as a special global type, 0 a special role
and global protocols as global types, in the context of our analyses.

Definition 7.7 (Witness Order <g). Let G be a global type and G, G, two global types within. We define
the witness order <g in two steps. G; <g G, holds if one of the following conditions holds.

* G contains G,.G, or G,.G’.G, for some G’

* G contains G'.p{p;:G;};e;.G” and Gy <}, ;o G for some i €1

. 1"
i.G

*

* G contains p{p;:G;}ie;.G and G; <, .,

G, for somei €1

* G contains G'.p{y;:G;},c; and G, <g.q, Ga for some i€l

G contains p{p;:G;};e; and G, <, G, for somei €1

G; <g G, holds if one of the following conditions holds.

G, <¢ G

G contains G/.(G//)TP.G”/ and Gl <G/.G”.G’” G2

G contains (G");,.G" and G, <g g Gy
* G contains G’.(G”)fp and G, <g g~ Gy
* G contains (G” ), and Gy <gr G,
With G, <g G and G; <; G, we denote the corresponding reflexive closure.

We use <g, to reason about orders ignoring repetition. This is necessary because scoping ensures that
a repetition does not introduce, for example, a tracked value that is available outside of it. Additionally
to smaller examples, we use the following scenario for illustration of our analyses.

Example 7.7. Consider a system with two components, a GUI and a computation server. The GUI gets as
user input a list of data values, which need to be processed. To stay responsive, the GUI delegates the list to
the computation server, and only receives updates on the intermediate results, which it may show the user.
When the list of data values is empty, the computation server may reject the request. In this case the GUI
must display an error. Alternatively, the computation server may proceed as in the normal case. This is
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CMP | t, GUIT, t, GUI|t,
(a) Ot—o> GUI:init GUIt—1> CMP: compute — Rel (GUL t;) er
CMP | t, GUIT, t; GUI|t,

GUI|t, CMP1t,

CMP-% GUI: show

CMPEGUIZShOW — GUIltz — CMPTtZ — CMPltl - GUITtS t1 - GUI,l,tO

T |

(1) 0% GUI: init —— GUI->CMP: compute —— Rel(GUL t,) end

| e

CMP|t, - GUIT, t; — GUI|t,

Figure 7.2: Witness orders.

modeled by the following global protocol S. A return value of -1 is the error code return value of the server
and 0 the one of the GUL Let ¢)g = CMP.count >= 0 A GULshown >= 0

S =
0-%GUI:init . GUI-> CMP: compute(t, as len(v)) . Rel(GULt,) .
ovpl 2 0:(CMP-% GUI: show . GUIt, . CMPTtZ);S . CMPt, (result =0) . GUIT, t; . GUI|ty(result = —1) end
ty =0: CMP | t; (result =—1) . GUIT,, t; . GUI|t,(result = 0)
Example 7.8. Consider the protocol S from Ex. 7.7. The spine of <g, is the upper graph (a) in Fig. 7.2 The
spine of <g is the lower graph (b) in Fig. 7.2
The following lemma justifies to reason about models by analyzing the witness order of global types:

Lemma 7.1 (Soundness of Witness Order <g). Let G be a global type and G;, G, be two actions with
G, <¢ G,. If the witness(es) of G; and G, are issued by the same object, then the witness(es) of G, occur
before the witness(es) of G, in any model of G.

Proof. See p. 181.

Scope Analysis

First, we analyze whether the global type adheres to scoping. Under scoping we understand two related
properties, which are similar to the standard notion of variable scopes in programming languages.

Activity Scoping. That tracked futures are terminated after being called, every terminated future was
called before?. Synchronization and suspension happens after the call. Protocols not adhering to
activity scoping are impossible to realize.

2 With “before” and “after” we always refer to the witness order < for a suitable G.
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Repetition Scoping. A tracked future introduced inside a repetition (or at the outermost level) is termi-
nated and suspended inside the same repetition, but not inside a nested repetition within. Protocols
not adhering to repetition scoping are either modeling errors (e.g., process that repeatedly termi-
nate), or not enforceable.

Example 7.9. Consider the following global protocols, which all contain modeling errors:

* GP, models that a tracked future is used by two different processes.
to to
GPy=0—p:m.p—q:m, . qlt,.plt, . end
* GP; models that a process is started but never terminates.
to
GP, =0—p:m.end

* GP, models that a process is started but never terminates, but a process that is never started is termi-
nated.

GP, = Olp:m .plt; . end
* GP; models that m, is called repeatedly, but terminated only once.
GP; = Ot—0>p:m . (pi>q:m2)* .qlt.plty.end
* GP, models that m, is called once, but terminated repeatedLly.
GP, = Ot—0>p:m . pi>q:m2 .(qlt) .plty . end
* GP; models that a future is read that does not identify a call.
GP; = Ot—0>p:m .pTt.plty.end

We define scoping in terms of the witness order: e.g., a method must be called before being able to
terminate and a future can only be read after having been resolved. Additionally, we have constraints
that express that a method must always terminate after being called.

Definition 7.8 (Correct Scoping). A global protocol GP (or a global type), is correctly scoped if the following
conditions hold:

1. Each tracked value is used at most once as the future in a global call action. This means that every
tracked future identifies one call action.

t . o . .
2. For each p— q:m there exists at least one q | t. All such termination actions are after the call action
and inside the same repetition:

pi>q:m <z qlt

Additionally, we demand that there is no G’ with pi>q:m <g G’ that is either before or after all q|t.
Le., forno G':

qlt £5 G £gqlt ()
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3. For each qlt there is exactly one pi>q:m before in the same repetition:

pi>q:m <cqlt

Additionally, we demand that there is no G’ with G’ <g qlt that is either before or after the call
P qim £} G £5 p—qin €]

4. For each Rel(r,t|) there is exactly one pi>q:m before and at least one qt in the same scope:

pi>q:m <g Rel(r,t) <¢ qlt

5. For each r1t there is exactly one pi>q:m before:
t
p—qn<grft

In Ex. 7.9 GP,, is not scoped correctly because of condition 1, GP; is not scoped correctly because of
condition 2, GP,, GP5;, GP, because of the conditions 2 and 3 and GP5 because of the condition 5. We
do not give a soundness lemma — we use Lemma 7.1 to lift scoping directly to the model level and use it
in the composition theorem. The restriction on Rel is motivated by the possibility to track the currently
active process in an object/role, as we discuss in the next section.

The restrictions (x) and (%) catch the cases that a call is only active in some branches of a choice.

Example 7.10. Restriction (x*) models that there must be no action before a termination action catches the
case where a call is executed only sometimes.

51
t —q:
0—°>p:m.p{ Ptz 4m } .qlt;.qlt,.plt,.end
P—qim

Here only one of m; or m, are specified as being called, but both are specified as being terminated in every
case. In terms of the restriction, the call to m, is before the resolving action of t; and can, thus, be possible
executed before it:

t
P—Z’CI:mz <cqlty

On the other hand, it may be executed instead of the call to m;. Thus, it is not guaranteed that t, is used for
a call before being terminated:

t t t
P—qim £ P—qimy £ P—qim

The restriction for (%) is analogous, consider:
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Activity Analysis

Next, we discard protocols that do not adhere to the Active Object concurrency model. This simpli-
fies further analyses, as they can assume the absence of (some) impossible patterns. This analysis is
performed after checking scoping.

Example 7.11. Consider the following global protocol:

Olp:m . p;q:mz(]tf asv).qlt.qlt;. pt—>q:m2 .qlt'.plt,.end

It does not specify what process will execute the action q T ty. The first process on q (identified by t) is
already terminated, the second process on q (identified by t’) has not started yet. No other process on q is
specified. The global protocol is, thus, a modeling error and cannot be realized. It fails to specify according
to the cooperative scheduling in the Active Object concurrency model.

These modeling errors are errors in modeling activity. It does not adhere to the Active Object model,
where at every point in time, at most one process is active in an object and an object cannot perform any
actions if no process is active. We call such global types uncooperative. Formally, we require the notion
of an activity path to detect such modeling errors. An activity path tracks where the process identified
by a tracked future is active.

Definition 7.9 (Activity Paths). Given a global type G, the activity path of a tracked future t on p is a
sequence of actions within G, written (G, ..., G,), with even length, such that the following holds.

* For each i with 0 < i < n the sequence is ordered with the witness order: G; <g G4,
* G, =q—p:n(y, C) for some role q, method m and specification (¢, C).

* G, = plt(y) for some specification ().

e Foralleveniwithl<i<n

G =Rel(p,t’, 91, 02) G =rlt'(3)
for some tracked future t’, role r and specifications 1, ¢, P3.
* For all even i with 1 < i < n, there is no Rel(p,t’, p;, p,) with G;_; <g Rel(p,t’, ¢1, p2) < Gi

A tracked future may have multiple activity paths.
We call actions G’ with G;_; <¢ G’ <g G; for some even i covered by t. We call the actions G; for some
even i terminally covered by t.

Example 7.12. Fig. 7.3 shows a protocol, the three activity paths of the contained tracked futures and the
covered actions. Grayed out actions are covered, but not part of the path. Note that some covered actions
are covered by tracked futures from a different object and are not relevant for checking cooperativeness.

The elements of the activity path with an odd index are those where the process identified by t is
scheduled and the ones with an even index are those where it is descheduled. Intuitively, every action
between (w.r.t. <g) an odd and an even index can assume that it is executed by the process identified
by t. We check that every action is covered exactly once per object — this models that each action can
be assigned to exactly one responsible process®. No action is skipped and no action is assigned twice.

3 Orto a set of processes, if the action is inside a repetition, which are all identified by another future in the semantics, but

only one tracked future in the type. This is ensured by scoping, which checks that such processes are started and finished
inside their repetition of the protocol.

124



Protocol: Ot—0>p:m0 . pt—1>q:m1 . Rel(p, t,) - qt—2>r:m2 .Rel(q,t;) . rlt, . qlt; . plty . end

Activity path of t,: <Ot—0>p:m0, , Rel(p, t,) , qlty, Plto>
Activity path of t;: <pt—1>q:m1, , , Rel(q, ty), rlt,, Cll'f1>
Activity path of t,: <qt—2>r:m2, s rlt2>

Figure 7.3: Activity Paths. Grayed out actions are covered, but not part of the path.

Definition 7.10 (Cooperation). A global protocol (or type) is cooperative if the following holds

* Every synchronization action p Tt’ and every call action p— q:m is covered by exactly one tracked
future on p.

* No call action p— q:m is covered by any tracked future on q.

* Every branching by p is non-terminally covered by exactly one tracked future on p. By this we under-
stand that the action with an edge in the witness graph caused by this branching is non-terminally
covered by exactly one tracked future on p.

A tracked future may have multiple activity paths. Indeed, if its termination is after a choice, it
must have multiple paths to be correctly scoped. The reader should recall that by convention we can
distinguish syntactically equal actions at different positions in a global type.

Example 7.13. We illustrate cooperativeness by the following examples:

* Ex. 7.11 is not cooperative: qTt; is not covered on q.

* The following type is not cooperative, because (1) qTt; is covered twice and (2) pt—2>q:m2 (]tf as vl is
covered on q.
Ot—0>p:m ) pt—1>q:m2(]tf as v) .pt—2>q:m2(]tf asv).qTt; .qlty.qlt; . plty.end

The first error models that there are two process on q which can be responsible to read from t;. The
second error models that q starts a new process (for t,), despite already having an active process.

* The following type is not cooperative, because the branching is not covered by p (which is computed by
checking that the termination action before is not covered by p).

0%p:im. p>qim . plt,. p{ alty } .end
qlt,

It is, however; correctly scoped and t, has two activity paths.

We use Lemma 7.1 directly in the later composition proof to lift the activity path to events.

History-Sensitivity

Finally, we check that if an action has the obligation to guarantee some property over a set of tracked
values, then it has access to these futures.
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Example 7.14. Consider the following global protocol.

t t
0—p>p:m1(]t as v . p—q:m, . plt, . qltg(result >t) . end

The process executing my on q must guarantee that its result is bigger than t — but it is not specified that
t was ever send to this process. The global protocol is thus, not history-sensitive. A fix would be to specify
that t is sent to q (for some suitable parameter of my):

t t
0>p:m (tasv) . p—q:m(t asw) . plt, . qltg(result >t) . end

We use activity paths to keep track of known tracked values of a process. To handle tracked values
communicated via futures, we characterize which postconditions communicate tracked values.

Definition 7.11. A terminating action plt(y) communicates t’ if ¢ — result =t’ is valid.

Example 7.15. Consider the following type. It models that p sends some value t; as parameter v to q and
q returns t;. Then, p reads t; and tracks the return value of q in t, and must prove that the return value of
q is indeed t;.

GP,o = ng:m . pt—1>q:m2(]tf asv) . qlty(result =t;) . pT,t; . plto(ty =t;) . end

The terminating action qlt; (result = t;)) communicates t;.

The extended activity path of a tracked value is the activity path including the covered actions on the
object resolving the future in question. The inclusion of covered actions is necessary because they add
known tracked values.

Definition 7.12 (Extended Activity Path). Let G be a global type. Given an activity path (G, ...,G,) for
a tracked future t on role p inside G, the extended activity path <G’1, .. .,G:n> is obtained by ordering all
elements of the activity paths and all covered actions of p according to <g.

For any global action (and type) G we write act(G, p) for the tracked future containing G on an extended
activity path on p.

We now define history-sensitivity by examining all used tracked values and distinguishing three cases:
(1) the action using the tracked value is introducing it (2) it is introduced by an action on the same
extended activity path or (3) there is a future read before, that reads from a tracked future, whose
resolving action communicates the tracked value in question.

Definition 7.13 (History-Sensitivity). Let t be a tracked future on p, and (G;),; an extended activity path
within some global type G. The activity path is history-sensitive if one of the following conditions hold for
any tracked value t, within this path with t, # t. Let G, be the action where t, is used for the first time
(w.rt. <g).

* t, is globally introduced by G,. Le., G, <g G’ for any action G’ that uses t, even outside the activity
path in question.

* t, is globally introduced by some G; in the activity path with G; <g G,

e There is a receiving action p T,/ t' <g G, in the activity path such that there is a termination action
qlt'(p) <g pTw t’ outside the activity path that communicates t,

A global type, (or global protocol), is history-sensitive if all its extended activity paths are history-sensitive.
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Example 7.16. Protocol GP,,, in Ex. 7.15 is history-sensitive. The following are the extended activity paths:

Extended activity path of t,: Ot—0>p:m . pt—1>q:m2(]tf asv) . pTy,t1 . Plto(ty =tf)

Extended activity path of t;: pt—1>q:m2 (t; asv) . qlt;(result =ty

t
* The use of t; and t, in the call action p—1>q:m2(]t ¢ as v|) in the activity path of t, conforms to Def. 7.13
because it introduces t; and t,.

* The use of t, in the termination action of the activity path of t, conforms to Def. 7.13 because it was
introduced by the reading action before.

* The use of t; in the termination action of the activity path of t, conforms to Def. 7.13 because it was
made available by the reading action before, that reads from the tracked future t, that communicates
t; and because it was introduced by the call action (to q) before.

* The use of t; in the path of t; conforms to Def. 7.13 because it was introduced by the call action at the
beginning of the path.

Definition 7.14. A global protocol is a projection candidate if it is scoped, cooperative and history-sensitive.

The analyses are performed in the given order: scoping, cooperativeness and history-sensitivity. Sce-
nario S from Ex. 7.7 is a projection candidate.

Temporal Satisfiability.

History-Sensitivity was first proposed by Bocchi et al. [14] for channel-based systems. Bocchi et al.
also propose Temporal Satisfiability that expresses that tracked values may not be specified to have no
possible value.

Example 7.17. Consider the following global protocol:

t t
O—p>p:m1(]t >0,tasv). p—q>q:m2(]t <O0,tasw).plt,.qlt,.end

This extends the specification above with predicates that demand that t is strictly positive and strictly nega-
tive. Obviously, this protocol is not realizable, as its semantics can have no model generated by any program.

We do not check temporal satisfiability at the global type. Instead, it results in local types that cannot
be proven. In the example above, the proof obligation of m, will not be provable as it has to prove at one
point a formula of the form

t>0—-1t<0

7.3 Local Types

Local types are the local view of an endpoint on a global type. In our case, the notion of endpoints is
two-fold: for one, objects, targeted by roles and processes, targeted through their tracked value. The
process is identified by a tracked future, the object by a role. Contrary to prior work [83, 82], there
is no special local type to specify on object-level: Each local type is method-local. In this section we
introduce the syntax and semantics of local types, as well as the fragment that we use as the syntax of
the behavioral type. This is not the behavioral specification — the behavioral specification in section 7.5
uses an extension of local types with tracking information.

Definition 7.15 (Local Types). Let ¢ range over [FOS formulas, C over tracking constraints, t over tracked
values, p over roles and m over method names. The syntax of local types and local protocols is defined by the
grammar in Fig. 7.4.
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A receiving action ?m(p, C) models that a process executing m starts in a state where ¢ holds (¢ may
also specify the parameters) with tracking constraints C. A calling action p!m(¢p, C) is a call to role p on
method m with t tracking the generated future. ¢ specifies the state in the moment of the call and the
call parameters. C may keep track of sent values. E.g., for a method with signature Unit m(Int i), a call
o!m(this. £+10) and a tracking constraint t as i, the tracking value t tracks the value of this. f+10 in the
moment of the call.

The terminating action Put ¢ models the termination of the currently active process in a state where
¢ holds, where ¢ specifies state and the return value. The suspension action Susp(t, ¢, ¢|) is analogous
to its global counterpart. The empty action skip denotes no visible action and is only added for technical
reasons in an intermediate state.

The analogue to global choice from the point of view of the choosing role is active choice ®. Passive
choice &E {¢;:L;};c; models that the process reads from the future tracked by t; and depending on which
condition ¢; holds for the read value (tracked by t,) it follows the local type L;. The conditions do not
overlap. They are not the conditions from the global type, but the termination conditions of the process
making the choice. The other actions are straightforward.

Convention 8. Analogously to Conv. 6 we omit empty specifications and the tracked future of a calling
action if it is not used anywhere, and conditions in the active and passive choices if all of them are true.

Example 7.18. The local protocols in Fig. 7.5 are the local protocols for the views of the three methods on
the global protocol S in Ex. 7.7.

Additionally to active choice (S,,, a process makes the choice how to continue) and passive choice
(in S,,, a process reacts to a choice made by another process by reading the choice from a future), S,,
shows another kind of choice: If show is called, then the first branch has been chosen, but this choice
is not communicated via the future of the choosing process, but by being called. Thus, S,, is aware
of the chosen branch. Similarly, we allow methods to be called in different branches, as long as the
preconditions enable them to deduce in which branch they are. This mechanism, and that the above
local protocols are indeed the local views on S is derived by projection, is introduced in the next section.
Before, we give the formal semantics of local types.

Definition 7.16. The semantics of local types and protocols is shown in Fig. 7.6.

The semantics of local types follows the general ideas of the semantics of global types, but is more
simple because it does not specify that events must be ordered for each role separately. The semantics
of local protocols takes as a parameter a role, the semantics of local types is parametric in role and

LP ::=?n(p,C) . L Receiving Action
L ::=p!m(e, C) Calling Action

| Put ¢ Terminating Action
| Susp(t, ¢, ¢ Suspension Action
| skip Empty Action
|L.L Sequential Composition
| ® {p;:Li}ic; Active Choice
| & {p;:Li}ies Passive Choice
| (L)Tp Local Repetition

Figure 7.4: Syntax of Local Protocols and Local Types.

128



St,

St,

S

to

ts = 0:Putresult=-—1

=?y,init . CMP!, compute(t, as len(v)D.Susthll).&g { f. = —1:Put result =0 } . skip
ty = 0:(GUI!, show.&"2{skip} - .Put result =0 .
=?,, compute(ty as len(v)|). ® { t: N 0:( ta )thls.countzo Put rest = —1 .skip

=?;,show . Put

Figure 7.5: Local Protocols for S in Ex. 7.7.

tracked future. This is only needed later to simplify composition arguments. As an abbreviation we use
evBound(i, j) that expresses that every event before j that is not at index i is not a communication event,
i.e., it is noEv.

The semantics of the receiving action is that the first event (at index 2, as the first element of
any trace is a state) is an invocation reaction event on the correct method and that the parameter
satisfies the precondition. The local type L has to be adhered to on the rest of the trace — thus, its
semantics is relativized to the trace that is following the invocation reaction event.

The semantics of the calling action is that there are positions i, j, such that i is the index of a
invocation event as specified. Note that without a role assignment, q is a free variable. Variable j is
a position chosen such that is after i and the rest of the trace models the following type. It must be
after i and it is ensured that all further events are part of the trace considered by the relativization.
The tracking constraint is handled analogously to global types with the auxiliary Q function.

The semantics of the suspending action follows the above pattern of specifying a position i that de-
scribes the specified event and a position j used for relativization, such that i < j and j does not cut
off any event described neither by i (or a constant offset from i) nor the relativized continuation.

The semantics of the empty action describes traces without any visible events. If skip is continued,
the semantics of the continuation has to hold.

Semantics of active choice is a disjunction over all possibilities, such that there is always a position
j before any event where the guards are evaluated.

Semantics of passive choice is mostly analogous, but (1) at j must be a resolving reaction event
and (2) the branches are joined by a conjunction, mirroring the intuition that all possibilities must
be considered.

Semantics of termination cuts off possibly trailing actions and semantics of repetition is analogous
to the global case.

7.4 Projection

Projection generates local protocols for methods participating in a global protocol. After the projection

itself,

we perform two further steps:

Causality Check We derive the causality graph to check whether the order of methods described in a

global protocol is always enforced by the protocol in the Active Object concurrency model. This
rules out that they do not contain “enough” synchronization.

Knowledge Propagation The loop invariant of global types may be not visible to a local type, because

the whole type is inside the repetition. However, these types must still be aware of the invariant —
in particular, they may be required to establish it upon termination.
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evBound(i, j) = Vk €L ((k < j Ai # k AisEvent(k)) — [k] = noEv)

lsem(?u(p,C) . L,p) =
3t € Fut. 3e € DP(m). Q(C, [2] =invREv(p,t,me) A[3]F p(e)A
lsemL(L, dom(Q)u {t})[idx eI\ idx> 3], @)
Zsem);(q!tm(]ap, C).LT)=

di €. 3j € 1. 3e € DP(m). 3t € Fut. (i <jA
Q([i]=invEv(p,q,t,m &) A[i + 1]+ ¢(e) AevBound(i, j)A
lsem! (L, T U dom(C) U {t})[idx € I\ idx > j]))

lsem’; (Suspdt, V1, 9)).L, T) =
diel 3j €l j—i>4AevBound(i +4,) A[i] = suspEv(p, f,t)A
[i +4]=suspREv(p, L) Ali+1]F @, Ali +3]F @oA
lsem! (L, T)[idx € T\ idx > j]
Isem! (skip, T) = Vi € LisEvent(i) — [i]=noEv  Isem] (skip.L, T) = Isem/ (L, T)
lsemlf)( ®{pi:Li}ies - LT)=
Jjel (Vk € I. evBound(j, k) A \/ (([j] Foi A lsem{,(Li L, T))[idx €T\ idx > JD)

iel

lsem);(&g{(pi Li}ie - L T)=

Jjel (Vk € L. evBound(j, k) A 3t, € d(ty). [j]1 = futREv(p,t;, ,t)A

/\ (([j +1]F p,(ty) — lsemlf,(Li L TU{t,))[idx €1\ idx > j]))
i€l
lsem);(Put p.LT)= lsem{)(Put e, T)=
di €1. Vj €1 de € D(m).
((isEvent(j) Ai # j) = (j = noEv A[i] = futEv(p, £, e) Ali + 11F ¢(e)))
lsem! (Ly)Y, . Ly, T) =
lsem’;(Lz, T)v3alcl (
Vijjel.(i<j—opkel.i< k<j)—>lsem£(L1,T)[idx€I\i <idx < j]
AViel.[ilE ¢
Admine€l.Viel.i>min AVYi € L(i < min A isEvent(i)) — [i] = noEv

AJmax € I. Vi € I i < max Alsem? (Ly, T)[idx €1\ idx > max])

Figure 7.6: Semantics of Local Protocols and Types. D(t) denotes the data type of t.
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We perform both operations with the help of the causality graph, which we connect to the witness order
to reason about its adequacy. This is an advancement over prior approaches [83, 82], which performed
propagation on an additional auxiliary representation.

In the following, we only consider projection candidates.

Definition 7.17. The projection of a projection candidate G on a tracked future t on x is a local type L
defined by the judgment

GM?L

in Fig. 7.7. Role x is the role of t, i.e., the receiver in the call action that makes t a tracked future. L is the
resulting local type.

We use an auxiliary partial function divide(q), t) that maps global IFOS formulas to local IFOS formulas
as follows: if 1) can be written as a conjunction /\p Yp, such that each v, only references p in heap
selections, then divide(v,t) =1, for the role p that computes t*. Otherwise, the partial function is not
defined and propagation fails. The rules work as follows:

* Rules (skip) and (end) end projection with a skip action. We discuss such final actions below in
Conv. 9.

* Rule (putother) covers the case that the termination action in question is the one of another tracked
future and ignores the global termination action.

* Rule (putsetf) covers the case that the termination action in question is the one of the target tracked
future and produces a local termination action. The trailing global type is ignored, as in projection
candidates we have the guarantee that t is never active again (i.e., its activity path ends here)

* Rule (calkaller) checks that the currently active tracked future on p is the target tracked future and
produces a calling action.

* Rule (allcallee) covers the case that the target tracked future is generated here and produces a
receiving action. The precondition ¢ is generated by replacing all field accesses with fresh logical
variables and existentially quantifying over them. E.g., v > this. f becomes f € D(f). v>f.

* Rule (aallother) is for the other cases: the global action is not relevant for the target tracked future.
* Rule (relsetf) and (relother) are an analogous pair to (putself) and (put-other).

* There are three rules for repetition. (loop-inner) covers the case where the tracked future is active only
within the repetition. This drops the repetition for the local type. (oop-nexty covers the case where
the tracked future is not active within the repetition. Finally, oop-outer) covers the cases where the
target tracked value is active within and outside the repetition. It also checks the cooperativeness
of global loop invariants as discussed in the section above. If divide is not defined, projection fails.

* (getself) projects a synchronization action on a passive choice with trivial guard. The sole branch is
the projection of the trailing global type. This trivial passive choice may be resolved into a non-
trivial passive choice, if it is projected in the context of a global choice. The mechanism is explained
in the description of the (choice-passive) rule.

® (get-other) is analogous tO (put-other).

* (choiceequal) drops the choice if the target tracked future behaves the same in all branches.

Le., for the receiving role in the call action that introduces t. This can be computed in advance to projection and is
omitted for brevity’s sake.
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* (choice-active) produces an active choice if the target tracked future is the currently active one on the
choosing role.

* (choice-within) drops the choice if the target tracked future is only active in one the the branches.

* Finally, (choice-passive) generates non-trivial passive choice as follows: It is checked that the choosing
process is in another role that x or has another active tracked future. lL.e., the target tracked future
reacts to a choice.

The choosing tracked future is projected in each branch and must end in a termination action®.
The termination conditions are the guard of the passive choice. It is checked explicitly that these
guard do not overlap.

The target tracked future is projected in each branch and must start with a trivial passive choice
that reads from the choosing tracked future. The branches of the produced passive choice are the
branches of the trivial passive choices for each branch.

Convention 9. We remove skip actions from sequential composition whenever possible after projection. This
does not change the semantics of any local type.

Example 7.19. The global protocol S from Ex. 7.7 is indeed projected on the local types in Ex. 7.18. The
derivation of the projection of t, is shown in Fig. 7.9 and Fig. 7.10.
We observe the following effects:

* The conditions of the active choice do overlap, but the conditions of the passive choice do not. As
discussed, this is intentional: CMP is making the choice, thus, it has the freedom of non-determinism.®
GUI must react in its passive choice and must know the externally chosen branch exactly.

* The local type of t, is not aware of being repeated — as every process is wrapped in one repetition,
no single process can observe the fact that the method is called repeatedly. This information is visible,
however, to the object.

* The suspension action is necessary in S, but it would not be needed if show would be called on a third
role r. Consider the global protocols in Fig. 7.8.

While GPgy is a projection candidate, GPg,; is not, because it is not cooperative: GUI cannot start
execution of show, because the process of init is still specified as being active.

Causality Graph

We now check that the projected types ensure that there is only one possible order of visible events’ To
do so, we use a causality graph, which is also used for propagation.

The causality graph contains all local action of all projected local types and the causality relation:
a node has a directed edge to another node, if its witness must precede the witness of the second
node. Additionally, the graph contains nodes to handle repetition and branching. These nodes have no
witnesses, but have multiple outgoing or in-going edges — they can be interpreted as control-flow nodes,
the following analysis is indeed inspired by control-flow graph based analysis.

Definition 7.18. Let GP be a projection candidate, such that all projections are defined. Its causality graph
¢(GP) = (V, E) is defined as in Fig. 7.11. An action (or composed type) can occur multiple times in a local
type, but each such copy has its own node. The edges mirror the structure of G in terms of the local types
resulting from projection.

5

The extension where it may end in several termination actions is trivial.
In the specification, the implementation is deterministic.

7 Considering repetitions, there is one possible order per number of iterations, we formalize this later.
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Figure 7.7: Projection Rules. act (G,x) denotes the currently active tracked future according to Def. 7.12

with the current argument of the projection as G.
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GP,j =GP = 0-5GUI: init . GUI->CMP: compute(t, as len(v))

CMP{ t, = 0:(CMP-5 CMP: show . CMP | t, . CMPTt,)" . CMP |t (result =0) . GUIT,, t; . GUI| ty(result = —1) } end

ty =0: CMP | t; (result =—1) . GUIT, t; . GUI|ty(result = 0)
GPy,; =0-%GUI: init . GUI->CMP: compute(ty as Len(v))

cvpd 2 0:(CMP% GUI: show . GUIt, . CMPTt,)" . CMP |, (result =0) . GUIT,, t; . GUI | ty(result = —1)
' t, = 0: CMP |t (result =—1) . GUIT,, t; . GUI| ty(result = 0)

Figure 7.8: Variations of Global Protocols.

. end

Example 7.20. Consider again S in Ex. 7.7. Fig. 7.12 shows €(S), with state specifications abbreviated.

The dashed lines are the edges introduced by the last three clauses in the definition above.

Causal-Coherence

We require some technical definitions to define a coherent causality graph.

Definition 7.19 (Cover). A node v is choice-covered by v’ if there is a path from v’ to v and v’ has the
form (p,t,&(t")), (p,t,*) or (p,t,®). A path is choice-covered by v’ is one of its nodes its choice-covered by
v'. A set of paths S is fully choice-covered by v if for every branch going out from v, there is a path in S that

is choice covered by v through this branch.

Definition 7.20 (Causal-Coherent). Let ¥ (GP,p) = (v;,...,v,) be all nodes of the form (p,t,?,
(p,t’,Susp,),) for a given p in €(GP) and some t,t’,t”,m. With each v € ¥(GP,p) we associate the
type G, whose projection generated v.

A projection candidate GP is causal-coherent if the following holds:

o If v,v" € ¥(GP,p) are two nodes, such that G, <g G, and there is no v" € ¥(GP, p) with

m) and
global

Gv <G

G, <g G, then there is a non-empty set of paths in €(GP) from v to v’. If there is any w # x that
is a choice-cover for any element of any path, but not for v, then the set must be fully choice-covered

by w. If there are multiple choice covers, then this condition has to hold for any of them.

* If v € ¥(GP,p) is choice-covered by a repetition node (p,t,), but is not within the repetition® , then

removing all nodes within the repetition must result in a causal-coherent graph for this v.

* If v € ¥(GP,p) is within a repetition, then there is a set of paths from v to itself going through this

repetition node, for which the above conditions hold.
We give two examples where the above conditions are not adhered to.

Example 7.21. Consider the four projection candidates and their causality graphs in Fig. 7.13. G
and GP;:E are both not causal-coherent.

branch
Pfail

. GP'f’;ﬁnd‘ does not read from the tracked future t, in one of the branches — in this case the order of m,
and mg on q is not fixed. The projection candidate GP';{(arICh shows how to fix the protocol. The blue
path is the path in GP'f’:ﬁnd‘ — the node for reading from t, is choice covered by a node not part of any

: branch
path. The red path is the one added by GP;*"".

* GP) does not read from t, if the repetition is not repeated at all (remember that we allow zero
executions of the repetition). The fixed projection candidates ensures that the tracked future is read at

least once.
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(put-self)

GUI=GUI act(...,GUD) =1, Ut 20)  ~®  Putty 0

(get-self)
L #t GUIT,t . GULL [t =0)  ~8% ! {true:Put to =0}
(put-other)
CMPlt(t; =—1) . GUIT, ty . GULLt(to =0)  ~$ &l {true:Put t = 0}
*
(skip) - GOl -
t, # to and CMP # GUI skip ~ skip
- (get-other) - o -
ty #£to CMP 1 t,.skip ~o skip
- (put-other) - i . 0
ty #to GUIlt, . CMP1t,.skip ~ ~° skip
(call-other) T 0
2 . .
CMP— GUI: show . GUI|t, . CMPTt,.skip )\VM_S skip
* 5k %
as x
ok = - : GUI 31 - .
CMPt;(t; =0) . GUIT, t; . GULLto(to =—1).skip ~ ~¢ & {ts = 0:Putty=—1}
(loop-next)

ﬁn_sm,lwvocrmgs.nc:c.nzw?&*.nzmt;_:wg.mc:a:,oc:g?wL_v SO gt = 0:Putty =1}

*%

Figure 7.10: A sample derivation for projection (cont.)
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V= {(p,t,L) | Lis an action, but not a suspension, GP ~} L’ is defined and L’ contains L}
U {(p, t,Suspit',‘) | GP ~¥ L' contains Susp(t’, ¢, ¢’)}
U {(p,t,Suspy) | GP ~¥ L’ contains Susp(t’, ¢, »')}
U{(p,t,&(t")) | GP ~¥ L’ contains &Ej,{api :L;};¢; for some ¢;,L;}
U{(p,t,®) | GP ~¥ L’ contains ®&{y;, :L;},c; for some ¢;,L;}
U{(p,t,*) | GP ~f L’ contains (L):j7 for some ¢, L}

((p,t.L),(p,t,L)) € E <> GP ~* L” contains L.L
((p, t, Suspit’,’), (p.t, L)) €E < GP ~! L’ contains Susp(t’, ¢, ¢’).L
where Susp(t’, ¢, ¢’) is the action generating Suspic','

((p,t,L), (p,t, Suspf,”t)) €E <= GP ~¥ L’ contains L.Susp(t’, ¢, ¢')
out

where Susp(t’, ¢, ¢’)) is the action generating Susp;,
&= v is the first action in the repetition that caused (p, t, *)

((p, t, %), v)
(v, (p,t, *))

(v,(p, t,*))

€E

€ E < v is the last action in the repetition that caused (p,t, *)

€E
((p, t,L),(p,t, L’)) € E < Lis ® or & and L’ is the first action in one of the branches

€E

€E

€E

& v is the first action after the repetition that caused (p, t, *)

((p,t,q!ym), (g, t/, ?ym))
((p,t,Put ¢),(q,t',&(1)))
((p,t, Put v),(q,t’,Susp")

Figure 7.11: Definition of a causality graph.

S, ?y, compute — @ Put
R \ i \\
\ , \
AY 1 7’
S * — GUI!; show — &(t,) — skip . Put \
\\ : T ,, /,/ \\ \\
\ 7 4 AN
\ 7 4 v
\ ! ! .7 v
\ 1 1 o, Va
\ ! ! 1o ‘i
\\ 5 v ! I v
Stl ' .tZShOW B — Put ,' I' :"
\\ :ll I,ll
\\ 1! U
. u J Put
\ [\ ’
N - v
DI | out n
St, ?¢,init —— CMP! compute — Susptl Susptl — &(t;) \

Figure 7.12: Causality Graph €(GP,,).
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Figure 7.13: Causality Graphs.
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Lemma 7.2. Let GP be a projection candidate without repetitions with a coherent causality graph. Let
Prgm be a program and vy, a global trace with Prgm | v,, such that vy, is a model for gcsem(GP). Let y,
be another global trace with Prgm | y,, such that all events of vy, are witnesses in y,. The order of these
events for every object is the same.

Intuitively, the lemma expresses that if GP is causal-coherent, then in all the models of its semantics,
the order of all its invocation reaction events and all its suspension reaction events is the same. The
requirement on the witnessed actions expresses that the order only has to be preserved if the same
branches have been taken.

To generalize the above lemma to global protocols with repetitions, we require some technical auxiliary
structure. The main challenge is that repeated actions have multiple witnesses. Thus, we introduce, for
the correctness proof alone, bounded repetitions.

Definition 7.21 (Bounded Repetition). Let GP be global protocol with at least one repetition. Let (G;)* be
the repeated types for i < m.

* The n-G/-unrolling of GP is the global protocol that results from replacing (G)* with n copies of G§.9
The unrolling of GP is the set containing all n-Gg—unrollings of GP.

Kleene-Repetition is equivalent to an infinite choice over all bounded repetitions.
Lemma 7.3. If a trace is a model for GP, then it is a model for some protocol in its unrolling and vice versa.

Lemma 7.4. Let GP be a projection candidate with a coherent causality graph. Let GP’ be any of the
protocols in its unrolling. Let Prgm be a program and y, a global trace with Prgm | y,, such that y; is a
model for gcsem(GP’). Let v, be another global trace of GP’ with Prgm | y,, such that all events of vy, are
witnesses in y,. The order of these events for every object is the same.

Propagation

We require one last step to generate local types. Right now, the loop invariant of global repetition is
ignored by the methods called within and the formula describing the reactivation in Rel is not ensured
to hold.

Example 7.22. We continue the leading example S from Ex. 7.7, the invariant {)g = CMP.count >= 0 A
GULshown >= 0 of its repetition and its projected local protocols:

= 0:P 1lt=-—1
Si, =?y,init . CMP!, compute(ty as len(v)).Susp(t;, true, true) &, { I5 - PEE 11::21: “o } . skip
s =—1L: =
ty > 0:(GUI!,, show.&2{sKip} ) is _countso-PUL (result =0) } Skip

S. =?. compute(t, as len(v)|.® . .
u =Py compute(ty 2l { ty =0: Put (result =—1)

St, =?¢,show . Put
The type of t,, establishes its part of the invariant, but the types of GUI do not.

We call the final step propagation: it adds the loop invariant at the places where it has to be proven
(and can be assumed). The causality graph is used for that, as it allows us to determine (1) what the last
specified action of an object before the repetition is — this action has to establish the invariant, (2) what
the first action within the repetition is — this action may assume the invariant and (3) the last action
within the repetition — this action has to establish the invariant.

This is only needed for local types that are repeatedly called, thus (2) is always the node of a receiving
action and (3) the node of a termination action. (1) is either a termination action or an out-going node
of a suspension action.

Le., there are paths to and from v to this repetition node.

9  With appropriate renaming of introduced tracked futures.

139



Definition 7.22 (Propagation). Let GP be a projection candidate with a coherent causality graph €(GP).
The propagated global protocol GP’ is generated as follows.

* For every repetition x with invariant v, for each tracked future t that is active within this repetition:

— For the last suspension Susp with an out node or termination action Put before the repetition
(i.e., there is a path from this node to the repetition that does not contain any node from the
same projection), divide(y,t) is added to the suspension assertion or postcondition.

— for the last suspension Susp with an out node or termination action Put inside the repetition
(i.e., there is a path from this node to the repetition that does not contain any node from the
same projection), divide(,t) is added to the suspension assertion or postcondition.

— for the first suspension Susp with an in node or receiving action ?m before the repetition (i.e.,
there is a path from the repetition to this node that does not contain any node from the same
projection), divide(v, t) is added to the suspension assumption or precondition.

— for the first suspension Susp with an in node or receiving action ?m inside the repetition (i.e.,
there is a path from the repetition to this node that does not contain any node from the same
projection), divide(v, t) is added to the suspension assumption or precondition.

— If a repetition has a non-trivial invariant, but there is neither a last suspension or termination

before, then propagation fails.

* For every branching, we add the branch condition to the precondition of every call within the branch
in question.

* For the last Susp with an out node or termination action Put before an Susp with an in node and a
reactivation condition ¢, we add @ to the suspension condition or termination condition.

There may be multiple last or first nodes, e.g., if there is a branching inside the repetition.
Example 7.23. After propagation, S, and S,, are modified:

Spy P =?y,init . CMP!,, compute(t, as len(v)|.Susp(ty, this.shown > 0, this. shown > 0)

t: = 0:Put result =-—1
5 5 .
& { ts =—1:Put result =0 } - skip

SEZrOP =7, show(|ty > O A this. shown > 0| . Put this.shown > 0

The type of show has now knowledge about t,, because it is called in the branch guarded by t,, > 0.
show may not have access to ty, but this addition is performed after the history-sensitivity analysis and is
not critical, because if show does not have access to it, then it cannot use this information anywhere (if it
would use it, it must be specified and if it is specified it will be caught by the history-sensitivity analysis
before.)

Definition 7.23. Let GP be a causal-coherent projection candidate, such that propagation succeeds. We
define the types of a method as

Z(m) = {?tm(]cp[).L | GP ~P2m(p’).L for some t,p s.t. ?m(p).L is the propagation of ?thcp’[).L’}

GP is well-formed if for any two ?y m(p1)).Ly, ?,m(p,).Ly € £(m), the receiving conditions do not overlap.

This models the method can always distinguish which type it has to follow by its initial conditions.
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7.5 Behavioral Type and Soundness

In this section we define the behavioral type T|,c = (T|oc> Qocs locs Tioc)- FOr the behavioral specification,
we can reuse semantics and syntax from the previous sections.

Definition 7.24 (Behavioral Specification T|,.). The syntax 7,. of the behavioral specification T),. is
defined by

Tioc 1:=L>C

Le., the statement has to follow L and may assume that so far every tracked value t is available in all
expressions in C(t). The semantics . expresses the semantics of the local type L under tracking constraint
C. Contrary to the semantics of local type, however, we use the tracking constraint as an assumption.

Aoc(L> C) = Jycqom(c)t € D(L). /\ t=e |- lsem!(L,dom(C))
eeC(t)
tedom(C)
Where p is the role of the class in question and f ¢ dom(C) some constant symbol for the resolved future.
Before we give the type system, we require some auxiliary operations on tracking constraints.

Definition 7.25 (Auxiliary Operations). Given an expression e, the removal operation rem removes all
expressions containing e from the tracking set of all tracked values.

rem(C,e)(t) = C(t) \ {ey,...,e,} where Vi < n. e; contains e and e; € C(t)
For example
rem({t; — {a,b+1},ty = {b+2}, t5 > {x}},b) = {t, — {a}, t, = 15— {x}}
We extend union and intersection of sets of expressions to tracking constraints.
(Cul)t)=CuC'(t) CnC))=C)NC'(t)

If a tracking value t does not occur in dom(C) we set C(t) = 0. For example

({tl — {a},t, — {b}} u [tz = {chty — {d}}) = {tl — {a},ty = {b,c}, t3 — {d}}
The bind operation binds an expression e as tracking for some tracked value t'.
bind(C, 1/, e)(t) = { EEB o) gi 7L
For example
bind({t, — {a}, t, = {b}}, ta, c) = {t; = {ah, to — {b,c}}
The copy operation mirrors a copy from e’ to e: any tracked value available in e’ is also available in e.

A | C)U{e} ife’ eC(t)
COPy(C’ &€ )(t) a { C() otherwise

For example
copy({ts = {a}, t; = {b}}c.a) = {t; = {a,c}, t, > {b}}

Finally, we give a logical characterization for tracking constraints. Let f, be a unique function symbol
assigned to t.
log(O= AN\ N fize
tedom(C) eeC(t)
Domain and image of each tracking constraint must be finite. Given a formula ¢ containing tracked values,
we denote with ¢ the formula which substitutes each tracked value with the function symbol assigned to it.
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For simplicity, we assume that |%(m)| = 1. This can be easily achieved by copying and renaming
methods that are called at multiple call sites in a program and accordingly renaming in the global type.

Definition 7.26 (Behavioral Type T,.). This extends Def. 7.24. The type system T, is given in Fig. 7.14.
Given a well-formed global protocol GP we with £ (m) = {?m(m, Cyl) - Ln} and a local role assignment 1
for the role in question, we set

toc(m) = (¢m A log(D), Ly > Cpn)

Rule (,,.-assignF) and (T, .-assignv) both work the same way: the local type is kept unchanged, the update
keeps track of the assignment and the tracking constraint first removes the overwritten location from all
tracking sets and then tracks the assigned expression if it is already a tracked value.

Rule (T,,.return) matches the terminating action and verifies its condition, but uses the logical charac-
terization of the tracking constraint as additional information.

Example 7.24. Consider a method that keeps track of some tracked value t that is available upon termina-
tion in two variables a and b. Tracking constraint and their logical characterization allows to specify that a
method keeps track of the value correctly (here: return t) without referring to program elements.

t=aAt=b+l=>a=t
= {result := a}((t =aAt=b+1) — (result =t))

Aoc
= [return a lF Put result=tp[t— {a,b+1}]:|

This specific example can be done without tracking constraints.

Rule (,.-awaitr) matches the suspending action. The first premise verifies the suspending condition,
again using the logical characterization of the tracking constraint and that the process synchronizes on
the correct future, which is given as a tracked value. The second premise verifies the continuation after
reactivation. The anonymizing heap is analogous to the one of 7. The behavioral specification is
the continuation of the local type and the new tracking constraint. This constraint is constructed by
removing all tracked values which are tracked by expressions containing the heap and adding the new
binding to keep track of value available in the new heap.

There is no rule for boolean awaits, because we cannot derive causality graphs for them.

Rule (t,..-H matches active choice against branching. It does not reduce the number of choices. Instead,
the rewrite rules allow to drop certain branches at any point and another rewrite rule to remove the
active choice once it becomes a guarded specification of a single choice. Only at this point, the choice
condition is verified and the choice guard may only reason about tracked values and input parameters
— postponing their verification is possible because they do not rely on the concrete branching structure
and computation order.

Example 7.25. Consider the proof fragment below. Only the proof branch for the first branch is shown. The
whole active choice is moved to the first branch, the second rule then selects which of the branches is taken
(note that it is sound to drop active choice branches) and the third rule then checks whether the branch has
been taken under the correct condition.

We stress that the nested binary branching of the code may not structurally match the multi-branching of

the type.
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a
 T'= {U}neap := store(heap, £, e)}[s IF L copy(rem(C, £), this. £, e)], A
(T)o-assignF)

I = {U}[this.£ = e; s Ib L>C],A

o returmy L= (UHresult := e}(log(C) - ¢), A I= {U}{v:=e}[s It Lo copy(rem(C,v),v, e)], A

(T, -assignV)

QAoc Yoc
I'= {U}[return e; IF Put o >C], A T={U}v=e;s |'|_ L>C], A

I'={U}(log(O)—> ¢ A fi=e),A

) o
« - T, {U}{heap := anon(heap)}p’ = {U}{heap := anon(heap)}[s P Lo rem(C, this)], A
loc-awai

Aoc
I'= {U}[await e?; s IF Susp(t,¢,¢’) .L>C], A

QAoc
[, {U}me= {U}[s’;s’’ IF ®{p;:Li}ie - L'>CL A

I, {Ule = {U)[s;s'" I ®{@i:L}i . L'>Cl,A

(T)pc-if) a
|
T = {U}[if(e) {s;skip}else{s” ;skip};s’* IF @{p;:L}:; . L'>C], A

Poc skip.L.> C «» L> C ew L.skip > C
(T,,.-@-remove) I'= {U}QD,A = {U}[S IF L> C],A Lo C ew Ga{true . L} >C

Aoc
I'= {U}[s IF e{p:L}»(C],A {9 :Li}ier ~ ®{p;:Li}iy with I’ C 1

I'= {U}(log(C) = ¢(e’)Ap=e),A

Xoc . , ,
T <allv) I'= {UHv:=v}s IF L>bind(rem(C,v),t,v) U C'(me’)], A 1 fresh

Aoc
I'=> {U}v = elm(e”); s |||- p'm(e,C) . L>CL, A

I'= {U}(log(C) = fr =e),A

TL{UHv:=vHt:=v}p; = {UHv:= V}[SOLIIIECL1 .Lebind(rem(C,v),t,v)], A

Xoc .
(T readvn) TL{UHv:=vHt:= v}y, = {UHv:=v}[s IF L, .Lebind(rem(C,v),t, v)], A 1 fresh

Aoc
= {U}[V = e.get; s I+ &: {Soi:Li}iE{l..n} . LDC],A

r= {U}(Iog(C) > (@ AIA Iog(C’))),A
I A{UHU L} (e AL A @) = {UHU M B LsC' A

EAUHUL AT A g) = {UHUMs I (1 A g Alog(Ch) 11> ] A

T = {U}[while(e){s}s’ a|'F—’C(L);;.L' >Cl,A

(T}, c-while)

a Qoc
- = Skp ll‘ ( (T},.-skipCont) {L}[Sl LDC,A
- n
{U}[ i | Skipl> ,A locSKIpLO

I = {U)[skip:s I L>C],A

Figure 7.14: Rules for .. C (me) is the tracking constraint C with all method parameters of m set ac-
cording to the call parameters e.
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a=0=>10=10
a=0= {v:=10||result := 10}result = 10

q -
a£O:>[v = 10; return v; ||2cPut resulti10:| a=0=>a=0

a
a£0:>|:v = 10; return v; ||ECQ9{ a=0:Put result =10 }]

loc a=0 :Putresult=10
a=0= |v = 10; return v; IF @ a=1 :Putresult =20
a<0Va>1 :Putresult =30

tloc a=0 :Putresult=10
= |if(a == 0){v = 10;}else if (a == 1){v = 20;}else v = 30; return v; |F & a=1 :Putresult =20
a<0OVa>1 :Putresult =30

Rule (1,..<allv) matches a call statement with a calling action. The first premise checks that the call
condition is adhered too and that the correct object is called. Note that roles are mapped to function
symbols in the logic. The second premise then continues symbolic execution with the designated tracking
value for the generated future and the new bindings over the parameter.

The get statement is handled by a family of rules (t.-readv-n) for n € N,n > 1. Each rule is indexed
by the number of branches in the passive choice — each branch has its own premise that checks that
under a given condition the correct protocol is adhered to. The first premise in every rule checks that
the correct future is synchronized on.

The loop invariant rule has three premises and must observe not only the given invariant ¢ from the
type, but may use an additional invariant I and has to ensure that an invariant tracking constraint C’
can be found. The reason for I is that ¢ results from the type and may be not strong enough as a
postcondition for the loop, because it is not aware of local variables, etc. The rule itself is, thus, verifying
that o AT Alog(C’) is a loop invariant for the given loop. Additionally, the loop body is checked against
the inner part of the repeating type. The first premise checks that under the current tracking constraint,
the invariant is established before the loop. The second premise uses the invariant afterwards for the
continuation. Note that here, C' moves back into the behavioral modality. The third premise checks
that the invariant is preserved by the method body. This premise uses the leading composition with
Tpst— Toc has no mechanism to detect the end of a method body and reuses the one from postcondition
reasoning.

Finally, the skip statement is matched against the skip action if it is the sole statement. Note that we
may introduce such an action as a prefix or suffix of any type. A skip statement followed by another
statement has no influence on type or update.

Lemma 7.5. Type T\, is sound.

Proof. See p. 182.

Theorem 6. Let GP be a well-formed global protocol and Prgm a fitting program with fitting global and
local role assignments.

i If every proof obligation of the generated proof obligation schema can be proven, then every local trace
of any method m is a model for some LP € ¥ (m).

ii If every local trace of any method m is a model for some LP € ¥ (m) and the initial block sets up GP
correctly, then every global trace of Prgm is a model for gcsem(GP).

Proof. See p. 184.

L.e., if every method follows its local protocol, then the system follows the global protocol.
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7.6 Discussion

On Tracking Values.

Tracking values can only be introduced at future calls and future reads. One can easily add an opera-
tion vPt. G that binds t in G on p. We refrained from introducing an action that models neither control
flow nor communication: It is not bound to a syntactic construct of the language, so it is not clear when
exactly a value is bound.

During symbolic execution, the tracking constraint is part of the type in the modality, not of the logical
context. The reason is that it is easy to remove information from the type, while removing information
from the logical context requires an anonymization.

On Behavioral Types and Behavioral Contracts.

Our Local Session Types are descriptions of the behavior of a process, not a channel. They are, in
this sense, more similar to behavioral contracts than to behavioral types. Nonetheless, we call them
Session Types: (1) to avoid confusion with method contracts (2) because this is standard for actor-based
concurrency [107, 30] (3) other type systems for processes are similarly named types, e.g., conversation
types [22] and (4) because the projection mechanism is specific to Session Types.

The BPL-type T4 shows that BPL can handle types assigned to data instead of processes as well.

Note that futures are already typed by the data type and the type of the parameters of the called
method. A future realizes always the same “protocol”: (1) The caller sends data (according to the method
signature) to the callee (2) the callee reads this data (3) the callee sends its return value (according to
the return type) repeatedly and (4) anybody can read this value. The only failure to realize that protocol
is a deadlock, but this generic property is handled by multiple tools for Active Objects [78, 51, 69, 59]1°
and we refrain from making the program logic more complicated by checking for deadlock freedom as
well. But, as discussed in Ex. 4.7, BPL can be used in the context of a deadlock analysis.

On Session Encapsulation.

We presented here a way to handle the whole system as a single session. In [83] we give a less
restrictive variant, where the system contains multiple sessions. Each session is a set of objects, initialized
by another asynchronous call from the main block.

The next step would be to have session which are initialized during the run of the system, instead
of being initialized at the very beginning. To do so, one would require that the session is encapsulated:
either the objects participating in the session are not communicating during the session with other objects,
or they communicate in a way that does not interfere with the session. Either option is an open research
question.

Din et al. [45] use an explicit session mechanism in an extension of Active Objects. For channel-based
systems, where the session is defined by a channel rather than a set of processes, this issue does not
directly occur.

On Further Session Type Features.

There is a multitude of extensions for Session Types which are out of scope of this work. One such
feature are parametric Session Types [40], where the number of participants is not fixed but parametric.
The topology of the participants remains fixed.

An example for a feature where we expect that carrying it over to Active Objects is more challenging
is session delegation [72]. Session delegation describes that an endpoint delegates its role to another
endpoint. In channel-based systems, this is realized by passing the typed channel to another process,
which continues the communication. This is possible because the typed channel is the only medium the
endpoints communicate over. In Active Objects, delegating would include updating the pointers of the
other endpoints as they communicate via addresses.

10 For different fragments of ABS, only [78] handles full coreABS.
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On the Semantics.

Contrary to the operational semantics given for Session Types for channel-based systems, we use a
denotational semantics. Our well-formedness arguments make use of traces by using the structure of
the semantic formulas, instead of runs of Session Types (in their operational semantics). This simplifies
the semantics of our system, as it is easier to integrate it with other behavioral types on the model-level,
then on run-level. Furthermore, by mapping Session Types to MSO, we are able to use model theory to
compare it with other behavioral types. E.g., T;,, is expressible in FO, while T|,. requires MSO, so T, is
more complex. Similarly, given two Session Types, we can compare their quantifier rank to argue which
of them expresses a more complex protocol.
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8 Discussion

In chapter 2 we identified problems with the reasoning systems for Active Objects. The presented system
has overcome these limitations.

Problem 1: Homogeneous Specification. We have given specifications for memory access order (Ch. 5),
introduced method contracts for asynchronous method calls and cooperative scheduling (Ch. 6),
and generalized Session Types far beyond prior limitations (chapter 7), Furthermore, we are still
able to formulate object invariants (Def. 4.31), LTL properties (Def. 4.5) and postconditions
(Def. 4.4) — indeed T, plays a central role in BPL as a prototypical leading type. Finally, we
gave specifications for interactions with a static analysis as Tp,.

Problem 2: Homogeneous Verification. We have introduced BPL (chapter 4), a novel logic that combines
principles from dynamic logics and behavioral types. BPL allows us to use different behavioral
modalities for different specifications and we combine them with multiple techniques:

* either with rules that connect behavioral specifications of different behavioral types, such as
the rule (r,, . -get),

* or by leading composition, a completely novel way to combine a large class of behavioral
specification calculi on rule level. (Def. 4.21).

BPL enables us to engineer deductive verification systems by introducing the core principles of
reuse and modularity into calculi.

Problem 3: Lack of Projection when Handling State. Our extension of Session Types is the first automatic
decomposition formalism for Active Objects that decomposes synchronization patterns with state
specifications and tracked values.

Problem 4: Lack of Integration of Static Analyses and Deduction We give examples how BPL enables in-
tegration in both directions:

* Method contracts utilize the pointer analysis.
* Deadlock checkers utilize a specialized program logic (Ex. 4.7) .

Additionally, the separation of syntax and semantics in BPL allows us to analyze the specification
independently of the logic, as the manifold analyses on global protocols exemplified.

It remains to show that (1) the additional features of Session Types for Active Objects and (2) the
specification with object invariants, method contracts and Session Types are indeed practical, i.e., there
are realistic scenarios where the specification in layers is natural.

To address the first point, we specify and verify the Zugmeldegesprdch from Def. 2.2 with Session Types
using tracking values for the train number. This was not possible before. To address the second point,
we specify and verify a variant of the distributed sum, the distributed product, in all three languages.

Zugmeldegesprach

The Zugmeldegesprdch between two Zmst A and B is defined as the global protocol Zug below and tracks
the communicated train id from the offer (where it is bound) through the protocol. It ensures that both
parties talk about the same train. Additionally, it is specified that the train id is saved by A as waiting
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1 interface Zmst{

2 Unit start(Q);

3 Unit offer(Int trainld);

4 Unit accept(Int trainld);

5 Unit announce(Int trainId);

6}

7

8 class Zmst(Zmst other) implements Zmst{

9 List<Int> wait = Nil;

10 List<Int> arriving = Nil;

11

12 Unit start(){ other!offer(10); wait = Cons(10,wait); }
13 Unit offer(Int trainId){

14 //here are computations that ensure that there is place when the train arrives
15 other!accept(trainId);

16 }

17 Unit accept(Int trainId){

18 other!announce(trainId);

19 wait = without(wait, trainId);

20 }

21 Unit announce(Int trainId){ announce = Cons(trainId,announce); }
22 }

23

24 {

25 Zmst A = new Zmst(B);
26 Zmst B = new Zmst(A);
27 alstart();

28 }

Figure 8.1: Implementation of one communication realizing the Zugmeldegesprdch.

(for acceptance) after being offered and is removed from this list after being accepted. Similarly, B saves
the train id as arriving soon.

to
0—A:start
t
.A—B :offer(trainld as t,,,)) . Al to(contains(this.wait,t;q))
t
.B3A: accept(trainld as ty,y)) - Blt;

t
.A5B: announce([trainld as tyy,)) - Al ty(—contains (this.wait,tyq))

. Blts(contains(this.arriving, t,;,)) . end

Fig. 8.1 shows an implementation that adheres to this type. It is extracted from the FormbaR model to
accommodate our restriction that sessions are initiated from the main block. We do not need to specify
that wait contains the received id, because this is verified by the protocol. This kind of specification,
automatic projection and verification was not possible during FormbaR.

Distributed Product

The specified distributed product, a variant of the distributed sum in Ex. 3.1, is shown in Fig. 8.2. The
specification is kept simple to stress the interactions between the specification layers. We specify only
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the object invariant of Server, which expresses that the field val is always non-negative. This expresses
that the product is multiplied by some constant set at the beginning. The session type (and the role
assignment) is annotated at the main block. It describes the expected behavior of the system, the main
feature is that the repetition demands that after reset is called, the value of val is larger then 1. This
is only the case if the offset after the reset is also strictly positive, which is only demanded for the
protocol, not in general. This expresses that the product is amplified, or not modified. The method
contracts specify that only positive values are send to cmp (and to compute in the beginning). The heap
postcondition of cmp specifies that the server actually mutliplies the inputs.

The session type specifies a repetition invariant that is effectively an object invariant after reset has
been called. This cannot be expressed by object invariants or method contracts. It is worth noting that the
specifications depend on each other: to prove that cmp preserves the object invariant (and the repetition
invariant), the contract precondition is necessary. To prove that the parameter postcondition of cmp
holds, the object invariant (or repetition invariant) is necessary.

Additionally, the layered specification allows the user to specify information where it is intuitively
useful: The heap postcondition cannot be expressed in a session type, due to the use of old. Method
cmp gets (through propagation in the projection of local types) a postcondition val > 1, which is only
needed in context of the protocol (as the object invariant suffices otherwise) — it would not be a good
specification to have it as part of the method contract.

Despite this, it is not necessary to encode one specification language in another or have a calculus to
deal with all specifications, instead leading composition can be used to generate the T, § T;qy 0 Trnet
behavioral type. The sequent of the proof obligation is as follows!.

this.val > 1 A this.val>=0 A next >0
— — ——
Propagated invariant from T),.  Object invariant from T;,, Parameter precondition from T

-
{oldHeap = heap}{lastHeap = heap}

Aoci®iny domet

[this.val = this.val + 1; return this.val

Put this.val>1 (§  this.val>0 0 result > 0 A this.val = old.val +next:|
~- ~ N— -

~-
Propagated invariant from T|,.  Object invariant from T;,,,, Postconditions from T e¢

Limitations

The presented reasoning system for Active Objects here is modular, but was designed from scratch: a
new semantics, a new program logic, several multiple specification languages and several, modular,
verification systems. It was, thus, out of scope to cover all features of mature Active Object languages
like ABS and all advanced features of method contracts. In the following we discuss the limitations of
our approach and sketch how they may be overcome. Many limitations are already discussed in the
previous chapters.

Explicit History.

Our system does not keep track of the history in the symbolic execution, every specification of the
trace must, thus, be modeled as a new behavioral type. This may be too costly for simple properties.
An explicit history can be easily added by adding a new program variable history analogous to ABSDL
and record past events. The LAGC semantics then must also include the history of past events in its local
state. We have shown, however, that an explicit history in not needed for the most common specification
patterns.

! We omitted the trivial pre- and postcondition of Tt for brevity’s sake.
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1 interface IClient {

2 /+@ requires Y Int i. 0 <= i < len(values) => values[i] > 0; @~/
3 Unit compute(List<Int> values);

4}

5 class Client implements IClient(IServer server){

6 Unit compute(List<Int> values){

7 List<Int> val = values;

8 Fut<Unit> fut = server!reset(1l);

9 Unit u = fut.get;

10 while(val !'= Nil){

11 Int v = hd(val);

12 Fut<Unit> f = server!cmp(v);
13 f.get;

14 val = tl(val);

15 }

16}

17 }

18 interface IServer {
19 /*@ succeeds {}; overlaps {}; @/

20 Unit reset(Int i);

21 /*@ requires next > 0; ensures result > 0; @+/

22 /+@ succeeds {Server.reset}; overlaps {Server.cmp}; @+/
23 Unit cmp(Int next);

24 }

25 class Server implements IServer{

26 /%@ Invariant this.val > 0 @+*/

27 Int val = 0;

28 Unit reset(Int i){ val = i;}

29 /*@ ensures this.val == \old(this.val) * next; @+/
30 Unit cmp(Int next){

31 this.val = this.val * next;

32 return this.val;

33 }

34 }

35 /+@ role assignment [prod —> S, ¢ —> C]; protocol Prod; @+/
36 main{

37 IServer sum = new Server();

38 IClient ¢ = new Client(sum);

39 clcompute(Cons(1,Cons(2,Cons(3,Nil))));
40 }

E3
S.wval>1 -

Pr0d=02>C:compute .C5S:reset . Slt; . CTt, . (Ct—2>S:cmp .Sty . CTt, . ) Clty.end

Figure 8.2: Specified Distributed Product.
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Object Creation.

We do not allow objects to be dynamically created. The sole reason is that this would require a
more complex notion of session for Session types, where roles can enter and leave a session. Such
work is available for channel-based systems [12] and its adaption to Active Objects is an open research
question. We stress that method contracts can be formulated for object creation [85], we refrained from
introducing it here to keep the semantics uniform through the thesis.

Other Decomposition Patterns.
Session types are only one decomposition pattern, other patterns may be more suited in other settings,
depending on the restrictions. Other patterns are an open research question.

Implementation.
BPL is partially implemented in the Crowbar tool?. The tool supports the calculus of Tost QTiny QT met-

2 github.com/Edkamb/crowbar-tool
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9 Conclusion, Related and Future Work

We have presented a system that consequently applies modularity to all levels of a reasoning system for
object-oriented models of distributed systems:

* The semantics of the Active Object language CAQ is a novel LAGC semantics that separates the local
semantics of methods from the semantics of objects and systems. The semantics given here is more
consequently modular than previous LAGC semantics, by restricting the interactions between LA
and GC semantics to a single point: process creation.

* The specification of CAQ uses a modular structure: each aspect of specification, e.g., method con-
tracts, object invariants, postconditions, protocols, effects or frames, are specified in their own lan-
guage independently of the other aspects. Previous approaches required to, e.g., encode method
contracts in object invariants.

* The program logic BPL is modular in two ways: first, each specification aspects has its own behav-
ioral type and type system. The type systems are composed on-demand, depending on the used
specifications. Second, behavioral specification can be used to interface with external analyses. To
our best knowledge, no other program logic has these features.

The modularity of BPL builds upon the modularity of the semantics and the specifications: LAGC seman-
tics simplifies the isolation of methods from their context and modular specification enables the design
of simple proof calculi that reuse context established by other specifications.

Conceptually, BPL bridges between program logics and behavioral types in a novel way: behavioral
types are formalized as special program logics, behavioral modalities use the denotational semantics of
behavioral types to connect them to the program logic. By generalizing typing judgments to modalities,
we are able to deductively reason about multiple types in the same formal expression — generalizing the
step from Hoare triple to Dynamic Logic. We show that BPL can express systems classically considered
as program logics by giving behavioral types for postcondition reasoning, LTL and object invariants,
encoding previous work on Dynamic Logic over traces and that BPL can express systems classically
considered as behavioral types by encoding effect types and Session Types.

Furthermore, we introduce a generalization of method contracts to cooperative method contracts and
Session Types for Active Objects.

9.1 Related Work

We discussed the original formulation of LAGC by Din et al. [43] in section 3.6 and Active Object lan-
guages at the beginning of chapter 3. In this chapter we discuss the related work for BPL: Related
behavioral types, other connections between behavioral types and logic, dynamic logics over traces and
combinations of logics.

Behavioral Types

Behavioral Types, including Session Types, are a broad research field and we refrain from attempting to
survey the whole field and focus on (1) Session Types and (2) Behavioral Types for Actors and related
concurrency models. We give some recent work on consolidation of the theory below, general surveys
were done by Hiittel et al. [74] and Ancona et al. [1].
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Session types stem from a line of work derived from data types and in their original formulation [71]
aim to avoid error states (states where the program is not finished but execution may not proceed, i.e.,
deadlocks) in the m-calculus, or channel-based concurrency in general. For a historical overview, we
refer to the survey of Hiittel et al. [74].

However, Session Types are not limited to channel-based concurrency, some systems consider the
pure Actor concurrency model. Contrary to the Active Object model, pure Actors have no interface —
messages may be lost, if the receiver is in a state where no handler for a given message is available.
Thus, pure Actors are not a strict subset of Active Objects, but have additional drawbacks that may
lead to programming errors, which are not possible in Active Objects by design. Neykova [107] uses
Multi-Party Session Types to generate runtime monitors for Actors in Python and Erlang.

Mostrous and Vasconcelos [105] use Binary Session Types to statically check Actors in Erlang,
Crafa [30] uses Multi-Party Session Types for simplified Erlang. Both works do not consider state.
Neither of them considers futures (or any other synchronization mechanism) or cooperative schedul-
ing.

Recently, two lines of work revised the numerous extensions of Session Types to consolidate the general
theory.

* Bejleri et al. [10] summarize a number of extensions of the original formulation of Multi-Party
Session Types (MPST) [72] by removing redundant language features and unifying the extensions
in a system with a minimal set of operators.

Their work considers only channel-based concurrency and operational semantics. Passed data is
handled by the assertion mechanism of Bocchi et al. [13] which checks that sent data satisfies a
boolean constraint.

* Scalas and Yoshida [113] similarly give a more simple system, motivated by the complex and error-
prone original theory of MPST. However, their work sees Session Types as a technique to establish
deadlock freedom and one part of their consolidated theory is that global types and projection are
removed.

This thesis and our prior work [83] explore the opposite direction: instead of removing protocol
adherence to achieve simpler checking for deadlock freedom, we remove deadlock freedom to
achieve simpler checking for protocol adherence: BPL-Session Types do not (necessarily) establish
deadlock freedom, but there are a number of specialized tools for Active Objects [78, 51, 69, 59]
that do so and we can focus on partial correctness.

Other behavioral types for actor-like concurrency models are Mailbox Types and LAMs, see below. Both
lack the projection mechanism typical for Session Types.

Mailbox Types.

De'Liguoro and Padovani [38] present Mailbox Types, which are regular expressions over actions in
a mailbox. A mailbox is a message storage, which one or more entities can use to receive messages.
Mailbox Types can be seen as local types, one main difference to our work is that their concurrency
models allow one to model concurrent objects, futures and actors, but does not consider state and has
no global types, i.e., cannot describe (global) protocols. Similarly, they have no choice operation, only
alternative. Nonetheless, we consider Mailbox Types as the system most close to BPL-local types. For
one, because of the related concurrency model and focus on protocol adherence (but Mailbox Types do
ensure deadlock freedom, too), for another, because contrary to other systems they use the Kleene Star
for repetition, instead of a recursion operator. We conjecture that the object-local types in [83] are the
direct correspondents of Mailbox Types for Active Objects.

LAMs.
deadLock Analysis Models (LAMs), first introduced by Giachino et al. [57] for value-passing CCS and
then used for ABS [69] are behavioral types that abstract methods to analyze dependencies between
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processes. Contrary to Mailbox types and BPL-local types, LAMs are not specified by the user, but inferred
automatically during a deadlock or resource analysis.

Further Behavioral Types.

There are a number of behavioral types which were not applied to Actors or Active Objects. Behavioral
Contracts [26] are types for processes which are shown to be dual to Session Types [16, 11] in the sense
that a system can be session-type-checked iff it can be type checked with behavioral contracts (under
some restrictions on the behavioral contract). Conversation types [22] type a variant of the m-calculus
with limited message passing and allow to mix local and global levels.

Behavioral Types and their Relation to Logics

To our best knowledge, this work is the first to use a denotational semantics for behavioral types, but Ses-
sion Types as formulas have been examined by Caires et al. [21] and Carbone et al. [24] for intuitionistic
and linear logics as types-as-proposition for the 7-calculus. Our work uses logic not for a proof-theoretic
types-as-proposition theorem, but to use a model-theoretic notion of protocol adherence and to integrate
static analysis and dynamic logic. Lange and Yoshida [95] also characterize Session Types as formulas,
but their approach characterizes the subtyping relation, not the execution traces as in our work.

Peters et al. [111] use Session Types to generate a sequential variant of a (well-typed) program to
simplify model checking of LTL properties.

Trace Program Logics

In the following we discuss three dynamic program logics for traces, which are the closest works to BPL.

DTL.

Beckert and Bruns [6] use LTL formulas in dynamic logic modalities in their Dynamic Trace Logic
(DTL) for Java. Given an LTL formula ¢, the DTL-formula [s]y expresses that ¢ describes all traces of s.
DTL uses a restricted form of pattern matching: its three loop invariant rules depend on the outermost
operator of ¢ and other rules may consume a “next” operator. However, the rules do not match on
predicate and function symbols, only on the outermost operator.

DTL does not use events and specifies patterns of state changes, not of interactions, because it is
designed to analyze information flow properties in Java programs.

ABSDL.

The Abstract Behavior Specification Dynamic Logic (ABSDL) of Din and Owe [44] is for ABS. In ABSDL,
a formula [s]¢, where ¢ is a first-order formula over the program state, has the standard meaning that
¢ holds after s is executed. Contrary to DTL, ABSDL uses a special program variable to keep track of the
visible events, history, which contains only events. The history is not the full trace of the statement, but
contains only the visible events (synchronization, suspension, etc.). These events mark the interactions
between multiple processes.

As specification, only object invariants are available, and these are inbuilt into the rules — the object
invariant is not visible in the modality. Its rules are tightly coupled with object-invariant reasoning. This
makes it impossible to specify the state at arbitrary interactions. It is, e.g., not possible to specify ‘A
method is only called when some condition on the heap holds” as an object invariant. This is due to the
subtle point that the object invariant only holds at points where the process is descheduled, not at the
intermediate states. A specification of the form “If the last event in the history is a call, then some property
holds” fully expanded reads as “If after termination or suspension, the last event in the history is a call,
then some property holds”. The last event after termination, however, is always futEv, suspEv or condEv.
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Finally, the pattern of interactions has to be specified into a FO formula over the history, which blows
up the size of any specification besides object invariants [77].

DLCT.

Bubel et al. [17] define Dynamic Logic with Coinductive Traces (DLCT). In DLCT, a formula [s]¢p,
where ¢ is a trace modality formula, containing symbolic trace formulas, has the meaning that every
trace of s is a model for ¢. Contrary to ABSDL, DLCT keeps track of the whole trace, not just the
events. It does so, however, explicitly in the calculus. DLCT refines ABSDL by introducing symbolic trace
formulas. These formulas may contain wild card terms. E.g., finite is a wild card term that matches any
finite sequence. The following symbolic trace formula 6 specifies all finite traces starting with a state
where ¢ holds and end with a state where 1) holds:

0 =[] *xfinite xx[¢ ]

DLCT is not able to specify the property that between two states, some form of event does not occur, as
symbolic trace formulas are not closed under negation.

Contrary to DTL and BPL, the loop invariant rule of DLCT does not match statement and postcondition,
leading to six complex and subtle premises. Furthermore, it always symbolic executes the program in
its modality before evaluating the symbolic trace formula. Even if, e.g., the very first call targets the
wrong method, the statement is executed to its end, while the BPL-type we give for Session Types would
fail-early at this point.

Other logics

For completeness’ sake, we note that JavaDL can be seen as a logic over traces once oldHeap is used,
as it connects the first state of the trace with the last state, by explicitly keeping track of the first state.
Similarly, differential dynamic logic [112] is a dynamic logic over traces: a modality [s]¢ expresses that
¢ holds at every hybrid point in time during the execution of the hybrid program s. This is realized
by allowing hybrid programs to non-deterministically terminate and evaluate the postcondition at every
point in time, when following the differential dynamics of the hybrid program. Technically, thus, both
logics are not trace logics, but model trace properties. The trace modality of Steinhofel and Héahnle [120]
shares some similarities with BPL. However, Steinhofel and Héhnle only sketch possible use cases and
give no full example of any application. Neither is a validity calculus for the trace modality given, nor
are the restrictions of its automata-based validity mechanism explored.

Combining Logics

The semantics logic IMSOT and gMSOT are nested: they consists of a MSO layer that refers to IFOS (or
gFOS) formulas for single state. This is a special case of fibring [53] logics, namely temporalizing [50].

Given two logics L, L,, with classes of Kripke models M;, M,, fibring combines L;, L, to a logic L;(L,)
whose models are constructed as follows. Given a model m;, a fibring function F is given that maps
every world w € m; to a model of M,. A formulas of L;(L,) is then evaluated on m,, as far as only
operators of L; are used. Once a L, operator is the top-most operator for evaluation in a world w € m,,
evaluation is continued with the evaluation function of L, on F(w).

In the case of IMSOT, the temporalization is MSOT(IFOS). The logic MSOT is a standard MSO logic
with a theory of futures etc. and an operator [i] F f(vy,..., v,) (and analogously for events). Syntacti-
cally, instead of using any function symbol f, IFOS formulas are used. Semantically, each world of the
Kripke model of MSOT is replaced by a IFOS model, i.e., a state.

The proof system and the leading operator, however, cannot be described in terms of fibring (or weav-
ing, the operation on proof systems of fibred logics). The reason is that the leading operator combines
two behavioral specifications that share their models — there is no need to fiber the logics. To the
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author’s best knowledge, merging of proof systems for different parts of the same program logic is not
explored (with the aim of reusing fragments of proof systems) beyond this work.

For a detailed discussion of fibring and further combinations of logics beyond temporalization we refer
to the work of Gabbay [53] and Caleiro et al. [23].

9.2 Future Work

Besides completing the implementation of Crowbar, we see multiple possible lines of research continuing
this work.

Soundness Preserving composition of Calculi.

The composition for rules we give in this work is general enough to deal with the calculi required
for object-oriented languages with loops but without synchronous recursion. It is an important question
how to generalize Defs. 4.22, 4.27 and 4.28 to handle other forms of input rules and characterize the
conditions on behavioral type and rules that enables soundness-preserving composition, as well as more
general composition.

Further Behavioral Types, Specifications and Concurrency Models.

We formalized only some Behavioral Types in this dissertation and we propose to investigate the
expressive power of BPL by formalizing more Behavioral Types, in particular the discussed Ownership
Types, LAMs and Flow-Types. Further extension points are the application to other concurrency models,
such as channel-based systems based on the 7-calculus. We propose that one can use a Separation Logic
logic[109] instead of IFOS to handle concurrency models with shared memory. As discussed, recursion,
total correctness and advanced features of Session Types, remain open questions.

The connection of aspect-oriented programming (AOP) to aspect-oriented composition of program
logics (AOC) is not explored in depth.

Finally, our composition and soundness lemmas use arguments to discard certain traces, because they
are impossible to realize in any program. We do not give a logical characterization of such traces, but
recent work on characterizing traces of concurrent objects [36] may provide a starting point to do so.
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Proofs

Proofs Chapter 3

Lemma 3.1 (p. 31)

Let e be an expression, o a local state and p a heap, such that e = [e] ©) is defined. If o and p
- P
contain no symbolic values, then e is a semantic value.

Proof. Induction over e.

Base Cases In the case of constants (n, True, False, Never, unit, Nil) the rule assigned a fixed semantic
value. In the case of accesses (v, this.f) the state is read, which contains no symbolic values by
assumption.

Induction Cases This cases are all analogous: if the subexpression is not symbolic, which is checked
explicitly and ensured by the induction hypothesis, then it is naturally evaluated further with ad-
ditional operators.

O]

Theorem 1 (p. 44)

Let Prgm be a program and y a global trace with Prgm | y. vy contains no symbolic values.

Proof. We use an induction on the length of the run generating y to show that y[1..i] contains no
symbolic values.

Base case i = 1 The first global state is the initial state defined in Def. 3.19 with initial objects defined in
Def. 3.14.

* For the non-called objects it suffices to check the initial heaps. The fields are mapped to
evaluated expressions that contain only constants. Thus, the evaluation is independent of
any symbolic value and by Lemma 3.1 the result of the evaluation is a semantic value. The
parameters are mapped to non-symbolic object names.

* For the called object we additionally check the local state. It maps variables to their (non-
symbolic) default value and parameters to the evaluation of an expression that is well-typed
in the main block. Ie., it may only contain constants and by Lemma 3.1 the result of the
evaluation is a semantic value.

Induction case i > 1 By induction hypothesis the trace y[1..i — 1] contains no symbolic value. As every
step adds exactly one event, we must show that if a state without symbolic values S; is reached
during a run, then a step of the GC semantics of a system of the form

ev
S;—Sju

preserves this property. L.e., neither ev nor S;,, contain symbolic values. We make a case distinction
on the applied rule in Def. 3.20.
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(s-Internal) We make another case distinction on the rule executed by O. In any case, we must show
that procpool p-agrees on some 6 that contains no symbolic values under some event ev that

/

contains no symbolic values. We observe that 8 always has the form <(g),ev, (Z,)> where
(g) contains no symbolic value (as it is chopped to the object trace. We need only show that

the local semantics of statements, when evaluated in a state (g) without symbolic values,

generates traces with a prefix <(g), ev, (g:)> where ev and (Z:) only contain those symbolic
values ev introduces. These values are replaced by values from y[1..i — 1], so they cannot be
symbolic.

Assignments The event contains only semantic effects, which are not symbolic. The object
state (g) coincides with the concrete object state (Z) everywhere except the left-hand-
side. It is, however, assigned a value that is the result of an evaluation of an expression
in a state without symbolic values.

Termination The state does not change, we must only consider the event itself:

* Effects are always concrete and the return value its again the result of an evaluation
of an expression in a state without symbolic values.

* For method, object and destiny we observe that the process must be added by a previ-
ous application of (0-add) which evaluates with a concrete object, destiny and method
name. The process must also be scheduled before and by induction hypothesis we
know that (o-schedule) concretizes the heap.

Branching The added state is identical to the first one and, thus, contains no symbolic values.
The added event only has semantic effects which are never symbolic.

Synchronization Here, f and n are introduced. Everything else is concrete, because it is eval-
uated in the old state.

Method Call Here, f is introduced. Everything else is concrete, because it is evaluated in the
old state. N

Suspensions Here, we must consider the three elements before ¢ and the three elements after
o. However in both cases the third state is identical to the first one, so if the resulting triple
is added in a state where the first one is concrete, then the third state is also concrete.

Branching are just unions of trace ans for loops no case is needed as its semantics is defined
in terms of recursive branchings.

(s-Get) This is analogous to (s-Internal) for the state. For the event, we observe that we access the
previous events to generate f and m and both are, thus, not symbolic.

(s-invoc) Object O; is analogous to (s-nternal), object O, is analogous to the initial case, where we
know that all parameters evaluate to semantic values because they are evaluated in S;, which
contains no symbolic value itself. O

Proofs Chapter 4

Lemma 4.1 (p. 59)

Let T be a behavioral specification closed under negation. The following equivalences hold:

aT aT
~(slF=pt)= [slF 7]

(s ||ir T)="[s ||1T—|TT]
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Furthermore, if a statement s does not terminate, then (s|-T 7) is false for all behavioral speci-
fications T and all T € 7.

Proof. We derive the first equivalence as follows. The negation in the first line is the one of BPL, the one
in the second line the one of IMSOT, in the third line the one of the descriptive meta-logic.

ar

—(sIF =pT) < =36 € selected (s,m, (G ) 0,1, = ar(—r7r)
o)

)
) 0.1.8 Fas(e)
)
)

q

& —36 € selected (s, m, (

q

&= =360 € selected (s,m,( ) =(60,1,B FE ap(tr))

Jol
o

o)

< V0 € selected (s,m,( .0,1L,B Ear(ty) < [s |ET]

The second one is analogous.

o

=[s IIir —pT] < V0O € selected (s, m, (
Je)
o

(
(

< 30 e selected (s, m, (ZD 0,1,B = ap(tr) < (s II1r T)

). 0,1, = az(-r7r)

& Y0 € selected (s, m,

) 0.1.8 as(e)

Q

& Y0 € selected (s,m,

)) ~(0,1,B = ar(72))

For the last point we observe that the set selected (s,m, (g)) is empty if s does not terminate. O]

Lemma 4.2 (p. 60)

Let ¢ be a BPL formula containing only Ty, modalities. Its satisfiability relation is well-
founded.

Proof. Any formula has a finite nesting depth. The proof is an induction on this depth. A modality with
nesting depth 0 is simply a T, modality and for the induction step it suffices that the satisfiability of a
formula with nesting depth n only requires the satisfiability of subformulas with nesting depth n—1. [

Lemma 4.3 (p. 60)

Nested modalities for postconditions adhere to the sequential composition axiom [66].

Abpst Abpst Abpst

[s1 IF [sy IF @l]=[s1;s0 IF ¢]
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Proof.

(p) LBE[s sy b o]

Abpst
< VO’ eselected | s{,m ,( )).6)’,1,/5|:[Iast]l—[s2 IF @]

Appst
) last(@),1B L, 1 )
). V0" € selected (sy,m, last(8")). last(6”),1, 8 = ¢

« V6’ € selected (sl, m, (

< V0’ eselected| s;,m, (0)

Jol
< V0’ €selected | s;;s,,m G)). last(6”),1,B = ¢
o
Oppst
<=>( )1/3|—|:51,52 IF @] O
o)

Lemma 4.5 (p. 63)

Let P, P’ be two sets of programs and m be a method.
1. If a formula is m-P-valid and n-P’-valid, then it is m-P U P’-valid.
2. If P C P’ and a formula is m-P’-valid, then it is m-P-valid.

3. If P C P’ and a rule is m-P’-sound, then it is m-P-sound.

Proof. We stress that we use method names to identify whole methods, i.e., m is fully qualified and has
the same implementation in every program.

1. Every trace generated by m in a program in P U P’ is generated either by a program in P or P’.
2. Every trace generated by m in a program in P is also generated by a program in P’.

3. This follows directly from 2. O

Lemma 4.6 (p. 67)

T..., is sound.

sinv

Proof. In our system every rule application is inside a proof with the full method body at its root. In this
proof, we omit the interpretation from the satisfiability relation, as it does never change.

(assignv) We may assume that for every (Z) in every trace 6 of m the premise holds:

(Z),/ﬁ = AT - {UHv:= e}s e 1]V \/a

C
We must show that for every (gc) in every trace 6 of m the conclusion holds:

(Z)/j EAT— U = e s E1Iv/A
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We distinguish two cases: either the premises holds independently of the highlighted formula or

C
not. In the first case the conclusion obviously holds in (ZC) as the same context I', A is available. In
the second case we must show that

(;)’ﬂ E{UHv:= e}[SaISIi—nv[]
implies
(Z:)’ﬁc FA{UMv = e; Saﬂ_"vl]

For this we observe that all traces of v = e; s after U have the form

(o)) oo (7))o

On premise-side, all traces of s after {U}{v := e} have the form

(o))

By validity of the premise, we may for choose for every trace of v = e; s after U a fitting trace of
s as they are in the same method and, thus, every trace of s starts in a state after v = e. We may
ignore the variable assignment, as all invariants are sentences.

(return) We must show that

(Z)’ﬂ = {U}[return e“ﬂ_ﬂvl]

holds for every state (Z) Every trace of return e has the form <U((g)), futEv, U((g))>, we must

o)A (i

which is shown by the premise.

(awaits) For thi§ rule our notion of soundness deviates from the standard one. We have to show that for

every (gc) in every trace 0 of m the conclusion holds:

(ZC),[}C = AT = {U}[await ep; s IF 1]v\/A

By the semantics this requires two parts: (1) the next state is a model for I and (2) the trace of
the continuation is a model for ag,,(I). The first part directly corresponds to the first premise,
analogously to (return). The second one corresponds to the second premise, but we must justify that
adding {U}{heap := anon(heap)}(I A e) to the antecedent is sound, i.e., that every trace of s is
starting in a state where this condition holds. The guard e holds by the semantics of the language,
the local variables must not change as the local state is not modified by other processes. It remains
to show that I may be assumed.

We observe that the trace starts in an object state with a heap that is the heap of either a previous
suspension or termination. If the suspension or termination was executed by another method, then
I holds as all other methods preserve the object invariant (due to our notion of validity).

If the suspension was issued by the method we are analyzing, then we require a more complex
approach. The reason is that two processes of this method may interleave (i.e., the first suspends
and the second reactivates). We first narrow down the situation.
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* The suspension was issued by the same process as the reactivation. But then the first premise
suffices to guarantee that I holds.

* The suspension was issued by another process, but at the same statement. Again the first
premise suffices, as the partial proof so far describes both local traces.

* The termination was issued by another process and the return statement is part of s. Again,
this is covered by the premise.

The final case is the one where the termination or suspension was issued by another process of the
same method that is not contained in s. By a symmetrical argument, we may also assume that the
program point p is not contained in the continuation of the other suspension.

This is the case that requires the move from soundness to enablement. We make an induction on
n, the number of suspensions and termination from processes of the method in question before the
reactivation in question to prove that all these suspensions establish the object invariant.

Base case n =1 We must show that the first suspension or termination establishes the invariant.
This only requires that other methods establish the object invariant at their suspension. By as-
sumption this holds and so the first suspension or termination depends only on the soundness
of the non-suspending rules.

Base case n > 1 We must show that the n-th suspension of termination established the invariant.
By induction hypothesis the first n — 1 suspensions and terminations did so. IL.e., all previous
application of the rule were sound. This means that at this point we can assume the object
invariant.

Now, if every suspension and termination establishes the object invariant, then the second premise
indeed describes all possible continuations.

Rules (while) is standard, rule (awaitF) is analogous to (awaits)!, the others are analogous to (assignv). O

Lemma 4.7 (p. 67)

Let Prgm be a program with objects X,,...,X, of class Cy,...,C,. Let @c be the class invariant
of class a C. If (1) for every class C;, every proof obligation L;‘i’nv(m) for every method m within
C; can be proven and (2) the initial values of the fields establish ¢c. Then for every i < n the
invariant @c, holds at every point X; has no active process. ILe., every run of Prgm is a model for
the following formula

Vxec. Viel [i] =release(i,x) — [i + 1] F ¢c[this \ X]
Cin Prgm

Proof. The first state of each class is defined by its field initializations, every field f is initialized with a
constant ef. Thus, it can be checked whether the first state satisfies the object invariant with proving
validity of

{f1:=eg }... {f,:=ef }oc

This establishes that the first state satisfies the invariant. For the other states we observe that as the rule
is sound, each method preserves the method invariant, if we can assume it — i.e., we do not require that
every other trace is a model for its specification (as is expressed in m-P-soundness), but only that every
trace so far is a model for its specification. The rest of the proof is a simple induction over the number
i of run processes to establish that the i-th process adheres to its specification. For i = 1 we use that
the initialization established the invariant, for i > 1 we use the induction hypothesis that the first i —1
processes realize the specification and thus the i-th may assume the object invariant. O
1

To be precise: the proofs must be done in parallel for the induction.
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Lemma 4.8 (p. 68)

The following sequents are P-valid

I'= {U}[slF7],A = {U}slF7'],A
iff the following sequent is P-valid

ala’

= {U}sIFt{7'],A

Proof.
Q) Gt an( o (Yoo
‘:’V(Z) VpB. V6 € selected (s m, (Z)) 0.1, = a(t)A
V(Z) VB. VO € selected (s,m,(g)) 0.1,B E o()
@V(Z) V8. V@Eselected( ( )) 0,1, = (a(t) A (z))
@V(Z) V. VO € selected ( ( )) 0.1,p=ald(r ()
@V(Z)V ()1[3|—[sa||-TQT] 0

Theorem 2 (p. 71)

Let (r1) and (r2) be two rules according to Def. 4.22. Furthermore, let (r1) be P-sound and leading
and () be P’-sound and basic-local. (r14r2) is P N P’-sound.

Proof. We may assume that both rules have only one basic premise, since we can merge them easily. We
must show that

aja’

I'=>{U}sIFt§1'],A
is P N P’-valid if all premises are P N P’-valid.
By Lemma 4.8 the conclusion is P N P’-valid if the following two sequents are P N P’-valid:

= {U)[slF7],A A1)

I'= {(U}[slFt'], A (A.2)

Sequent A.1 This shows that the combined rule is valid with respect to the leading type.
We use the following implication chain for the sequent (A.1):

all premises of (r1r2) are P N P’-valid

=all premises of (1) are P N P’-valid (A.3)
=conclusion of (1) is P N P’-valid (A4

The conclusion of (1) is exactly sequent (A.1). By assumption rule (r1) is P-sound, thus, implica-
tion (A.4) holds, since PNP’ C P and Lemma 4.5. We must, thus, show implication (A.3), i.e., that
P N P’-validity of all premises of (1 §r2) implies P N P’-validity of all premises of (1) .
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* The basic premise of () is P-valid, and as PN P’ C P and by Lemma 4.5, it is also P N P’-valid.
* The same argument applies for the premise added by step 4 in the construction.

* For all other premises in (1 §r2), represented by s = (<I>, U,[slFefo2 ¢ ’L’Z]), there is a
premise represented by s = (®,U,[sIF* 7,]) in (1. Validity of s’ implies validity of s, by
Lemma 4.8.

* The validity of the premise added by step 2 is not used in this case.

Sequent A.2 This shows that the combined rule is valid with respect to the led type.

We are required to show the validity of sequent (A.2) in the restricted context. ILe.

V(Z). vB. (ﬂuﬂ(g),l,ﬁ ((Z)), LBETA —|A) Uy ((Z)), 1B = [sihe]

As (r2) is basic-local and sound, the three conditions of basic locality must hold for the restricted
context to establish the validity of sequent (A.2): We observe that the side-conditions still hold
and that the modified premise added by step 2 establishes that 1) holds in any of the states in the
restricted context, because it adds the same context to it as to the conclusion

(o) e (Wgoaa ((5)) 10 =)= Wlgyan (7)) 0

/
It remains to show the third condition: that there is an i < m and an (g,) such that for each

S [[sl-]]((,/) g that is a suffix of 6, 8’ = a(t;) holds. Each of the original premises is either still
o' bt

available directly (step 4) without context (and so established the property for any context) or

added in the new context in the composed modality. The new context comes from a leading rule.

So each state (Z:) starting a prefix of some s; is described by the added update. Thus, validity of
the premises of (r1§r2) establishes validity of the sequent (A.2).

As the premises of (1 gr2) establish the P N P’-validity of the sequents (A.1) and (A.2), they also establish
the P N P’-validity of the conclusion of (1 gr2). O

Lemma 4.9 (p. 72)

Let (r1) and @r2) be two rules according to Def. 4.22. Furthermore, let (r1) be P-sound and leading,
r2) be P’-sound and basic-local. (1¢r2) is leading.

Proof. As () is leading for every state (g) with (Z) = /\i < Pi N /\i <w Wi, every variable assignment f3

/
and every trace 6 € [s] (9).1.p thereisa (Z,) such that there is a i < m and a trace 6’ € [s; that is
o)1,

! loyis
(1) a suffix of 6 and (2) 6’ |= a(r;), and (3) (Z,) = [U] ()18 ((Z)).
We have to show that for every (g) with (g) Nicn @i A Nicw Wi and every trace 0 € [s] (9).1,p there is
< < o)1,

/
a (g,) such that there is a s, that is the statement of one of the new premises and a trace 0’ € [s;] )15
p/ >

that is (1) a suffix of 6 and (2) 6’ |= a(z; § 7}), and (3) (gﬁ) = [v/] ()6 ()
)L,

This is easily done by choosing s, mirroring the choice made for (r1): (1) Its trace is still a suffix for
every trace, because the statement in the conclusion does not change and the new premises do not add
new starting states. It is a model for some 7; { 7,';. (note that there may be multiple choices for j, but for
at least one). And finally, it is reachable by the same update (which is the same for all choices of j). [
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Lemma 4.10 (p. 72)

The following rewrite rule is sound: [sIF* 7] ew [sIF%st true § 7].

Proof.
apsta o
[s IF true 7] < VO €selected (s,m,( )) 0,1, | o, 0 a(true § 7)
P
< V0 € selected (s,m, (G)). 0,1, = ays(true) Aa(t)
P
o a
< V0 € selected (s,m,( )) 0,1, E a(r) < [slF7]
P
The step which drops a,(true) is sound because true does not contain result. O

Theorem 3 (p. 73)

Let 1) and ¢2) be two loop invariant rules according to Def. 4.27. Furthermore, let (1) be
P-sound and leading, 2) be P’-sound and basic-local. (+1¢r2) is P N P’-sound and leading.

Proof. We have to show that every trace of
while(e){s}s’

is a model for
afad(tdt)=alr)Ad (7))
if all premises are valid.

* For a(7t) we observe that the original premises are all present from the original rule (1), which is
sound by assumption.

* For a’(t’) we observe that the original premises are all present in a different context. However, as
1) is providing the context we can state that every trace generated by while(e){s}s’ can be split
up into n segments where the first n — 1 segments are traces generated by the method body. The
first n — 1 segments are all models for 7, the last is a model for 7,, at the beginning of each the
first n — 1 segment ¢, holds and at the beginning of the last one ¢, holds. Thus, when restricting
the context of the premises of (r2), we can assume the same — the traces which are covered by (r2)
but not (1 ¢r2) are not generated by any run of any program in P N P’, as otherwise (1) would not
be P-sound. O

Theorem 4 (p. 74)

Let ¢r1) and @2) be two rules according to Def. 4.28. Furthermore, let (r1) be P-sound and (r2) be
P’-sound. (r14r2) is P N P’-sound and leading.

Proof. The construction we give is symmetrical up to the use () for semantics and syntax, for which
symmetry follows from the symmetry of conjunction. For soundness, the proof is identical to the cases
concerned with (1) of theorem 2 and applying symmetry for (r2). For leadership, the proof is analogous
to lemma 4.9 — if it were not leading, there would be a trace starting that is not covered by any premise,
but all premises are still present. While new knowledge may be added (because both ¢; and y; are now
guarding the modality), we note that leadership is defined relative to the formulas in the antecedent of
premises. O
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Theorem 5 (p. 74)

If T, and T, are sound, all sound rules of T, are leading and all sound rules of T, are either
leading or basic-local then all rules of T, § T,, that are not composed of enabling but unsound
rules, are sound.

Proof. This follows directly from theorems 2, 3 and 4. O

Lemma 4.11 (p. 78)

T\t is sound and leading. T;,,, is sound.

Proof. T, is a less precise variant of Tg;,,, Ty, is the standard postcondition calculus and we refer to
[8]. O

Lemma 4.12 (p. 78)

Tt 0T}, is sound and leading. Lemma 4.7 holds for T, (T}  under the same assumptions,
as long as the obligation scheme g uses true as its precondition.

Proof. Soundness follows directly from the composition theorem for all rules, but (t,,, ¢ -awaite) and (t,.,
gT! -awaitB), which are identical to Tg;,,, as is the proof of Lemma 4.7. O

inv

Proofs Chapter 5

Lemma 5.1 (p. 83)

Type Ty, is sound, all rules are basic-local and none of the rules is enabling but not sound.

Proof. (T4-assignv) Every trace of v = e; s has the form

0 = <(0), noEv({vW} U {fg | locg(e)}), (O/)> sk 0
P P
We must show that
0,B,1 E ay(R,2,6)

By validity of the premise we know that 8’, 8,1 |= af,(?ﬁ, 20, 6), by the side-condition we know
that loc(e) C 9% and that no field is written, thus

{f|fr€locg(e)} SR OBCW

(T4-assignF) Every trace of this.f = e; s has the form

o — <(") noEV({£w} U {£ | loca(e)}), (“» Y
P P
We must show that
0,B,1 E aq(R,2,6)

By validity of the premise we know that 6’, 8,1 |= aﬂ(%, 20, 6), by the side-condition we know
that loc(e) € R and £ € 20, thus

{f| fg €locg(e)} € R {f1 cw
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(T¢,-readv) Analogous to (T-assignV).

(Tq-awaits) Every trace of await ep; s has the form

6 = <(a),condEv (X, dest, {pg} Ulocg(e)), ("),o.(",), condREv (x, dest, ), (“» -
P P P P

We must show that {f | fg € locg(e)} € R, which is again covered by the side-condition. After ¢
the pair of &(p) describes the read and write accesses before the next termination or suspension.
This is established by the premise for 6’. For the condREv event it suffices to note that it has no
effects at all.

(T¢-awaitF) Analogous to (Ty,-awaits).

(Ty,-callV) Analogous LO (Tg,-assignV).

(ref) The traces of if (e){s}else{s’}s’’ are exactly the traces of s;s’’ and s’;s’’, whose type adherence

is established by the premises, prefixed with a single noEv, whose effect set is checked by the
side-condition.

(T¢,-skip) The traces of skip contain no event and are, thus, trivially described by the semantics.

(T¢-skipcont) The traces of skip; s are the traces of s, whose adherence of the type is established by the

premise.

(Ty,-return) Analogous tO (Ty,-assignV).

(T,-while) We distinguish between the cases whether the loop body contains an await or not. If it does not

contain an await, the proof is analogous to (t-if If it does contain at least one await, we observe
that all traces 0 of while(e){s}s’ have the form

O %k... %% 0, %x 0’

where 6’ is generated by s’ and each 6; is generated by s. Similarly, the trace can also be separated
at the markers. Each 0 also has the form

0y #%% .. kkx O xx% 0

Such that each 0; contains no o. For the last trace we can say that 6’ is a suffix of §’. Thus, the
frame pair that holds there is the one specified by the last suspension point p. This suspension
statement is within s, so the intersection over all suspension points (and the current pair) is a
sound approximation for all traces of s’. This is established by the second premise.

For the first premise, we split each 6; into three parts?:
0, = Gl.pre ok ok Qii""er Kok ok Gip°5t

such that Gipre and GiPOSt contain no ¢. The active frame pair for Gl.pre is the one of the p that splits off
Gi'f)lst (or is the currently active frame pair if i = 0). p occurs in s, so the first premise again soundly
approximates the method body, except for the effects caused by the guard, which are explicitly

checked by the side-condition. Note that Gl.i"”er and QiPOSt also fall under the method body.

All rules are sound, no rule is enabling but not sound. Basic-locality is trivial to check. O

2

We omit /""" if only one suspension occurs within 6.
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Lemma 5.2 (p. 87)

Let ? and 20 be two sets of fields of some class and let SEy, oy be defined as follows:

SExgw= {f—=(RS+RO)"|feR, ££€WIU{f— (RS+RC+RW+W)"|feR, feW}
U{f~, W) | £ R, feWlu{f—no| ¢ R, & W}

The sequential effect type SEg oy captures the semantics of the frame type (R, W):

afr((iﬂ, 20, 6)) = aeff(s EER,QH)

Proof. For static frames we can simplify the semantics:
aq (1,20, 6))
=Viel. (isEvent(i) - VfeF. ((fR ceff(i)—> fe 9‘%) A (fW ceffi)> fe QIT)))
=vfeF.Viel (isEvent(i) - ((fR ceff(i) > feR)A(fy €eff(i) > £ € QU)))

=Viel /\ (isEvent(i) — ((fR ceff(i)) > £€ R) A (£ € eff() > £ € mj))) @)

feF

The step L is sound because in a given program there are only finitely many fields. To simplify the
semantics, we make a case distinction of the semantics of single fields.

o £¢ MR, f¢ 2. In this case the type of this field is no and

af (SEg () = Vi € L noeff(i, £)

fe R, £¢ . In this case the type of this field is (RS + RC)* and

affF(SEm,m(f)) = Vi €L noeff(i, f) V ~fy € eff(i)

* f€ MR, feW. In this case the type of this field is (RS + RC + RW + W)* and

aiff(SEm,m(f)) = true

o £¢& MR, fe . In this case the type of this field is (W)* and

af (SEqan(£)) = Vi € L noeff(i, £) v ~£x € eff(i)
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Now, we can simplify the semantics of the sequential effects:

aeff(SEm,m)
= /\ @i (SEx (D) €1\ isEvent(i)
feF
= /\ VielisEvent(i) - noeff(i, £)A
fem £
Vi € L isEvent(i) — (noeff(i, £) v =5 € eff(i))A
fem, few
Vi el trueA
fen, few
Vi € L isEvent(i) — (noeff(i, £) v ~£; € eff(i))
fg¢m, few
=Vi €I. isEvent(i) —
/\ noeff(i, £) A /\ (noeff(i, )V fyy € efF(i))/\
fem, f¢w fem few
true A /\ (noeff(i, f)Vfg € efF(i))
fen few fgm, few
=Viel /\ (isEvent(i) — ((fR ceff(i)—> fe 9%) A (fW ceff(i)> fe Qﬁ))) O

feF

Lemma 5.3 (p. 88)

Type Ty is sound, all rules are basic-local and none of the rules is enabling but not sound.

Proof. (T.4-assignv) Every trace of v = e; s has the form

<(Z) noEv({uw} U {£r | locg(e)}), (g» Y

0

We must show that
9, ﬁ,I |: C(eff(SE)

By validity of the premise we know that
0',B,1 = aeff(app(SE, locs(e), RC))

By definition of app we know that 6 is a model for SE if it coincides with app(SE, locs(e), RC) on
all fields that do not occur in {fg | locg(e)} and that all fields that occur in this set have a type that
starts with RC. by the same argument as for Lemma 5.1, locs(e) is the correct set to pass.

(T.g-assignF1), (T g-assignF2), (T.g-readV), (T 4-awaitF), (T 4-awaitB) and (T g-callv) These rules are all analogous to (T.-
assignV), except that (T g-assignF1) and (T g-assignF2) check the written field and that the rule (T g-readv),
(Tg-awaitF) and (T_q-awaitB) check against RS and not RC because their statement adds an execution
effect pg.

(T The traces of if (e){s}else{s’}s’’ are exactly the traces of s;s’’ and s’,s’’, whose type adherence
is established by the premises, prefixed with a single noEv, whose effect set is checked by the
side-condition.
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(T4-skip) The traces of skip contain no event and are, thus, trivially described by the semantics.

(T4-skipcont) The traces of skip; s are the traces of s, whose adherence of the type is established by the

premise.
(T g-return) Again analogous tO (T 4-assignV).

(T4-while) We observe that all traces 6 of while(e){s}s’ have the form

0 %% ...%x 0, %% 0

where 6’ is generated by s’ and each 6; is generated by s. Each subtrace starts with a noEv with the
reads from the guards as effects. The premises establish exactly that the type has the form r*.r’ for
every field and that each type of a field syntactically present in the guard starts with a read inside
the Kleene star and continues with a read after the Kleene star. Furthermore they establish that the
loop body follows the repeated type and the continuation of the program follows the continuation

of the type.

Rewrite Rules  * r ~~ r.no. If a trace is a model for a.4(r.no), then it is also a model for a.4(r), as
we can pick the empty suffix for the semantics of the sequential composition in the rewritten

type, as the trace consisting only of a state is a model for no.

* r «w» r+r. Follows from the idempotency of V in IMSOT.

* r;+ry~r;and ry +ry ~> 1y, If a trace is a model for aq(r;) or ag(ry) then it is a model for

Aesr(r +13) = Aegr(r1) V agge(ra).

* no.r ~ r, r* ~» r.r* + no and no ~» no*. Follows again form the fact that empty traces are

models for no.
All rules are sound, no rule is enabling but not sound. Basic-locality is trivial to check.

O]

Proofs Chapter 6

Lemma 6.1 (p. 100)

Given an inconsistent set of program point specifications {#y };e;, a consistent set of program
point specifications {ts’jé}iel can be generated such that for all program point specifications
1
within {5%1.}1‘61-
* The context sets succ;y and over,q are unchanged.

* The precondition/suspension assumptions @y are unchanged.

* The postcondition/suspension assertions x., of the generated method specification imply the
postcondition/suspension assertions y,q of the original method specification.

Proof. For all id, set for id" € over,y the new specification to Xy = Xig’ N $ig- For all id" € succyy set

Xi/d = Xid’ A ((.‘Did [thiS \ Iast] - @id)-

O]

Lemma 6.2 (p. 103)

Type T\t Is sound.
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Proof. First, note that amet((&B, m, cp)) only specifies states after invocation, resolving, suspending and
reactivating events. Thus, (T,,_-assignV), (T,...-assignF) and (T,...-skip) are sound, because they just throw away
a prefix that does not issue any of these events. Rule (t,..if) is sound because the two premises cover all
traces of the conclusion. Rule (r,..,-while) is sound because of the same argument as (,,-while).

In rule (r,...-return), the premise establishes that ¢ holds for every value of e in every state. In particular,
it holds in the final state of return e in the conclusion. Analogously for (r,,..-<alv): the first premise
establishes the call condition for the given parameters in every state, the second premise establishes
that every trace of s follows the type. The rules (r,_-awaitB) and (T,,.-awaitF) are enabling. The proof is
analogous to (T;,,-await) and (;,,-awaitB): the main point is that given a closed proof that uses one of these
rules, one can extract a proof that prunes the second premise and establishes that this specific await
statement establishes the suspension assertion. The only difference to T, is that instead of establishing
the same object invariant everywhere, we can assume that the global constraint holds and thus the
correct suspension assertion holds when reactivating (for the full proof). We omit the induction on
reactivations and technical details, as this part is completely analogous to T;,,,-

The last rule that remains is (t,,-readv). This rule is enabling. The first premise establishes that p reads
from the specified set of methods. Every other method can be assumed to adhere to their contract, so the
assumption that one of their postconditions holds for the read value is sound. The only critical part is
the case where the get statement reads a future issued by another process of the same methods, which is
analogous to the object invariants, but requires an induction on how often the get in question is executed
before a given read. We again omit this tedious but straightforward technical detail. O

Lemma 6.3 (p. 103)

Let Prgm be a coherent program. If (1) all proof obligations can be closed, (2) the initial values
of a class establish the heap precondition of the methods with empty succeeds sets and (3) the
method trace condition holds then every global trace y of Prgm is a model for the following
gMSOT formula.

Vxec. Yme M. Viel.isFutEv(i,x,m) — /\ [i—l]l—mimﬁm
Cin Prgm min C

Proof. This is analogous to Lemma 4.7 O

Lemma 6.4 (p. 103)

Type Tpst (Tiny QTmer QT is sound and the global lemmas of the input types hold under their
additional conditions.

Proof. Rule (r,;.4readv) For the frame type, the soundness argument follows from (T,-readv). It is only nec-
essary to show that it is enabling w.r.t T, and, indeed, it is enabling for the same reason that
(T,..-readV) is enabling.

Rules (T;.¢-awaitF) and (T,;.¢-awaitB) For the frame type, the soundness argument follows from (ty,-readv). Con-
cerning the other types, we can again extract partial proofs for the premises establishing the sus-
pension assertion and object invariant, and make the same induction on the number of executions
of a fixed await statement.

For all other rules soundness follows from the composition theorem. The global lemmas hold because
they only rely on validity of formulas and thus only on the semantics of composition, which is a simple

conjunction. O
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Proofs Chapter 7

Lemma 7.1 (p. 121)

Let G be a global type and Gy, G, be two actions with G; <g G,. If the witness(es) of G, and

G, are issued by the same object, then the witness(es) of G, occur before the witness(es) of G, in
any model of G.

Proof. If G; and G, are issued by the same object and G; <g G, then by definition of < there is some
sequential composition connecting G; and G,. By definition of the semantics, sequential composition is
always translated into a relativization of the indices of a given object. This means that if i is the index
variable of the witness of G; and j the index variable of the witness of G,, then gcsem(G) contains the
conjunct i < j° and every model must in particular be a model for this conjunct, i.e., the witness of G, is
before the witness of G,. O

Lemma 7.2 (p. 139)

Let GP be a projection candidate without repetitions with a coherent causality graph. Let Prgm
be a program and vy, a global trace with Prgm | v,, such that y, is a model for gcsem(GP). Let
Y, be another global trace with Prgm | y,, such that all events of y, are witnesses in y,. The
order of these events for every object is the same.

Proof. First, as y; can obviously realize only one branch, we may assume that GP contains no branchings.
Second, we observe that as y, contains the same events, it executed the same statements and if the
lemma statement would not hold, then only because some invocation reaction or reactivation events are
reordered (and the events issued by the atomic segment following the method start or suspension in
question).

Now, assume that the lemma would not hold and there would be two events at indices i; < j; in y; and
indices i, > j, in y, that are ordered differently. Without loss of generality we assume they are method
starts, because we handle suspension analogously in causal graphs. As GP has a coherent causality graph,
then there are causality paths from the projected local type of the action witnessed by i; (and i,) and the
projected local type of the action witnessed by j; (and j,) according to Def. 7.20. As the GP contains no
repetition, we can ignore the second constraint. We fix the path in the causality graph that corresponds
to the chosen branches in the run of the protocol when generating y,. Causal-coherence ensures that the
choice of branches is not relevant and such a path always exists. If there is such a path, then the order of
i; and j, cannot be reversed, as every edge (v;, 1,) connects two nodes where the witness for the action
of v; causes the witness for the action of v,:

* The first three cases in the definition of the causality graph model that v, is before v, in some local
type. Le., it is part of the same method, which executes its statements always in the same order.

* The cases for repetition cannot occur.
* The case for branching is obviously not reversible.

* The case for method call and method start, the events cannot be reversed, because by the semantics
a method cannot start before being called.

* Analogously for Put: a future cannot be read or synchronized on, before being resolved.

If the graph is causal-coherent, the order of the witnessed events cannot be reverted, thus i, > j, cannot
hold. O

3

More precise: a chain of such conjuncts.
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Lemma 7.3 (p. 139)

If a trace is a model for GP, then it is a model for some protocol in its unrolling and vice versa.

Proof. For this lemma it suffices to note that we only consider finite traces — every model thus must
repeat the unrolling a finite number of times. I.e., the set of indices of the last/first index in the semantics
of the Kleene star is finite. O

Lemma 7.4 (p. 139)

Let GP be a projection candidate with a coherent causality graph. Let GP’ be any of the protocols
in its unrolling. Let Prgm be a program and y, a global trace with Prgm | y,, such that y; is
a model for gcsem(GP’). Let y, be another global trace of GP’ with Prgm | v,, such that all
events of y, are witnesses in y,. The order of these events for every object is the same.

Proof. We need only show that repetition is handled correctly. Fixing the number of unrollings requires
to show that the unrolling cannot overlap, this is ensured by the condition of causal-coherence that every
suspension or method start in a repetition must have a path to itself in the causality graph. The causality
graph of the unrolling thus contains paths between each copy even if the edges from/to the Kleene star
are removed. As the unrolling contain no repetitions anymore, the correctness of the path is due to
Lemma 7.2. O

Lemma 7.5 (p. 144)

Type T\, is sound.

Proof. It suffices to show that every rule is enabling. All rules but (t,.-awaitF) and (T, -readv-n) are sound.

(T\..-assignf) As the premise is valid, we can assume that every trace of s that starts in a state where this. f
is set to e is a model for

Ao (L> copy(rem(C, £), this. £, e))

We have to show that every trace of this.f = e; s is a model for
Aoc (L > C)

We observe that every trace of this.f = e; s has the form

<(Z) nokv, (p[f(': ])> 0

where 0 is generated by s under the conditions of the premise.

Next, note that local types always specify that some none-noEv event is happening next — so the
first noEv can safely be chopped off and the model remains a model for L, if the constraint does
not change. It remains to show that the tracking constraint manipulation is correct.

By the premise we know that in ( p[fi»e]) everything that is traced by e is also traced by f and that

nothing containing £ is traced by anything, Now in (Z)’ we have no knowledge about f. Thus, it is
safe to undo the copy operation, because it removes some information that is available to us from
the premise. For rem, we know by the premise that no expression containing f is used for tracing.
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Le., in a;,. (L>rem(C, £)) no expression containing f is used to bind any free variable from C
used by the Q function. This means that the truth value of the semantics does not depend on the
evaluation of such expressions in tracking constraints at all. So we can safely drop this expression
in a;,. (L> C) as well and the truth value of this semantics does not change at all, because the prefix
before 6 is not relevant for the semantics and 6 is covered by the premise. Thus, every expression
may be safely dropped.

(T,-assignv) This is analogous to (T, .-assignF).

(T,..-return) By validity of the premise we know that in every state (g) where log(C) holds, p[result \ e]
also holds. We must show that every trace of return e is a model for

Ajoc (Put > C)

We observe that every trace of return e has the form

(w0 ()

and the semantics expresses that if C holds (which is equivalent to log(C)), then the next non-noEv
event need be a futEv and p[result \ e] must, where e is the return value of the event. This is
exactly the condition established by the premise.

(T..-if) This follows directly from the fact that the semantics of the if is the union of each branch, which
are covered with the very same type in the two premises.

(T,.-e-remove) As a disjunction over a single formula is equivalent to the formula. It remains to check the
two parts of the semantics which is the guard (which is ensured by the first premise) and the inner
type itself (which is ensured to be followed by the second premise).

(T,..<allv) We ignore p = e for soundness, it is only needed for compositions. For the local type itself, we
observe that every trace of v = e!m(e’); s has the following form (for fitting event parameters):

()

By the second premise we know that 6 is always a model for L under the manipulated constraint.
By the first premise we know that the call condition is checked for the parameters and by pattern
matching we know that the correct method has been called. It remains to show that the constraint
has been manipulated correctly, which is analogous to (t,,_-assignF).

(Ti..-while) This is a standard loop invariant rule, the only detail worth pointing out is that we also have to
choose an invariant tracking constraint C’, that must be shown to hold at the beginning of the first
iteration, which is done explicitly in the first premise.

(Ty..-skip) and (r,,.-skipcont) These rules are trivial.

(T\..readv-n) This is a family of rules, one for each n > 1. We fix n in the following. The first premise
ensures that in the given state we read from the correct tracked value. By validity of the premises
we know that for any i, if the guard ¢; holds, then the suffix of the trace of the statement in the
conclusion follows L; (under the usual correctness of the tracking constraint). The rule is enabling
but not sound: to ensure that every trace of the statement in the conclusion is covered by some
¢;, we need the knowledge that the read future is indeed a model for some guard. Each guard
is the termination condition of some method. If reading from another method, this is covered by
our notion of validity that assumes that all other methods adhere to their type. If reading from the
same method, but another process, we apply the same argument as for (T,,,-readv).
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(T)..awaitF) The proof is analogous to (T;,-awaitF), but the reason why ¢’ holds is that (1) we propagated
it to the suspension or termination before (last case in Def. 7.22). (2) all other method adhere
to their type and (3) as the obligation scheme stems from a causal-coherent global protocol, this
action is indeed issuing the last event before reactivation by Lemmas 7.2 and 7.4. In case it is

propagated to an action of the same method, we apply the same argument as for (;,,-awaitF).

inv

Rewrite Rules. The first rewrite rule is sound because the semantics of skip is true. The second rewrite
rule is sound because for the same reason as (t,,.-H. The third rewrite rule is sound because adding
disjuncts is sound. 0

Theorem 6 (p. 144)

Let GP be a well-formed global protocol and Prgm a fitting program with fitting global and local
role assignments.

i If every proof obligation of the generated proof obligation schema can be proven, then every
local trace of any method m is a model for some LP € £ (m).

ii If every local trace of any method m is a model for some LP € ¥ (m) and the initial block sets
up GP correctly, then every global trace of Prgm is a model for gcsem(GP).

Proof. We first prove the second part. Suppose this would not hold, i.e., there is a global trace that is not
a model. We distinguish five cases:

—

. It contains an event that is not specified.

2. It does not contain an event that is specified.

3. It contains the witnesses in the wrong order.

4. A state does not adhere to its specified condition.
5. Wrong role interactions.

This is exhaustive because the reason why a trace stops following the protocol is either an event or a
state (we can always pick the first index of such events and states). Either there is an event too much
(1), an event too few (2), an ordering error (3) or an error in the content. The error in the content is
either the object (5) or the message load. The message load is also specified in the state before the event.
Case 4 handles states.

Case 1. We distinguish two further subcases.

The event is not a witness for any action in GP. If it contains an event that is not specified and this
event is not a witness for any action in GP, then it must nonetheless have been issued by some
process. This process executes some method for some role. By assumption, each local trace is
a model for the local type. This local type results from projection and a simple check shows
that each local action corresponds to a global action. Thus, any method only has local traces
with witnesses for globally specified events.

The event is a witness for some action in GP. I.e., there is some action with two witnesses for one
specified event. If this were the case, then the extra event would have been issued by some
process — but as GP is cooperative, every action is assigned to exactly one tracked future and
projection thus generates exactly one local type responsible for the event.

Thus, it can not be the case that an event occurs in the global trace that is not specified.
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Case 2. As in the case above we observe that each global action has corresponding local actions gener-
ated in the projection. If a global trace does not contain an event that is specified, there is some
local type with a local action which is corresponding to the witness of the event in the global type,
because GP is correctly scoped. By assumption, however, every local trace of every method is a
model for its local type, so it can not be the case that an event that is specified does not occur in
the global trace.

Case 3. We distinguish two cases.

The witnesses are a permutation of a model. This is covered by the Lemmas 7.2 and 7.4, which
can be applied because GP is causal-coherent.

The witnesses stem from different branches of GP. I.e., the local models realize the correct behav-
ior, but under the wrong condition. However, this cannot be the role that gets the active
choice, because this is the first one with a difference between its models and thus the error is
in relation to this choice. The wrong choice can also not be realized by any role with a pas-
sive choice, because projection checks that the conditions do not overlap for passive choice.
Finally, it can also not be the error of a method with an external choice, because we GP is
well-formed and the preconditions also do not overlap. Thus, every role follows the choice of
the choosing role.

Case 4. We distinguish several cases.

Invariants. Some repetition does not observe its invariant. Projection ensures that the global in-
variant is a conjunction of essentially local invariants, one for each role active within the
repetition. Obviously each role with a local type that has a local repetition for the global repe-
tition in question has witnesses for its conjunct. For the other roles, propagation ensures that
the repeated part assumes and reestablishes its invariant, and that it is established before the
repeated part. It remains to show that the local invariants hold at the same time, i.e., in the
same global state. For this it suffices to note that by causal-coherence the witnesses of single
iterations do not overlap.

Preconditions and Reactivation Conditions. That preconditions hold is established by the fact that
they contain only parameters and that projection ensures that each method is called such
that its parameter precondition is implied by the call condition. Reactivation is handled by
propagation, the argument is analogous to the global composition of method contracts.

Other Conditions. Any other condition is directly handed down to local types and is tied to some
event — as we have established that no event is missing and each local trace is a model for
a local type, this follows directly. That conditions can be established if using tracked values
follows directly from history-sensitivity.

Case 5. This cannot be the case because we assume fitting local and global role assignments.

It remains to show the first part of the theorem, which follows directly from the semantics of the proof
obligation, Lemma 7.5 and the above argument why the precondition can be assumed so that the proof
obligation indeed covers all possible traces. O
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